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ABSTRACT 

 

SSDs are now commonplace in all types of computing from consumer laptops to enterprise 

storage systems.  However, most of those SSDs would not survive in environments with extreme 

temperatures or high shock and vibration such as found in embedded and military systems.  The 

problems in this space are more than just mechanical; they involve all aspects of the design 

including electrical and even firmware.  A combination of all three engineering disciplines is 

needed to provide a robust ruggedized SSD product. 

 

 

KEYWORDS 

 

SSD, MIL-STD-810G, temperature, shock, vibration, power loss 

  



2 

 

INTRODUCTION 

 

When first developed in the late 1990s, solid-state storage was more expensive than other mass 

storage media such as hard-disk drives (HDDs).  It was used in either small capacity devices 

such as Compact Flash (CF) memory cards, or was used in environments where the other media 

could not survive.  Today solid-state storage is pervasive in almost every electronic device we 

touch; many computer platforms come with a solid-state drive (SSD) already installed.  While 

many SSDs perform well in those computer platforms, most SSDs today cannot survive in the 

same harsh environments that held the largest percentage of the SSD market just a decade ago.  

This paper will explore what makes these environments so difficult and offer some possible 

solutions to the problems with designing a ruggedized SSD.  While it is easy to assume there are 

mechanical solutions to all environmental challenges, this paper will also present electrical and 

firmware solutions to these physical challenges. 

 

 

1. DEFINITION OF A RUGGEDIZED SSD 

 

Before designing a ruggedized SSD, there must be a requirement or definition.  Typically, one 

thinks of a ruggedize SSD as being able to survive harsh environments consisting of extreme 

temperatures or extreme shock and vibration.  While that is a good start, there needs to be a more 

precise definition using exact testing methods.  In addition, another element to consider is power, 

or the unexpected loss of power. 

 

 

1.1 MIL-STD-810G 

 

Many datasheets for ruggedized SSDs reference MIL-STD-810G or its predecessor, MIL-STD-

810F.  This document is a standard of the United States military and defines test methods to 

simulate the harsh environments a device under test may encounter while in service (Wikipedia, 

2016).  Since the tests cover a wide range of devices and environments, simply stating “MIL-

STD-810G” is not enough; the datasheet must also reference the test and its parameters.  While a 

ruggedized SSD can survive several different scenarios, this paper will focus on the following 

attributes and conditions: 

 

• Operating temperature: -40° Celsius to +85° Celsius 

• Operating shock:  1500G based on half-sine shock pulse of 0.5ms 

• Operating vibration: 10Grms random 20-2000Hz (jet) 
 

 

1.2 UNEXPECTED POWER LOSS 

 

Another element for a ruggedized SSD to survive is the unexpected loss of power.  A ruggedized 

SSD does not usually operate in a temperature-controlled, 19-inch rack with an uninterruptible 

power supply able to gracefully shut down the server with appropriate commands to flush data in 

any cache, including inside of the SSD, to non-volatile storage.  Instead, a ruggedized SSD may 

be in an aircraft, a land-based armored vehicle, or a water-based vessel where power cannot be 
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guaranteed especially in combat situations.  In addition, the SSD is frequently mounted in a 

removable cartridge that can be ejected at any time in the event of an emergency. 

 

 

2. TEMPERATURE 

 

The first test of a ruggedized SSD is surviving the industrial temperature range, -40° Celsius to 

+85° Celsius.   

 

 

2.1 TEMPERATURE PROBLEMS 

 

One of the first problems encountered at this temperature range is the ability for certain electrical 

components to start up after soaking at -40° C; power supplies and clocks are common failure 

points.  Heat is also a problem for several components as these components consume more 

power and generate more heat at high temperatures creating an endless cycle; components also 

degrade at high temperatures including the NAND flash in the SSD which has reduced data 

retention as the temperature increases.  The NAND flash also has a curious problem where weak 

cells tend to flip the data bits written at one temperature extreme and read at the opposite 

temperature extreme.  Another bit flipping example is unconnected GPIO pins that tend to float 

and follow the temperature. 

 

 

2.2 TEMPERATURE SOLUTIONS 

 

The first solution to temperature problems is electrical:  choose components rated for this 

industrial temperature range, including the NAND flash; while they are more expensive, they 

will solve many, but not all, of the temperature challenges.  Another electrical solution lies in the 

robust design of power supplies and their feedback and 

compensation networks since even though they may be rated 

for industrial temperatures, the passive components such as 

capacitors and resistors tend to change values between the two 

extremes.  A mechanical solution is in the efficient thermal 

transfer of heat away from sensitive components; parts of this 

solution could entail various thermal interface material and 

creative enclosures acting as heat sinks (see photo).  Firmware 

must also provide solutions.  One possibility is to not only add 

additional error correction, but also to refresh the contents of 

the NAND flash periodically (Park, Kim, Choi, Lee, & Noh, 

2015).  Firmware must also have code to handle any potential 

interrupt or error source such as from floating GPIO pins. 

 

 

3. SHOCK AND VIBRATION 
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A second test of a ruggedized SSD is the 1500G shock such as from gun fire and 10Grms 

vibration such as from a jet. 

 

 

3.1 SHOCK AND VIBRATION PROBLEMS 

 

Shock and vibration cause structural damage.  The SSD enclosure can twist, bend, and deform 

which can destroy the PCBA the enclosure is supposed to protect.  Another enclosure problem is 

with the mounting of the SSD to its host computer system.  If the shock and vibration does not 

destroy the PCBA, it can wreak havoc on internal and external connectors.   

 

 

3.2 SHOCK AND VIBRATION SOLUTIONS 

 

For this section, the only solutions are mechanical.  The 

SSD enclosure must be a thick and rugged preferably 

from machined aluminum; the mounting holes on the 

side and bottom of the enclosure must have several 

threads, much more than one or two threads present on 

stamped aluminum enclosures (see photo).  While the 

enclosure attempts to protect the PCBA, components 

can still be damaged under extreme shock and vibration 

unless a staking and/or underfill material is applied 

(Ibe, Loh, Luan, & Yan Tee, 2005).  Finally, rather than 

using board connectors, flexible board interconnects 

can join two PCBAs and can withstand shock and 

vibration effects. 

 

 

4. UNEXPECTED POWER LOSS 

 

The ruggedized SSD must be able to survive even if it loses power at any time:  while idle, while 

busy with background data movement, or even while in the middle of data transfer with its host 

computer. 

 

 

4.1 UNEXPECTED POWER LOSS PROBLEMS 

 

In an effort to improve read/write performance, SSD designers add extra DRAM for various 

functions including caching data and holding the entire logical-to-physical mapping table.  (The 

logical-to-physical mapping table is stored in the SSD and correlates the logical addresses the 

host issues to the physical address of the NAND flash where the SSD stores the data for that 

logical address.)  However, this cache and the mapping table must be flushed to the NAND when 

the host-supplied power is lost – a larger DRAM takes a longer time to flush.  This time can be 

achieved with various power storage techniques, but also has problems; super capacitors tend to 

leak over temperature extremes (SanDisk, 2013), and if the host-supplied power quickly returns, 
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it could leave power hold-up capacitors with too much energy confusing the capacitor charging 

system when power is reapplied. 

 

 

4.2 UNEXPECTED POWER LOSS SOLUTIONS 

 

With the exception of the mechanical solutions to the temperature problems already discussed, 

the main solutions to an unexpected power loss are firmware and electrical.  Firmware, 

obviously, must flush any cached user data and any modified mapping tables to the NAND flash 

when host-supplied power is lost, but it is not as easy as it may sound to accomplish in the 

limited time the internal hold-up capacitors provide power to the SSD.  Clearly reducing the 

number of modified mapping tables during run time will help, but also firmware must disable all 

extraneous circuits, such as LEDs and the SATA interface itself, in order to make the most 

efficient use of the hold-up power.  Electrical solutions include using several discrete capacitors 

rather than super capacitors, but also derating them to operate over the full temperature range.  If 

the charging circuit goes into a undesired state when the capacitors have extra residual charge, 

then use a bleed resistor to help drain the hold-up capacitors as regulators fall out of regulation 

and stop draining them. 

 

 

CONCLUSION 

 

SSDs and solid-state storage are pervasive in almost every modern computing system.  Even 

though the origins of SSD are in harsh environments, most modern SSDs are not designed for 

these conditions.  It requires extra design time, testing, and component cost to survive, and most 

SSDs do not need this over-engineered solution.  However, those SSDs that need it require 

cooperation and coordination between three main engineering disciplines of mechanical, 

electrical, and firmware, to provide an effective and efficient solution to the conditions present in 

industrial, military, and telemetry environments. 
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NOMENCLATURE 

 

ATA or Advanced Technology Attachment:  An interface standard from T13 

(http://www.t13.org/) for storage devices typically using a parallel bus (PATA), or serial bus 

(SATA). 

 

Flash:  A non-volatile memory device using an array of transistors each with a floating gate to 

store a charge. 

 

GB or Gigabyte:  10
9
 bytes. 

 

HDD or Hard-disk drive:  Traditional mass storage device using rotating, magnetic platter. 

 

MLC or Multi-Level Cell:  A flash technology which stores more than one bit per transistor cell 

by using more than two voltage levels on the floating gate; most commonly referred to two bits 

per cell using four distinct voltage levels. 

 

NAND:  A high-density flash device usually with defect blocks marked by the factory; read and 

write operations must be done at a page level (several kilobytes), and erases must be done at an 

erase block level consisting of several hundred pages. 

 

SATA or Serial ATA:  A storage bus interface where the data is transferred serially rather than 

through parallel data wires as in previous ATA devices. 

 

SED or Self-Encrypting Drive:  A storage device that automatically encrypts all data written to 

the storage medium and decrypts all data read from the storage medium.  No user or host 

intervention or support is necessary to manage the encryption key or perform the encryption. 

 

SLC or Single-Level Cell:  A flash technology which stores one bit per transistor cell by using 

two distinct voltage levels on the floating gate. 

 

S.M.A.R.T. or Self-Monitoring, Analysis, and Reporting Technology:  A standard protocol for a 

host system to retrieve information about the drive status and health. 

 

SSD or Solid-State Drive:  A mass storage device typically using the same form factors as 

traditional hard-disk drives, but without the moving parts.  An SSD typically stores data in SLC 

or MLC NAND flash. 

 

TB or Terabyte:  10
12

 bytes 

 




