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ABSTRACT

This paper presents a working Variable Length Differential Pulse Code Modulation
(VDLPCM) video compression/decompression and encryption system. Included are theory
of operation and performance characteristics, as well as a study of packaging problems
which arise from using this hardware for severe environmental applications. No classified
issues are covered.

INTRODUCTION

Recently, an improved algorithm for video compression was formulated, simulated, and
implemented. Utilization of this algorithm avoids many of the problems associated with
classical DPCM. The VCS-500 VLDPCM video compression/decompression and
encryption system, was developed by Loral/Conic and successfully uses this improved
algorithm to compress full frame rate, real time video into an 8.8 Mbps encrypted bit
stream. Many user programable features were built into this hardware, including a multi-
rate modem. This variable bit rate feature enables the user (through an RS-232 port in both
the airborne and ground equipment) to select a wide variety of frame rates and horizontal
or vertical resolutions. These are used to reduce the transmission bit rate to as low as 1.1
Mbps. This hardware uses a proven card set employing the KGV-68 to provide encryption
if required. All necessary TEMPEST safeguards have been employed to protect the
encryption process. This equipment conforms to all NSA requirements for this class of
equipment and has passed all required NSA testing. Packaging that allows the airborne
Data Compression Unit (DCU) to withstand harsh airborne environments was a prime
consideration during the development of this system.



SYSTEM DESCRIPTION

This section provides a detailed system description, and includes the theory of operation,
hardware implementation, and a module-by-module description of this off-the-shelf
hardware. It should be noted that the ground Data Expansion Unit (DEU) was designed
and built with both airborne and ground applications in mind. To date only the ground
DEU has been built, but the airborne package for the DEU is currently in development.

Description of the Compression Algorithm

An evaluation of existing compression algorithms found them unsatisfactory in several key
parameters: excessive “smearing” and loss of contrast due to slope overload, loss of
“shading” detail due to quantization noise, and lack of standardization features needed to
allow easy compatibility with higher-level algorithms. To overcome these deficiencies, an
improved algorithm was developed and incorporated into this hardware. This algorithm
uses an 8-bit (instead of 7) A/D converter to provide higher dynamic range and shading
detail. Full frame storage (512x5l2x8) is also used to insure a fixed image for processing,
thus inhibiting smearing and other frame distortion effects. As an added benefit, full frame
storage allows a standardization that is compatible with future algorithms. Most algorithms
of this type use two or three look-up tables for error quantization (L-codes). This improved
algorithm, however, employs 30 tables--which allow sudden contrast changes without the
usual slope overload effect. With high activity images, the use of many tables also
alleviates the unwanted necessity of shifting into lower resolution and/or lower frame rate
in order to prevent output buffer overflow. The following is a detailed description of this
VLDPCM or adaptive algorithm.

ADAPTIVE OR VARIABLE LENGTH DPCM

The most prevalent shortcoming of traditional DPCM techniques is slope overload. Slope
overload occurs when a predictive quantizer encounters a large unexpected change of the
data that cannot be closely predicted. These large prediction errors cannot be properly
quantized by traditional DPCM fixed length encoders. Properly implemented VLDPCM
can effectively eliminate the slope overload limitation of DPCM.

In traditional DPCM, a fixed number of bits is used to encode the value of the current pixel
by quantizing it into one of 2n possible quantization levels centered around the predicted
pixel value. Extensions of DPCM schemes in which the predictor and/or quantizer are
adaptive to the local characteristics of the image are sometimes called Adaptive DPCM
(ADPCM) or Variable Length DPCM (VLDPCM). Substantial compression pins can be
achieved by making the number of bits sent for each pixel adaptive on the basis of
information from the neighborhood. In smooth regions of the image, fewer quantization



levels are needed to encode most pixels. A large change in the intensity level is always a
possibility, and, in traditional DPCM would cause slope overload. A means of estimating
the number of bits required for a given pixel, and of encoding an unexpected change if it
occurs, would be useful for keeping the image quality high while keeping the number of
bits transmitted per pixel low.

A very effective solution to this problem is to use an error-bit to specify whether or not the
estimated number of bits required to code the next pixel is sufficient. This pixel-by-pixel
adaptive approach is simple and efficient. To estimate the number of bits required to
encode a given pixel, an estimate of the degree of smoothness around the pixel must be
made. The estimate of the smoothness in the area of the predicted pixel is made from the
prediction errors of previous pixels. The maximum error between the predicted value and
the actual value for a number of local preceding pixels can be used to estimate the
maximum expected error as a measure of smoothness.

Smoothness (S) = MAX value of (error pixel 1,...,error pixel n)

The value of smoothness determines a range of expected quantization levels around the
predicted pixel value.

Smoothness is then used to select the estimated number of bits required to encode a given
pixel, using the following format:

Transmitted pixel error = N/H Bit \ Sign Bit \ Data Bits (1-3)
where N/H = Normal or Huffman Code

EXAMPLES:

Encoded Value Significance

0 1 bit S, Normal, 0 quantization error
01 2 bit S, Normal, + 1 quantization error
00 2 bit S, Normal, -1 quantization error

010 3 bit S, Normal, + 2 quantization error
. . .
. . .

01111 5 bit S, Normal, + 7 quantization error



Assume that the error is + 8 in 5 bit S, then go to modified Huffman code, where:
111 = +8

1101 = +9
11001 = + 10
10001 = -1

.       (For Error > 1 in 2 bit S, the process is similar)
.  

Huffman encoding is a method of transforming a stream of PCM data into a stream of bits
containing the least amount of redundancy. This technique is sometimes referred to as
entropy encoding. The principles supporting this algorithm depend on knowledge of the
statistics that apply to the source to be encoded. More probable characters can be given
shorter length codes, while less probable characters can be given longer length codes.

This algorithm surpasses previous classical DPCM methods, and, as stated above, is used
in the VCS-500 system. In order that the system be better understood, details of
packaging, environmental considerations, and hardware descriptions are provided in the
next section.

Packaging and Environmental Considerations

The unit is packaged in a 7.10 x 5.20 x 3.25 in. case, weighs approximately 5-1/2 lbs., and
complies with all TEMPEST requirements for safeguarding the encryption process. The
VCS-500 has been designed to meet the military standards and MIL-STD-461 for
EMI/EMC considerations. Additional environmental specifications are listed below:

Temperature: -25C to + 70C
Humidity: MIL-STD-810, method 507.1, Procedure IV
Vibration: 0.2G2/Hz, 20-2000 Hz (20 GRMS)
Shock: 10Ms each axis, 30G
Acceleration: Constant 100 G

HARDWARE DESCRIPTION

The VCS-500 is a real time secure image transmission system consisting of a Data
Compression Unit (DCU) and a Data Expansion Unit (DEU). The DCU is usually a
component of an airborne image-transmission subsystem which transmits video images to
an image-receiving subsystem. The receiving subsystem contains the DEU. Both units
allow existing analog image transmission systems to provide efficient, secure, and reliable
digital image transfers. In a modified configuration, an airborne Data Expansion unit with
the bit synchronizer and the KGV-68 contained within the package could be provided.



In the VCS-500 system, the sensor (camera) composite RS-170 or CCIR video signal is
interfaced to the DCU where this signal is digitized, compressed, encoded, encrypted, and
conditioned (premodulation filtered), prior to modulating the transmitter. The DCU output
bit stream then modulates the transmitter and is transmitted to the receiving system through
the antenna system. The receiver demodulates the received signal and passes it to the bit
synchronizer where data bit decisions are made and clock is recovered from the data
stream. The recovered NRZ-L data and clock are passed to the KGR-66/SO-66 decryptor,
then reconverted into the serial plain-text bit stream and interfaced into the DEU. The
DEU converts this data and clock back into RS-170 or CCIR video.

With the addition of the VCS-500 hardware, the typical image transmission system
described above can many times be implemented from an analog transmission system.
Most real time analog video transmission systems have an analog bandwidth of 4.5 Mhz.
and will allow the VCS-500 to operate in all but the 8.8 Mhz mode. peration at the
8.8 Mhz rate is quite often possible with only minor adjustments to the data link. The DCU
consists of three major functional blocks: the Compressor Card set, the Crypto Card set,
and the Power Supply. Figure 2 illustrates the functional block diagram of the DCU.

FIGURE 2
DCU BLOCK DIAGRAM

The compressor card set provides video acquisition, image storage, data compression, and
man/machine interface for the DCU. It is composed of four cards, the analog-to-digital
card, the compressor card, the microprocessor card, and the motherboard, which integrates
the card set.



The A/D card synchronizes to the sensor output video and converts this image data to
digitized pixels. It contains the video digitizer/sync generator and the frame memory
circuits. The A/D converter quantizes the video into 8-bit pixels, which is essential for
clear image shadings and image distortion. In addition to A/D conversion, the digitizer
provides horizontal synchronization, vertical synchronization, even/odd field indication,
and a 9.38 MHz pixel clock. The frame memory employs 65K x 4 video RAMs and stores
a complete frame of 512 pixels x 512 lines x 8 bits. A specially-designed custom VLSI
controls the frame memory and allows the compression circuitry to interface with video
RAM memory. This frame memory can be used to freeze an image in the DCU for
continuous or delayed retransmission.

The compressor card performs the compression algorithm described above on the digitized
pixels stored in the A/D frame memory. In addition, the card contains the FIFO circuits,
the FEC circuits (26:31 Hamming Codes), and the output formatting circuits. The
compression circuit is comprised of two custom VLSIs that were developed to implement
the compression algorithm. Timing circuitry divides the compressed data into data blocks
that include correlation sequence and synchronization information.

The microprocessor card provides the man/machine interface for the DCU as well as
general coordination land control for all DCU functions. It contains a 8031 CPU running at
11 MHz. Under a PROM-stored default mode or externally-derived mode control, mode
control data is input to the CPU via standard RS-232. The CPU responds to the RS-232
signals by setting up pixel and line resolution, frame rate, data rate, FEC on/off, freeze
image on/off, and reference (test) image on/off. The microprocessor card also develops
control and timing for the frame memory controller as well as for the compressor and
formatting circuits. Additionally, the CPU sends data-rate information along with
compressed-video data (in a NRZ-L format) to the crypto card set.

The Crypto Card set generates the system clock, encrypts the data from the Compressor
Card set, and provides data outputs for a telemetry link. This set consists of the encryptor
card and the output card.

The purpose of the encryptor card is to take data from the compressor and encrypt the data
by using the KGV-68. Data is clocked through a flip-flop both before and after encryption.
The encryptor card is powered off system voltages and has “keep alive” battery flexibility
with optional features such as an on-card lithium battery (sized below hazard shipping
level), internal rechargeable battery, 5-volts loop back available for bench testing, an
external battery option (which is filtered and protected from reverse polarity and over-
voltage), and a non-volatile keying option. The non-volatile key storage has no pre-erase
requirement. It is loaded automatically upon power-up. The erase command of the key 



storage can overwrite the key with random data a multiple number of times, and disables
the encoder during fill. All lines of the fill interface are buffered to protect the KGV-68.

The purpose of the output card is to generate the system clock, which is programmable,
and to translate the data into one of three output types: TTL, RS-422, or a filtered output
for transmitter modulation. The output card has an isolated and independent power supply
with 40 volts overvoltage (22 to 34 volts typical) and reverse polarity protection. The bit
rate is programmed by the microprocessor to the selected data rate but has a frequency
range of from 10 Kbytes per second (bps) to 9Mbps. The outputs consist of a TTL clock
and data, a RS-422 clock and data, a NRZ-L or BiPhase-L data format, and a filtered
output. This filtered output has a minimum harmonic attenuation of 50 db. The output has a
drive capability of 50 Ohms, which allows it to drive high or low impedance circuitry. This
output signal is available on an isolated SMA connector, and has an optional feature that
will adjust the output amplitude proportionally to the bit rate, which allows for constant
deviation ratio or modulation index.

The power supply requires aircraft quality (MIL-STD-704) +28VDC prime input power
and provides all the voltages required within the DCU as well as providing for
independently filtered camera and transmitter power. The internally-regulated supply is a
DC/DC converter that accepts the filtered and preregulated 18V from the series pass
regulator to create all the required system voltages. Because the VCS-500 includes analog
video signals, it is desirable to synchronize the switching frequency of the DC/DC
converter with the VCS-500 sampling signals. This prevents converter switching spikes
from occurring during the sample interval. The power supply will be synchronized to
operate at the video line rate. With the loss of the sync signal, the frequency of the power
supply is determined by its “natural” frequency. This frequency is governed by a L-R
circuit with transformer feedback in the collector circuits of the driver transistors. The
unsynchronized operating frequency for this application will be approximately 15 kHz.

The DCU also has built-in diagnostic capabilities. Test signals are available to “failure
isolate” the internal modules of the DCU. The micro processor card also has a
maintenance mode which will allow troubleshooting of the three-card compressor card set.
An internally-generated reference image is also useful in system check-out or failure
isolation at the system, black box, card, and component level.

The image-receiving hardware consists of a ground receiver, a bit synchronizer,
decryption hardware, and the Data Expansion Unit (DEU). The receiving system antenna
and receiver acquires the transmitted RF signal and demodulates the carrier to reconstitute
the encrypted serial NRZL bit stream. The selection of ground receiver specifications
ultimately depend upon the specifications of the transmitter and the data rate selected.
Because a PCM serial bit stream received through a data link is subject to contamination



from various noise sources, a bit synchronizer (bit sync) is necessary to reconstruct the bit
stream and clock. Since the system is capable of operating at bit rates from 1.1 Mbps to
8.8 Mbps, a bit synchronizer capable of the rates the user intends to implement is required.
System dynamics, doppler, instrumentation tape recorder, wow, flutter, and other
application specifications will determine the bit synchronizer track range and loop
bandwidth requirements. The airborne DCU is crystal- controlled and provides an output
bit rate stability of better than 0.1% with very little jitter and should not be a significant
consideration factor in the bit sync specifications.

The decryption hardware uses the standard KGR-66 or SO-66 to decrypt the received
data. It accepts clock and cipher text data from the bit synchronizer and outputs clear text
to the DEU.

The Data Expansion unit accepts plain text and clock; it reconstructs the transmitted video
signal for display on a video monitor. It is packaged in a 19-inch rack mount chassis
(5 1/4 inches high) containing a card cage for cards of the same size as the airborne DCU
and a 100 watt 115 Vac power supply. The cards that are contained in the unit and are
discussed below are the microprocessor card, frame storage card, decompressor card, D/A
card, discrete cosine transform (DCT)/disc controller card, and the communication
(modem) card. The DEU not only reconstructs the digital bit stream into an analog video
signal, but has the ability to freeze images, software-enhance frozen images, mark and
annotate frozen images, compress frozen images using a DCT algorithm, store DCT
compressed images on disc, and transfer DCT compressed images between DEU’s.
Figure 3 illustrates the block diagram of the DEU.

The microprocessor card provides the man/machine interface in addition to the general
system timing and control for the DEU. The card is based on a 80186 microprocessor. it
serves as the main system controller and management device, and performs the loading of
operational parameters for all functional circuits as well as interfacing user-communication
via the RS-232 interface link. This card consists of 512 kbytes EPROM, 64 Kbytes RAM,
8 kbytes EEPROM, an interrupt controller, and a UART.

The timing card contains bit synchronizer/crypto interface (clock and data receivers) and
correlator circuitry to decode the beginning of the transmitted data block. Included are
timing circuitry for the block synchronization, FIFO chips for the received data, CPU
interface, and a Hamming decoder. Self-test circuitry is also included on this card.

The decompressor card takes the synchronized incoming plain text and does the actual
pixel expansion. It is composed of three main blocks: the expander block, the memory
interface, and the display interface. The expander block performs the decompression
algorithm using two VISIs that have been developed to implement that algorithm. 



Controlling the stream of data from the decompressor to the frame memory is the function
of the memory interface, which includes FIFO chips and interface. The display interface,
includes PLL circuitry and timing interface to the D/A card, which allow the reconstructed
digital pixels to be displayed.

The frame storage card has a memory which is functionally divided into compressed-image
memory and display-image pixel matrix memory. The digitized or expanded image is
stored to this memory, and the image can be retrieved from it, pixel by pixel, to be
displayed on the monitor or compressed for either storage or transmission. The displayed
image memory is implemented via dual-access 64Kx4 DRAM ports (one port is for
sequential access and the other for random access) which are dedicated for video
implementation circuitry. Each pixel is represented by 8 bits of data which allow a display-
image memory of 512 x 512 pixels. A special memory controller (gate array), which
includes advanced addressing techniques for each input/output data bus, has been
developed to provide multi-access capability. Up to three frame storage cards can be used
in the system: the first for storing the received data and for providing data to the D/A card
for display; the second for image dissemination at slow rates of transmission; and the third
to enable freezing, displaying, and processing of an image.



The reconstructed pixels are converted into an analog video signal by the digital-to-analog
(D/A) card. The digital data pixel is an 8-bit word transferred from memory into the D/A
card which contains a look-up table of 256 words that can be used to modify the gray level
of the pixel data before the reconstruction of composite video. This look up table is user-
definable in the video enhancement mode through the microprocessor and the RS-232 port.
This card also provides all logic for the generation of horizontal, vertical, and blanking
signals. An optional part of the D/A card is an intelligent graphic processor, which is
controlled by the microprocessor card. This graphic processor generates the graphic
overlay that is combined with the pictorial information. The graphic overlay can contain
alpha-numeric, symbol, or any graphic information.

The DCT/disc controller card allows frozen, uncompressed digital images to be
recompressed, allowing storage on disc in the minimum space or image dissemination
through the modem card in the shortest possible time. The DCT/disc controller card
consists of a TMS-320 digital signal processor (DSP) with all peripherals necessary to
support image processing. The local memory has space to store the firmware of 64 Kword
of PROM and to handle the temporary image data and parameters of up to 32 Kword of
RAM during compression or expansion. A local data bus serves the hardware internal data
flow between the memory and the microprocessor. This card contains all interfaces
required to access the image frame memory under operational instructions from the
microprocessor and RS-232 port. The disc controller circuitry (optional) allows DCT
compressed images to be stored or retrieved on disc. This function is under control of the
operator through the microprocessor card and the RS-232 port. The circuitry is comprised
of a WD33C93 single-ended SCSI bus-interface controller which includes all interface
circuitry necessary for the transfer of data to and from the system’s main memory. The
maximum data transfer rate of this controller is 1 Mbyte per second--working with data
bursts of up to 4 Kbytes.

The communication (modem) card (optional) allows the DEU to transfer frozen DCT
compressed images from one DEU to another DEU--through voice grade communication
facilities such as telephone. It is a communication and modem interface-controller
subassembly that consists of a communication processor, a system-controller interface, a
main memory interface, an RS232 interface, a radio interface (16 Kbytes per second at
X-MODE), data and clock multiplexers, a frame synchronizer, and data FIFO. Based on
the Intel 80688 microprocessor, this communication controller loads operational
parameters from the system controller, implements forward error correction coding,
performs communication management, and executes self-testing. Interface with
communication equipment can be performed through a RS232/MIL-STD-188C interface
or radio interface. The communication interface is performed by two gate arrays: Frame
Synchronizer and FIFO Controller under control of the communication controller.



AIRBORNE DECOMPRESSION HARDWARE

An airborne version of the Data Expansion unit described above is in development to
allow the use of the DEU in airborne applications. These requirements call for changes
such as weight reduction, aircraft mounting instead of NEMA rack mounting, a 28 volt
power supply, harsher environmental considerations, and replacement of non-military parts
with military parts. In addition to these changes, the bit synchronizer and decryptor will be
packaged on cards within this same airborne package.

CONCLUSION

The VCS-500 uses an improved compression algorithm to avoid several problems such as
excessive smearing, loss of contrast, slope overload, and loss of shading detail. The unit is
expertly packaged to comply with military environmental specifications and provides
encryption. Developed with careful planning and great attention to detail, the VCS-500 is
at the forefront of video compression and decompression systems using advanced Variable
Length Adaptive Differential Pulse Code Modulation (VLADPCM) techniques.


