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ABSTRACT

The Consultative Committee for Space Data Systems (CCSDS) is an international
organization chartered to develop and adopt communications protocols and data
processing standards suitable for use in space-related communication and data processing
systems. Among its ongoing activities, CCSDS is in the final stages of approving
recommendations for communications services and protocols to be used by “advanced
orbiting systems” (AOS) typified by the international Space Station Freedom Program. As
a companion activity to the development of the AOS protocols, CCSDS is in the process
of defining the network management functions that are necessary to realize the full
capabilities of the AOS services. CCSDS is also concerned with communicating
management information among distributed network management systems, an environment
that will be typical of multi-national space ventures. These network management systems
are envisioned to be automated, resulting in a need for standard network management
protocols and data structures. This paper briefly describes the CCSDS network
management environment, and reviews the current status of CCSDS recommendations for
network management functional capability, use of international standards for network
management, and composition of signalling systems in support of the AOS services. The
paper concludes with a timetable for future work in this area.
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INTRODUCTION

The Consultative Committee for Space Data Systems (CCSDS) is an international
organization chartered to develop and adopt communications protocols and data
processing standards suitable for use in space-related communication and data processing
systems. Among its ongoing activities, CCSDS is in the final stages of approving



recommendations for communications services and protocols to be used by “advanced
orbiting systems” (AOS) (1) typified by the international Space Station Freedom Program.
The CCSDS AOS data services, defined in (1), are:

• Path Service
• Internet Service
• Encapsulation Service
• Multiplexing Service
• Bitstream. Service
• Insert Service
• Virtual Channel Access (VCA) Service
• Virtual Channel Data Unit (VCDU) Service

With the exception of the Internet service, the CCSDS AOS services employ protocols
using data unit structures developed by CCSDS. The Internet service employs the protocol
and packet structure developed by the International Organization for Standardization (ISO)
for the Open System Interconnection (OSI) Connectionless Network Service, designated
ISO 8473 (2).

Additional CCSDS recommendations for AOS audio and video services that are integrated
with the data services are under development (3). The characteristics of the AOS services
include reliable and efficient support of high data rates (tens to hundreds of megabits per
second), multiple data formats (packets, bitstreams, audio, and video), relatively large
numbers of onboard data sources/sinks, and large and geographically-diverse user
communities on the ground.

The AOS services achieve their functionality in part through the protocols associated with
them (that is, by information passed along with the data), and in part through managed
parameters. As a companion activity to the development of the AOS protocols, CCSDS
has begun a process of defining the network management functions that are necessary to
realize the full capabilities of the AOS services. Definition of the appropriate functional
requirements will lead to evaluation and selection of appropriate mechanisms for
performing these functions in a standard manner. These mechanisms will include standard
network management data protocols and data structures.

This paper briefly describes the CCSDS network management environment, and reviews
the current status of CCSDS recommendations for network management functional
capability, use of international standards for network management, and composition of
signalling systems in support of the AOS services. The paper concludes with a timetable
for future work in this area.



CCSDS NETWORK MANAGEMENT ENVIRONMENT

This section summarizes the scope of CCSDS recommendations for communications
services, and how that scope affects the scope and structure of CCSDS recommendations
for network management.

CCSDS develops recommendations for “cross support” system standards. Cross support
“is defined as the capability for one space Agency to bidirectionally transfer another
Agency’s data between ground and space systems, using its own transmission resources.
Cross-support takes place at the level of data structures that are created by one Agency
and handed over to another Agency for transmission” (1).

Figure 1 illustrates a case of cross support in the Space Station Freedom Program. For
simplicity, the figure deals with only two of the space agencies involved in the Space
Station Freedom Program, NASA and the European Space Agency (ESA). In this example,
computers (CPU), workstations (WS), and payloads (PL) in ESA’s Columbus module will
be connected to a Columbus Local Area Network (LAN), which in turn connects to the
U.S. payload LAN via a gateway. The U.S. payload LAN in turn connects to the NASA-
operated Communications and Tracking (C&T) system. The C&T provides radio-
frequency (RF) connectivity to the ground via NASA’s Tracking and Data Relay Satellite
System (TDRSS). On the ground, the NASA ground data network connects to the ESA
ground data network via a gateway (whether the gateway resides in the U.S. or Europe is
irrelevant to this example). Through its interconnection of onboard LAN, C&T, TDRSS,
and ground data network, NASA provides cross support for communications between ESA
payloads/workstations/computers onboard the Space Station and various ESA ground
systems. In this example, CCSDS recommendations for cross support apply to the services
to be provided across the NASA-owned network elements, from the gateway between the
Columbus and U.S. LANs onboard to the gateway between the U.S. and ESA ground data
networks. CCSDS recommendations address the formats of the data units exchanged at the
interfaces between agency network domains, and service characteristics such as whether
or not delivery is guaranteed and the level of error protection applied. However, CCSDS
does not attempt to specify how data are to be handled within a space agency’s
network(s). For example, how a provider agency chooses to move a packet from one
cross-support interface to another is not addressed by CCSDS AOS recommendations: the
choice among packet switched networks, dedicated circuits, satellites, and fiber optic
cable is a local decision of the provider agency.

Each space agency manages (operates and maintains) its own network. When one agency
wishes to use another agency’s network, the first agency requests the services needed from
a management entity (“manager”) of the second agency designated for that purpose. The
network managers of these agencies are peers, with no one manager having a priori



authority over the operation of another. The management of cross-supported services
involves one agency’s (the “user agency”) request to another agency (the “provider
agency”) to provide a communication service. Associated with each of these services is a
limited set of management capabilities that the user agency manager may exercise for the
lifetime of the service. These capabilities involve some configuration parameters and
service reporting parameters. For example, the user may be extended the capability to vary
the data rate of a cross-supported service within a predefined range, or to set a threshold
for measured bit error rate, above which the provider agency manager will notify the user
agency manager. In addition, the user agency manager receives performance and fault
reports on the services provided. The user agency manager uses these capabilities to
integrate the services received from its own network(s) with those of one or more provider
networks.

Figure 2 is a simplified illustration of two agency networks, user and provider, each with
its respective network manager. In this figure, two kinds of management interfaces are
shown. The vertical interface between each of the networks and its managers is internal to
that agency’s network. The horizontal interface between the agency managers is the cross
support management interface. In the network management model represented by this
figure, cross-support management messages flow between the agency managers,
representing requests for service and information from the user, and responses from the
provider. The provider agency manager translates the requests into the specific hardware,
software, architectural, and topological details of its network, and effects the requests
through network-internal interfaces. CCSDS network management recommendations
address the functions performed by a provider agency in cross-supporting a service, as
seen through the interface between the agency managers. CCSDS recommendations also
address the signalling system used to carry network management communications between
the agency managers.

Because CCSDS recommendations for the services do not address how the agencies
implement services internal to their networks, the cross-support management of those
services must be defined without reference to agency network infrastructures such as
hardware/software configurations, lower-level network protocols, and network topologies.
The evolving CCSDS recommendations for cross-support network management are based
on representing each service in terms of a source/destination pair of interface points (or
Service Access Points (SAPS)) and a set of service parameters associated with that type of
service, such as data rate and expected bit error rate. All dialog between agency managers
regarding a cross-supported service can be carried out in terms of these configuration
items and information about the data flow through them.

Outside the scope of CCSDS consideration are (a) how the provider agency manager
translates the inter-agency request into terms pertinent to its specific network



configuration, (b) how the provider manager communicates with its network devices to
implement the requests, and (c) the network-implementation-specific activities that the
provider manager performs to keep the cross-supported services operationally independent
of requests from the user agency manager. An example of a network-implementation-
specific activity is the long-term performance trend analysis performed by the provider
agency manager to anticipate when additional capacity must be acquired. These aspects of
network management are left to the individual agencies to resolve locally.

NETWORK MANAGEMENT FUNCTIONS

CCSDS network management functions are specified in accordance with the five
functional areas defined in the management addendum to the ISO/OSI reference model (4):
configuration management, fault management, performance management, accounting
management, and security management. Within each of these functional areas, CCSDS
identifies the management functions to be performed for cross support, and the
management information that must be exchanged between agency network managers in
carrying out those functions.

Configuration Management

Configuration management (CM) activities consist of controlling and monitoring the
elements of a network in order to keep the network operating. At the cross-support level,
configuration control is limited to the establishment and updating (as necessary) of
parameters that characterize the service across the provider network: source SAP,
destination SAP, and appropriate operational characteristics associated with that service,
such as maximum data rate and error protection options.

Configuration monitoring of cross-supported services consists of the provider agency
network manager tracking the operational state (disabled, enabled, active, or busy) of the
cross-supported services they are providing, and reporting the state information to the
responsible user agency manager upon request and whenever the service transitions
between enabled and disabled.

Fault Management

Fault management activities consist of the detection, isolation, and correction of network
faults. In CCSDS cross-support fault management, capabilities are specified for fault
detection, isolation, and correction within the provider network, and for monitoring and
reporting conditions at the interfaces to other agencies’ networks.



For fault management within the provider network, provisions exist for the provider
network manager to determine when user-specified thresholds are exceeded for either the
number of service packets lost by the provider network or the bit error rate of the channel
carrying the service packets, or when a failure in the underlying network stops a service.
Upon detection of such fault indications, the provider network manager notifies the user
agency manager of the fault, and proceeds to isolate and correct the problem.

Access to counts of packets entering and leaving a provider network (i.e., at the source
and destination SAPs, respectively) support a user agency manager’s fault management
activities end-to-end across multiple agency networks. The provider agency maintains
running counts of the packets at the inputs to and outputs from its network, and reports
these at the request of the user agency manager.

Performance Management

Performance management activities involve the evaluation of network behavior and
effectiveness. The objective of performance management is to determine if a network is
operating at its required levels and if not, the changes to network configuration needed to
meet requirements, such as acquisition of additional capacity.

In support end-to-end performance management activities, the user agency manager can
request that the provider agency compute across-network time delays and data rates, and
accumulate counts of packets processed and packets lost by the network.

Accounting Management

In the general case (that is, broader than CCSDS), accounting management activities
consist of the establishment of costs for network services, the collection of information
about usage of those services, and billing for those services. As of this writing, no uniform
cost policies for cross support of communication services among space agencies are in
place. Rather, services are often provided without charge as part of international
cooperative space ventures, or charges are determined on a per-project basis. For these
reasons, common (standard) CCSDS accounting management functions are currently
constrained to collection of utilization data, such as packet counts, amount of data rate
capacity reserved by users, and effective data rate used. These utilization statistics can
then be used as input to project-unique cost-accounting algorithms.



Security Management

Security management activities fall into two major categories: protection of the network
management system from unauthorized access and manipulation, and management of the
security of the communication services provided to users.

CCSDS data system recommendations regarding protection of network management
systems focus on preventing unauthorized access to network management databases
through the communication network to which the management system is connected. ISO
identifies eight security mechanisms for the protection of systems attached to
communications networks (5):

• Encipherment
• Digital signature
• Access control
• Data integrity
• Authentication exchange
• Traffic padding
• Routing control
• Notarization

Network managers controlling CCSDS AOS networks will use some or all of these
mechanisms to protect communications among network managers. Selection of specific
mechanisms will be based on threat analyses to be conducted.

CCSDS makes no recommendations for the protection of CCSDS communications
services supporting user traffic. Therefore, CCSDS network management activities do not
currently address protection of user data. However, CCSDS does identify two security
mechanisms that may be used on a project-by-project basis. These mechanisms are
encrypted authentication (equivalent to ISO’s authentication exchange mechanism with
encipherment) and data encryption (encipherment) (6). Also, ISO has identified all but the
notarization mechanism as being appropriate for the connectionless network service (2),
upon which the CCSDS Internet service is based. If and when CCSDS adopts a security
architecture for user communications, the management of the security services will be
addressed.

USE OF INTERNATIONAL STANDARDS FOR NETWORK MANAGEMENT

Interest in network management within CCSDS coincides with a growing awareness of the
importance of network management in the larger networking community and the
subsequent development of international standards for network management. Specifically,



ISO is developing standards for a Common Management Information Service (CMIS)
(7,8), Common Management Information Protocols (CMIP) (9,10), and a schema for
management information databases (11,12,13). CCSDS expects to capitalize on the large
body of work performed by ISO by tentatively adopting these standards. Adoption of these
standards also strengthens the prospects for using commercially available network
management systems, thus reducing development and lifecycle costs.

Common Management Information Service and Protocols

CMIS provides a standardized mechanism for exchanging information among network
management systems. CMIP is the set of protocols used by CMIS. Services supported by
CMIS include:

• Reporting unsolicited supervisory data, such as notification of pre-defined events,
error threshold crossings, and periodic statistics

• Solicitation of values of service parameters, such as the value of a counter
• Exchange of control commands (requests) and the corresponding responses or

confirmations.

Although CMIS/CMIP provide the capabilities desired for the exchange of CCSDS
management information, there are several factors that may affect the acceptability for
CCSDS purposes. First, CMIS/CMIP are still in the draft international standard stage.
Until CMIS and CMIP are adopted as international standards, the advantages they
represent for an internationally accepted and commercially available approach are in
jeopardy.

Second, CMIS is defined to be a “manager-to-managed-agent” service. Simply put, this
means that it is designed to support interactions between managers and the network
devices that they control. CCSDS requires a manager-to-manager service for interchanges
among agency managers. Use of CMIS/CMIP for manager-to-manager communication is
being discussed within the ISO network management community. The concept is for peer-
level managers to assume dual roles, at times acting as managed agents, and at other times
as managers, according to the context of the management interchange. At present, there
appears to be no reason why CMIS cannot support manager-to-manager communications,
but this requires verification.

The final factor deals with the communication services used by CMIP to connect network
managers. CMIP is specified to operate across a standard configuration of ISO/OSI
protocols. CCSDS is investigating various “enhanced performance architectures” that
bypass one or more of the ISO/OSI upper layer protocols to reduce processing overhead
and delays in transferring network management data. The result of these investigation may



result in a modified protocol stack underlying CMIP. Such a modification has precedent in
the Manufacturing Automation Protocols (14) and the Technical and Office Protocols (15),
which incorporate an enhanced performance subset of the full ISO/OSI protocol suite.

Management Information Databases

The ISO/OSI network management framework (4) incorporates the concept of a
Management Information (data)Base, or MIB. The MIB is the virtual repository of all
management information of a network. The MIB is distributed, residing in part within the
managers and in part within the various devices that make up the network. By modelling
the MIB as a distributed data base, ISO provides the basis for a common structure for
management information across all managers and managed systems.

Faced with the problem of developing a database structure that can readily adapt to new
network devices and operating parameters over time, ISO uses an object-oriented
approach in creating its structure of management information (11,12,13). Object-oriented
structuring allows new types of network entities (or objects) to be described in terms of
existing object types. New object types may be defined as being “kinds of” previously-
defined object types, in which case they inherit the properties of those more-generic object
types. For example, a particular new model of a packet switch can be defined as a
Kind_Of (Packet_Switch). Any parameters of Packet_Switch are inherited by the new
model, and only the specific values of the parameters particular to that model need be
filled in. Network management applications that access the MIB (such as CMIS) know, for
example, that the new device has a parameter Packet_Counter that can be queried, by
virtue of inheritance. New object types can also be created by piecing together instances of
existing object types.

Through this structure of management information, ISO expects to specify standards for
management systems that are capable of managing not only existing and new ISO/OSI
network elements, but also non-OSI elements such as CCSDS protocols and services.
Successful construction of ISO/OSI managed object descriptions for CCSDS protocols
and services would allow the use of commercially-available network management systems
to control CCSDS AOS networks. Furthermore, since as it is likely that agency networks
will be running other protocols (ISO/OSI and otherwise) in addition to CCSDS AOS,
adherence to the common model allows integrated management across all protocols and
services.

An interesting challenge of placing CCSDS objects in an ISO/OSI MIB lies in modelling
the CCSDS cross-supported services in accordance with the ISO/OSI structure of
management information. The ISO/OSI structure currently has no ready counterpart to the
abstract representation of service that is used in CCSDS cross-support network



management. CCSDS may have to develop a new generic object type (“Cross-Supported-
Service”) to model these services without reference to underlying network structure.
Alternatively, CCSDS may work with ISO to add this or a similar object to its
management information structure in the future. This kind of abstract model of a service
has potential use beyond the realm of CCSDS. For example, it could be used by public
data networks to provide to their customers management access to a simplified abstraction
of the services they receive.

SIGNALLING SYSTEM

Many communication systems employ a signalling system separate from the network
facilities used to transmit user data. These signalling systems are used by network
management systems and other network elements to exchange control and status
information throughout the network. CCITT Signalling System #7 defines a signalling
system in terms of a User Part and a Message Transfer Part (16,17). The User Part
consists of the various request and response message sets that support management of the
cross-supported services. The Message Transfer Part consists of the mechanism(s) for
transporting the User Parts between managers.

As discussed above, the ISO/OSI CMIS and CMIP are being evaluated for use between
CCSDS agency managers. If adopted, these standards will constitute the User Part for
CCSDS inter-agency signalling.

No uniform Message Transfer Part will exist throughout all space agency networks, insofar
as CCSDS management messages are exchanged between space-to-space, space-to-
ground, and ground-to-ground elements, all of which employ different suites of data-link
and physical protocols. Instead, a network-layer protocol, capable of routing data across
any space, ground, or space-to-ground subnetwork, will be selected. The underlying data
link and physical layers will be left unspecified. The candidate network-layer protocols
being considered are ISO 8473 (the protocol used by the Internet service) and the CCSDS
Path service protocol. In addition, reliability requirements may mandate the use of a
transport-layer protocol to ensure reliable end-to-end data transfer. The requirements for
such a transport-layer protocol are also under study.

FUTURE WORK

The CCSDS AOS Management and Signalling Working Group is in the process of
developing concepts and recommendations for management and signalling. On May 15,
1989, CCSDS released Issue 1 of the CCSDS Management and Signalling White
Book.(18). The White Book is a working group document. Current plans are for the
release of two more issues of the White Book, with Issue 3 scheduled for March 1990. In



June 1990, the recommendation will be released to the CCSDS member agencies for
review as an Issue-1 Red Book, which is roughly equivalent to an ISO Draft International
Standard. A subsequent Red Book (Issue 2) is planned for September 1990. Upon
concurrence of the member agencies, the Recommendation will become a Blue Book
(equivalent to an ISO International Standard) in 1991.

CONCLUSION

CCSDS has developed recommendations for communications services and protocols
suited to the needs of Advanced Orbiting System spacecraft, and is in the process of
defining network management functional capabilities, mechanisms, and signalling systems
to be used in managing those services. Functional capabilities are under study in the areas
of configuration, fault, performance, accounting, and security management.

In defining recommendations for management and signalling, CCSDS plans to use
ISO/OSI standards for structuring management information databases and for
communicating management information among space agency network managers. Before
accepting these standards for CCSDS use, several issues must be resolved:

• Will these standards, which are currently in draft form, be sufficiently stable in the
coming year to adopt them as CCSDS standards?

• Can the CMIS and CMIP support manager-to-manager communications, as required
for CCSDS cross-support network management?

• Will the standard ISO/OSI suite of protocols be acceptable for support of CMIP, or
will a CCSDS enhanced performance network management protocol suite be
necessary?

• Will the ISO/OSI Structure of Management Information lend itself to abstract service
representations, or will CCSDS have to develop its own extensions?
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Figure 1 - Example of Cross-Support in the Space Station Freedom Program



Figure 2 - Network Management Interfaces within CCSDS AOS Networks


