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ABSTRACT

This paper represents some considerations resulting from work conducted during a Navy
study of secure voice system alternatives and the development of military communication
systems. It begins by identifying a set of attributes for a “goal” military communication
system. The paper then presents a realizable communication system concept which could
be used as a basis for a future system design. The concept is based on an embedded
multiple rate system where a basic mode, supported at the lowest transmission rate, is
enhanced using additional transmission capacity, when it is available, to support a higher
rate. The conclusion discusses the impact of this concept on some of the functions a
military communication system must perform.

INTRODUCTION

A fundamental military requirement of secure communications is to provide a means to
exercise command and control and to effect coordination in environments ranging from a
benign peacetime environment through all-out conflict and the ensuing recovery. The
military communication capabilities developed to satisfy this requirement have evolved
into a set of unique, disparate systems, typically based on either narrowband or wideband
transmission, to provide specific services for particular requirements. The need for
increased communication survivability within the present-day constrained fiscal
environment has contributed significantly to the emphasis on increased connectivity and
intersystem operation. The issue then becomes one of developing an affordable
communication system that is responsive to the overall military needs.

The desire for responsive secure voice communications has been frustrated by the inability
of many narrowband transmission media to support adequate secure voice operation. The
unavailability of affordable secure voice terminals and the fact that there are no networks
extant which can provide convenient, real-time interconnectivity between tactical forces
and those in key Government civilian establishments contributes to this problem.



Voice processor developments are providing techniques to make possible useful secure
voice communication within the capacities supported by present military transmission
systems. Technology has now reached a stage where it is feasible to develop cost-effective
terminals which will support this secure voice capability. The challenge is to develop an
architecture for a “goal” military communication capability on which to focus
improvements and future system and equipment development.

FUNCTIONAL REQUIREMENTS

In order to address the concept of an advanced military communication system, it is
necessary to establish basic attributes the system must provide. These attributes will then
become the basis for accomplishing the requisite system designs. The following represent
several key attributes for a military communication system.

Fundamental to military requirements is the need for communications connectivity between
tactical forces, strategic forces, and the national command structure. The connectivity
should provide a variety of services (including voice, record, graphics and other types of
data) and should be secure when necessary to protect our political stature or military
survival. In a system where connectivity to all subscribers is possible, provisions must be
included to control the access of information to authorized users only, Since this access
control is inherent to the security of the information, it should be based on cryptographic
techniques.

The communication capability must be survivable and ubiquitous, and it is desirable for the
system to operate over many media and combination of media. Present military systems
must accommodate media ranging from restricted single channel accesses (i.e., high
frequency (HF) radio) to multi-channel satellite and normal telephone trunking
transmission. The capacity of the various media used to achieve this connectivity is limited
by physics and restricted by system controls and standards. To be effective, the system
must have an inherent flexibility which will permit operation with capacity constraints.

Where it is necessary for the system to operate over limited resources, the system must
control the allocation of the various network facilities. By its very nature, the traffic
supported by a military communication system has varying degrees of importance. And,
since it may be necessary to operate over a limited number of resources, the system must
provide a means for allocating priorities to the traffic. By providing a large number of
priority levels, the system can better distinguish the criticality of various traffic and
substantially improve the allocation of assets when capacity is diminished or usage is
increased. The need for many priority levels becomes even more critical when there is
contention for severely limited assets (e.g., single channel radio access).



And, finally, any system which makes use of facilities operating at different modes and
over different media creates the need for complex control. Imposing the need for end-to-
end security further increases this complexity. To make the system more accessible,
especially during times of stress, it should be capable of rapid, automatic operation.

In summary, the major attributes necessary for a military communication system should
include:

• Provisions for secure, survivable connectivity to all subscribers using a variety of
transmission media

• Control of connectivity using cryptographic techniques

• Voice service (at more than one rate) and various data services in a variety of modes

• Assignment of sufficient priority levels to allow the network to allocate resources
consistent with their availability and importance of use

• Rapid automatic operation to maximize the efficiency of the system and enhance user
acceptability

There are no existing military communication systems with the intrinsic features needed to
support all of these requirements.

Most present-day systems have evolved based on either narrowband or wideband
transmission over a particular medium. The result has been a sort of infrastructure where a
number of unique systems are utilized for particular services (e.g., secure voice, secure
record) to selected communities, each attempting to optimize performance within the
constraints of their particular media with little concern for intersystem operation. And,
while these systems serve their original function, they are no longer sufficient to provide
the connectivity, responsiveness and interoperability needed to support military
communications of the future.

The solution seems to point to a communication capability based on a homogeneous
system concept with features that support a variety of services over multiple media and
transmission rates. The need for this type of solution has led the Navy to consider multiple
rate processing (MRP) system approaches.



MULTIPLE RATE PROCESSING CONCEPT

A multiple rate concept, in its most basic form, allows the various system elements
(network and terminal) to operate in one of several rates and in a variety of modes. The
ability to adjust rates for each call or dynamically during a call, permits the network to
manage the transmission resources. Trunks inadequate during peak traffic periods can be
“shared” by multiple users by lowering transmission rates and thus permitting an improved
grade of service. In addition, by structuring the system with appropriate controls, it is
possible to provide for an orderly, graceful degradation in ECM threat-driven
environments (when transmission capacity is decreased) and, subsequently, for enhanced
restoration.

Several important advantages emerge as a result of a multiple rate system concept:

• Acceptable narrowband voice quality and intelligibility can be provided by having both
wideband and narrowband links, eliminating the degradation of tandeming disparate
voice processors.

• An improved grade of service is possible during peak load conditions. More voice
channels are possible in a given bandwidth by using lower transmission rates, when it is
desirable to trade decreased voice quality or data transfer speed for increased circuit
capacity.

• A graceful degradation can be provided in threat-driven environments by allowing the
network to control the transmission rates. In addition, the operational compatibility at
the various rates enhances restoration capability.

Several approaches for implementing a military communication system based on a multiple
rate processing concept are currently being pursued.

Navy investigations have focused on the concept of structuring a multiple rate system as a
basic mode, supportable at the lowest rate over all media, which is enhanced using
additional transmission capacity when it is available to support a higher rate. Thus, the
transmission bit stream at the higher rate contains all bits normally sent at selected lower
rates. The format of the transmission waveform is referred to as an embedded structure.

It is always possible for the transmission rate to be controlled by the terminal. This format
is designed to permit separation of the various information classes, allowing the actual
transmission rates to be controlled by the network and changed dynamically, independent
of the user terminals.



With this embedded waveform structure, the following system advantages are possible:

• Rate changing can be accomplished within the network without requiring the
transmitted information to be uncovered, eliminating the need for vulnerable network
elements.

• The network could independently perform all rate and mode adjustments required for a
call; terminal elements could be tailored to their immediate media access to the system,
rather than operating in a variety of modes and rates, thus terminal complexity could be
reduced dramatically.

• Conferencing of different rate users can be accomplished without parallel transmissions
or tandeming of disparate voice processing techniques.

The Navy has been investigating the implications of adapting an embedded MRP concept
to define a “goal system” architecture which will provide these advantages.

SYSTEM DESIGN CONSIDERATIONS

To realize the benefits possible with an embedded MRP-based system concept, it is
necessary to consider the implications of the concept on the basic functions of the system.
By developing a consistent approach for these functions at the system level (cognizant of,
but not driven by, the constraints of existing system implementations), it is possible to
develop a goal architecture to serve as the focus for system enhancements and future
system developments. The following addresses considerations for several system
functions.

Voice Processing

The concept of an embedded voice structure could be implemented as a basic voice mode,
providing adequate voice intelligibility with voice quality/intelligibility enhancements for
the basic modes being added at various other rates as depicted in Figure 1. An LPC-10
voice processing algorithm has been defined as a standard for all 2400 bps military
communication systems. Since the transmission media presently being considered for
military use can support 2400 bps operation, the LPC-10 has been considered as the basic
voice mode with additional parameters to enhance the quality and intelligibility of the
processed speech for the higher rate operation.

The higher rate voice processor algorithm is an extension of the LPC technique. It retains
the embedded waveform concept where the transmission stream includes the 2400 bps
algorithm parameters with additional bits for enhancement. As with the majority of



narrowband (e.g., 2400 bps) voice processing techniques, the LPC-10 algorithm separates
and extracts information about the vocal tract characteristics and the speech excitation
from the input speech signal. It has been found that while the vocal tract characterization is
sufficient, speech quality could be enhanced significantly by a better excitation signal. The
representation of the excitation signal combined with provisions for additional frame sync
bits is used in the enhanced portion of the transmission bit stream.

Data Transmission

Offering data transmission to users under this otherwise voice communications network
requires a method to be formulated in a manner compatible with the embedded MRP
structure. Several schemes for supporting the data requirements have been considered,
including: devoting a transmission channel for the sole use of data; multiplexing of a
transmission asset to support separate voice and data sources; and time-sharing of a single
channel for voice and data from a single terminal.

Communication Security

For the most part, the COMSEC functions required are those related to any secure
communications functions. There are two minor deviations which are required to ensure
compatibility with the embedded MRP concept. Any COMSEC synchronization messages
must be transmitted (with message filler, if necessary) at a rate such that the message can
be transferred, even if the transmission is reduced to the lowest rate in the system. This
will ensure that synchronization will always be available at a far end terminal, independent
of the actual transmission capacities supported for the particular call. The second
constraint requires all data to be covered (or uncovered) at the highest possible rate of the
system. This will permit a terminal, operating at the highest rate provided by the network,
to uncover the incoming data independently of the actual rate provided throughout the
network.

Signaling

In order to realize the connectivity and automaticity in a communications system, the
terminals must support supervisory signaling with network elements. Further, the signaling
concept should be designed consistent with the overall system concept.

Signaling for an automatic, secure military communications systems is a great deal more
complex than that required for present voice telephone networks. Both systems require
transmission and recognition of routing information. However, additional signaling
structures must be developed to support the additional services required and address the
additional constraints encountered in a worldwide military system. The structure should



include provisions to distinguish between voice and various data classes; to provide status
and control required to automate the various mode and media interfaces; and to identify
priorities for transmitted information.

While in-band and out-of-band signaling have advocates and places in conventional
communication systems, it appears that a military communication system should have the
provision for in-band signaling where it is required. To accomplish in-band signaling
requires an approach to be defined compatible with the voice and data processing
functions.

The signaling information rate should be consistent throughout the system and, as such,
should not exceed the lowest transmission rate. Since data transmissions are tolerent to
delays, it is possible to create pauses in the data which permit the inclusion of signaling
information. On the other hand, voice quality and perception could be degraded if delays
were introduced even intermittently, to accomplish the signaling. Investigations have
shown that it is possible to configure the LPC-10 algorithm to easily accommodate gaps
which result if a full frame is taken intermittently. As such, use of a framed structure for
the in-band signaling can exploit the human tolerance to gaps in speech information and is
compatible with the concept of a framed transmission system. Thus, the signaling could be
accomplished by taking a full frame intermittently to transmit the signaling and supervisory
information. The receiving terminal would have to be capable of identifying and adjusting
for the “gap” which results.

Signaling Security

Consideration must also be given to securing the control and signaling information
separately from the user information (voice or data). This should be done for two reasons:
first, the signaling information is typically for terminal-network or intra-network control
and does not involve direct terminal-terminal transmission; second, it is not clear that the
level of security provided for the normal voice/data transmission is required for control.

There are several approaches to be considered in the matter of securing the signaling
information, including:

• Allowing it to be transmitted through the network unprotected

• Securing the information content but not protecting call activity

• Providing full traffic flow security (i.e., protecting the information and call activity
status)



The signaling can be performed in an unprotected fashion by allowing the network
information to replace the transmission parameters directly. On the other hand, providing
full traffic flow security requires a continuous transmission to be maintained. While this
option may be feasible with certain of the existing transmission facilities, it is felt that
economic constraints and the need for sharing limited assets may prevent this approach
from being adopted for all media.

Provided a scheme for securing the network information only during a voice/data
transmission appears to be an appropriate alternative for consideration. One technique is to
secure just the frames of control information which are distributed intermittently during the
normal voice/data transmission. Another is to use an added layer of security for all
information being transmitted. Since the security of each link can be independent of all
others, the second layer provides improved security for the terminal-terminal traffic, can be
incorporated (or overlayed) on existing systems, and can be applied on a “selected” basis
(whether it be for a particular terminal-network link or a link between nodes of a network).

Rate Control

In order to achieve the advantages provided with an embedded MRP system, the network
must be capable of dynamically changing actual transmission rates over trunks independent
of the terminals. The position in the transmission stream of the set of bits to be inserted or
deleted in a rate change is determined solely by frame synchronization techniques which
require no knowledge of the information contained in the digital signal. Rate changes can
be accomplished without decoding the bit stream, thus eliminating the need for interfaces
which uncover the user information.

With an embedded waveform structure, the reduced rate signal can be obtained by deleting
all but the basic mode bits from the transmission. In expanding a signal, the enhancement
information which was lost during the lower rate transmission can be replaced by
“dummy” bits inserted into a composite bit stream. These bits do not provide voice or data
enhancement but permit the end terminals to operate at a fixed transmission rate
independent of the network rate changing. The terminals do have to accommodate the
“rate reduced” waveform, since the bits inserted into the bit stream do not contain
information useful for the actual voice or data transmission.

SUMMARY

The concept of an automated, homogeneous multiple rate system supporting voice, data,
and signaling over several media and in a variety of modes seems basic to meeting the
goals of a complete military communication system. By appropriate application of this
basic concept, it is possible to develop a communication system providing connectivity and



automaticity for users over the variety of modes and media which a military system
requires, Several approaches for implementing a multiple rate system are currently being
pursued. The approach adopted by the Navy is to address connectivity and interoperability
issues at a system level as more than an adjunct to existing system techniques. This has led
to an enhancement of the basic MRP concept, providing an embedded transmission
structure for voice, date, and signaling information, making it possible to develop an
extremely flexible system with inherent conceptual advantages for automaticity and
enhanced security of network elements.

The embedded Multiple Rate Processor concept set forth in this paper is just an approach
toward developing a secure communication system which meets the needs and goals of a
complete military system. The Navy is in the midst of verifying the feasibility of the
conceptual approach. In order to realize an actual system, it is necessary that the concept
be applied consistently to an overall system architecture. With that, it will become possible
to allocate terminal and network functions within the context of the architecture.

It is naive to consider an implementation of a “new” system which can meet the global
expanses of all military communication systems. However, a coordinated system
architecture based on a homogeneous system concept can serve as the focus for future
development. The result would then be a military communication infrastructure which
would evolve into the “goal system” at a rate governed by economic and technological
constraints and specific military needs.

Figure 1.  Typical MRP Embedded Voice Frame Content


