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EXPERT ANALYSIS OF TELEMETRY DATA

Jonathan Delatizky Jeff Morrill
Thomas J. Lynch III Karl Haberl
Systems and Technologies Division

Bolt Beranek and Newman Inc.
10 Moulton Street, Cambridge MA 02138

ABSTRACT

We describe FAES, a knowledge-based system for postprocess interpretion of
telemetry data obtained from in-water tests of the Torpedo MK48 ADCAP and
recorded on tape in a telemetry format. The system is designed to automate a
diagnostic application in fleet operations. A generic software solution provides the
infrastructure for customization through application-specific knowledge
representation. Pattern recognition provides a feature-extraction layer between the raw
data and an expert system, and gives domain experts a natural and comfortable
representation. Use of features abstracted from the raw data greatly reduces the
complexity of encoding the rules that describe the behavior of the system under
investigation. This allows the experts – not the system programmers – to control the
resulting software.

The approach has led to development of a system which accurately determines the
cause of shutdown in torpedo tests and which will be extended to the full range of
diagnostics now done manually. A slightly modified system is being used to support
torpedo proofing by automating comparisons of recorded data with the weapon
specification and alerting engineers to violations.

1. TELEMETRY DATA ANALYSIS

Hardware and software for collecting and archiving telemetry data has been
commonplace for many years. More recently powerful systems for interactive
examination and analysis of the resulting data have become available. BBN’s
DataProbe ™ is a representative example. Data Probe provides efficient shared access
to large datasets. Frame decommutation is performed in software under the control of
a flexible Data Dictionary. DataProbe includes powerful graphical presentation tools,
a signal processing library, and a programming language to support development of 



automated applications. DataProbe and similar tools have been extremely effective in
serving the needs of the telemetry data analysis community.

C There are many circumstances in which successful analysis of the telemetry
data from both routine and experimental tests require more sophisticated
capabilities than those provided in tools of this class. In many applications,
complex decisions must be made based on criteria that are hard to describe
algorithmically. In these cases, human analysts examine data, accessing and
processing it using tools like DataProbe, and make the decisions based on their
abilities to extract relevant information from graphs and tables (i.e. pattern
recognition) and to reason with it. The knowledge used to make these decisions
may be based on explicit models of the operation of the system under test, or on
heuristics developed through lengthy experience. Successful analysis depends
on three aspects of the analyst’s skills:

C Knowledge  of the domain

C Extraction of relevant features from the data, or pattern recognition , and

C Reasoning  with the resulting information to reach a decision. 

Since it is feasible to represent knowledge in a computer program, and use that
knowledge to control processes of algorithmic computation, pattern recognition, and
inference, it is straightforward (at least in theory) to automate this decision-making
methodology.

In this paper we present a successful implementation of this concept. The application
domain is in-water tests of the Mark 48 ADCAP torpedo. The original problem was
failure analysis in standard fleet range tests of in-service weapons; additional uses for
the technology developed during the course of development. FAES is unique in
utilizing pattern recognition as a preprocessing step before inference , leading to an
especially compact representation of the problem and to substantial economies in both
system development and maintenance.

2. TORPEDO MK48 ADCAP FAILURE ANALYSIS

Figure 1 shows an overview of the method traditionally used in the fleet for failure
analysis of in-water torpedo test runs. Weapons are run with an instrumentation
section that records much of the internal data generated by the many subsystems that
cooperate in controlling a run. On return to an Intermediate Maintenance Activity
(IMA) on shore, the data cartridge provides input to a FDRS-RG test set that includes 



Figure 1.  DataProbe running on a MicroVAX in the FDRS Test Set generates plots
and tabulations that must be interpreted by a sailor using NUSC’s Diagnostic rule
book. Anomalies beyond the scope of the rule book, or cases about which the sailor is
uncertain, require costly support by the offsite Fleet Failure Analysis Team.

a tape replay unit, a MicroVAX™ computer, DataProbe and other software, and a
printer. The test set uses DataProbe to generate a sequence of tabulations and graphs
(a Quicklook Report) that is then interpreted by a sailor. The Navy Fleet Failure
Analysis Team (FFAT) prepared and maintains a Data Interpretation and Diagnostic
Procedures manual (the Rule Book), which guides the sailor in analyzing the test data.
The output of this procedure is a Hardware Release Form, which describes what
should be done with the torpedo: turn around and restore to fleet inventory; tear down
and send a section for detailed testing on an ATE test set; or call in the FFAT when
the sailor cannot complete an analysis. The latter case occurs commonly when
complex or unusual anomalies are encountered.

In practice this methodology has some weaknesses. The results are only as good as the
sailors who perform the analysis. These have limited education and training, and vary
in competence and motivation. Different staff do not always provide consistent
interpretations of the same data, and there are also variations correlated with time of
day or month. Considerable FFAT support is required. Changes in weapon hardware
and firmware require corresponding modifications to the Rule Book and to training
procedures, and take considerable time to integrate fully into fleet operations.
Tracking of results requires manual entry of data, since no automated data capture of
Hardware Release Form contents exists.



3. A KNOWLEDGE-BASED COMPUTER SOLUTION

The characteristics and limitations of this diagnostic procedure are well suited to
application of an expert system. The problem is consistent and well understood. There
are experts who can perform the task effectively and are available to participate in
knowledge engineering. There is sufficient volume of tests to justify the initial
expense of developing a system. Finally, there are many other similar problems in the
fleet, to which generically similar solutions are applicable, and for which the software
developed here is applicable at a modest incremental cost.

We have developed an expert system, FAES ( Failure Analysis Expert System), with
characteristics based on the DataProbe philosophy of using the least resources
necessary. The relationship between the fleet problem and our solution is shown in
Figure 2, and will be described in greater detail in section 4 below. The general
architecture of the FAES system is shown in Figure 3. The most important
characteristics of our system include the following:

C DataProbe provides access to the underlying telemetry data stream. In addition
the knowledge-based system understands enough of both the command
language of DataProbe as well as its output responses to be able to use
DataProbe effectively when it is more efficient to do so.

C FAES incorporates an efficient object-oriented representation of data obtained
from DataProbe, with an associated interactive graphing environment which
provides for direct manipulation of data. A superset of DataProbe time-series
signal processing capabilities is available.

C Pattern recognition is performed by a parsing process analogous to those used
for natural or computer languages. This results in a high level abstract
representation of the raw data in terms of shape features such as flat, ramp,
step-response , and glitch (Figure 4). These features are chosen to mimic the
shape descriptions of torpedo data used by domain experts, maximizing ease of
use of the system. Use of this step considerably simplifies the rules needed for
reasoning about signals and correspondingly simplifies development and
maintenance of knowledge-based telemetry analysis applications.

C A uniform English-like query language permits quick entry of interactive
queries as well as being the rule language of the FAES expert system.

C FAES includes an interactive graphical knowledge-base editor in which rules
and other knowledge can be altered and the consequences evaluated rapidly.



Figure 2.  The IMA methodology shown in Figure 1 is mapped step by step into an
automated solution. Each stage of the process is studied and a procedure is
implemented so that a 1-to-1 correspondence between the manual and automated
operations is maintained. In this way torpedo domain experts can understand and be
comfortable with the knowledge-based FAES expert system. This in turn leads to
greater acceptance as well as improved performance.

C For fleet application, FAES generates a Hardware Release Form identical to
that completed by the IMA sailor. Our form, however, permits FFAT-level
users to investigate FAES reasoning by recursively “opening” each conclusion
on the form as presented on the computer screen, and receiving explanations in
as much depth as desired. Explanations ground out in a statement of fact from
the knowledge base or in a graph of the variable that was used in reaching a
conclusion (Figure 5).

FAES exists in two modes: A development version, which includes all of the features
described above, and a delivery version, which retains all of the infrastructure and
computational capabilities of the development version, but hides most interactive
capabilities behind a turnkey user interface designed for production use in the fleet.



Figure 3.  The FAES Architecture separates domain-independent core components (the
box at center)from domain-dependent knowledge and user interfaces. Core components
operate at different levels of abstraction, providing a rich environment for building
expert solutions. The core can be efficiently shared between different applications. A
further benefit is that the system is very modular; software components can be
enhanced or upgraded with little impact on the rest of the system.

The development version is designed to be used by domain experts to create rules and
knowledge bases for solving an operational problem, such as the IMA failure analysis
task. Additional tools support storing canonical solutions and performing regression
tests to validate experimental rules and verify new system releases. The development
version forms the basis of FAES offshoots that have been applied in other related
applications, such as weapon proofing (the Adcap Proofing Expert or APEX) and in
quality assurance for torpedo simulations.

The delivery version uses a knowledge base and rules downloaded from the
development system. It requests data from DataProbe running on the FDRS-RG test
set and produces a printed Hardware Release Form. Cases beyond the knowledge
available to FAES result in a recommendation to call the FFAT, just as is done in the
manual procedure. The elaborate graphics and report interrogation facilities provided
in the development version are not normally included. Instead a turnkey, bullet-proof
user interface provides for execution of standardized analyses as required in fleet
operations.



Figure 4.  The signal parser used for pattern recognition treats telemetry data as being
derived from a “language” of signals, described, as are computer and natural
languages, by a grammar. The “words” are primitive patterns like short-drop, while
“phrases” and “sentences”can be built hierarchically. The entire pattern shown above
could be matched to the step-down-maybe-bounce  template. Numerical parameters are
adjusted within predefined limits in matching data and templates. The resulting
descriptions closely match those used by torpedo analysts, enhancing system usability.

4. FROM A TELEMETRY ANALYSIS PROBLEM TO
AN EXPERT SOLUTION

Figure 2 shows how we abstracted the fleet torpedo analysis and diagnostic problem
into an expert system. The key to our methodology was to examine each component of
the manual solution, and apply two key steps:

C Thoroughly understand  the manual process contained in each component; and

C Implement the component such that the expert can interact with the system in a
natural manner, ensuring that the expert  in turn understands how the system
functions and remains in control  of the overall knowledge-based analysis
process.



Figure 5.  The Shutdown section of the Hardware Release Form in the Development
System permits developers to trace the reasoning of the expert system. In this view, the
SHUTDOWN-TYPE  conclusion has been opened to show the rule which led to FES-
SHUTDOWN. This is a simple rule with two conditions in its premise. In turn, the
conclusion that the variable SUGGESTED-FES  is true has been opened to display a
considerably more complex rule, with 7 conditions of several types in its premise, all of
which must be satisfied for the THEN conclusion to be asserted. Following the train of
reasoning further leads to definitions extracted from the knowledge base or, in the case
of a telemetry signal, a graph of the relevant segment of the data. Graphs shown in the
explanation support the same functionality as in the primary graph windows, for
example taking measurements off the graph or annotating data points, intervals, or
parser patterns. Developers can use this reporing and explanation facility to
understand system operation and to test and debug new or modified rules.

There are 5 procedures we followed in translating the IMA diagnostic task to the
FAES automated solution (the shade layer labeled The FAES Approach  in Figure 2).
These are not specific to the torpedo diagnostic application, but apply to a wide range
of generically similar tasks, such as torpedo proofing and avionics development and
regression testing. These common procedures are



C Build on existing data collection:  we obtain considerable leverage by utilizing
the existing telemetry data collection and analysis tools; in this case, DataProbe
and associated software running on the FDRS test set. We layer the knowledge-
based system on top of the existing substrate. There is an additional benefit to
this – we provide a window through which development system users can watch
the dialogue that FAES conducts with DataProbe (so that they understand where
and how the data originates) and in which they too can access DataProbe. They
therefore have all the familiar (old) tools available, as well as the new ones.

C Encode pattern recognition capability for signal understanding:  we provide
representations of signal patterns that are based directly on those used by
domain experts, and an efficient mechanism for matching patterns. We
construct complex patterns hierarchically from simple intuitive building blocks.
While applicable to the torpedo domain, the methodology and primitive building
blocks can also be applied to other sources of telemetry data.

C Capture domain-specific knowledge:  the knowledge used by experts, whether
consciously or not, is the principal resource necessary to solve any difficult
analysis task. FAES began with a considerable advantage in that much of the
knowledge engineering had already been done to publish the rule book used in
the fleet. FAES facilitates the knowledge engineering process by providing
natural representations for domain data, and a description language that is close
to natural English for encoding knowledge and expressing rules. Like
DataProbe, users can request help at any point while entering an expression
(such as a data accessor) or a rule, and the system will show all valid responses.
Here again, the approach relies on extracting leverage wherever possible.

C Encode rule-based inference for decision-making:  FAES uses a
straightforward backward-chaining (or goal-directed) expert system. In each
stage of analysis, FAES attempts to satisfy a goal (or answer a question). In
order to do so, FAES attempts to execute those rules with the desired result
appearing in their conclusions. If all conditions in the premises are known, the
result can be determined and the analysis is done. If not, the process is repeated
(backwards) until all necessary data has been collected and the intermediate
conclusions have been drawn. Backward-chaining is economical in terms of
data and resources accessed, important when many megabytes of data might
potentially need to be interpreted. The expert system component of FAES, like
the rest of the software, is well modularized, so that other applications with
differing inference needs can easily substitute a different expert system.



C Provide interface tools for analysis and report generation:  A rich toolbox of
graphs, queries, and report capabilities are included in FAES. The torpedo
diagnosis application uses graph windows and a combined report/explanation
window, as well as the DataProbe terminal and assorted knowledge base editing
tools. These can be chosen and customized to suit the needs of the particular
problem being addressed.

A schematic architectural view of FAES is provided in Figure 3. The box in the
center, labeled FAES INFRASTRUCTURE , contains the domain-independent
generic components. These are (at increasing levels of abstraction) the data collection
substrate (including DataProbe), the pattern recognizer, and the inference engine.
Primitive signal patterns are implemented here.

The USER INTERFACE  box contains a collection of tools which can be combined
and customized to create the system as it becomes visible to its users. Interfaces can
be made more or less interactive, depending on the setting in which the system is
placed.

KNOWLEDGE  is where domain-specific information is concentrated. There are two
primary forms of knowledge:

C Templates , which describe domain-specific parameterized signal patterns
hierarchically in terms of the simple (primitive) patterns defined in the
infrastructure; and

C Rules , which define how reasoning occurs and how it is controlled.

In addition, the domain-specific knowledge base includes definitions and descriptions
of facts and variables used in the domain. These are generally known as slots.

Finally, each application has its specific INPUTS  and OUTPUTS . FAES takes time
series and event data from DataProbe and generates Hardware Release Forms. Other
applications will change this. For example, the APEX variant of FAES that is used to
support weapon proofing currently has similar inputs, but generates a specification
violation report instead of the hardware release form.

5. CONCLUSIONS

FAES provides an effective methodology for applying modern knowledge-based
expert system technology to telemetry applications. It is efficient, and applies leverage
to minimize development costs and maximize utilization of existing investments in



hardware, software, and expertise. Compared with other fielded telemetry analysis
systems that include knowledge-based capabilities, FAES is unique in its use of a
sophisticated intermediate feature extraction layer. There is a potent synergy between
the pattern recognition subsystem and the expert system that allows FAES to encode
substantial complexity in a small number of rules. For example, the torpedo shutdown
analysis requires only 36 rules; about 80% of the knowledge is encoded in the signal
templates.

FAES currently operates only in postprocess mode. In addition to the applications
mentioned above, the software has been (or will soon be) used in two other contexts
within the same overall domain: diagnosis of acoustic anomalies in a hardware-in-the-
loop underwater simulation environment, and as a productivity enhancement tool for
analysts performing specialized investigations of abnormal behavior in the weapon.
The same query and inference tools provide access to regions of data selected
according to rule-like criteria of arbitrary complexity, and can gather collections of
such signal segments independently. Current practice without FAES requires that
analysts scrutinize large volumes of data interactively to find the corresponding
segments, a much less efficient process.

The essential question addressed in this paper is: Can knowledge of telemetry data be
encoded in a formal set of rules?  In principle the answer is yes, but in practice the
telemetry expert benefits from a programming language aimed at a fairly high level of
data abstraction . People want to communicate using abstract terms, derived from
recognized patterns, such as the end of the first flat or the size of the overshoot. Within
an application the number of such abstractions is finite and can be incorporated as
domain-specific extensions to a core language shared by all applications. Given these
abstractions, we have found that the complexity of encoding is reduced by an order of
magnitude, with corresponding gains in modularity and maintainability.
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