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Abstract

A spacecraft command and control system has unique requirements in the
areas of telemetry and other data processing. Not only must the system support
the processing of high data rate telemetry, but it must also simultaneously
support outgoing command streams, usually coupled to the incoming telemetry.
In addition, the system must reliably support several satellites (with up to twenty
contacts each day per satellite) and be capable of week-long continuous contact
with recently launched satellites. Integrating vehicle commanding with a
telemetry system utilizing distributed software and hardware processing in such
a fashion that no mission data is lost, and presenting the operator with a clean
user interface, are just some of the technical challenges that were met in the
design of the Operational Mission Unique Equipment (OMUE) project, which
was installed earlier this year at the Consolidated Space Test Center (CSTC) at
Onizuka AFB, California. This paper describes several of the technical trade-offs
that were made in developing the OMUE system and its implementation.

Introduction

The Air Force Satellite Control Network (AFSCN) consists of two fixed
command and control centers, the Consolidated Space Test Center (CSTC) in
Sunnyvale, California, and the Consolidated Space Operations Center (CSOC),
in Colorado Springs, Colorado. At each site several mission control centers
(MCCs) are responsible for control of one or several classes of satellites.
Communication networks tie these MCCs to 19 remote tracking antennas
around the world.

Each MCC can support up to five simultaneous contacts: Typically these
contacts last about twenty minutes, although during certain activities (such as



launch and early orbit checkout) contacts can last over many days. During
routine periods, each MCC contacts each one of its satellites from two to ten
times a day.

The MCC’s real-time functions include real time satellite commanding and real
time telemetry processing. In accordance with mission tasking, the MCC control
team must build the appropriate command loads, determine when to send the
command, and then send it during the satellite’s pass over a tracking station. As
the commands are uplinked, the MCC receives and processes telemetry data,
examining it for correctness and storing it for later trend analysis.

Late in 1988, requirements emerged to provide a command and telemetry back-
up system to an existing MCC mainframe command and control system in order
to increase the overall mission success rate. Essentially, this hot backup was
needed mainly for satellite contacts of short duration (under twenty minutes) as
the mainframe cannot be restarted in such a short time. The hot backup role is
also valuable for launches, where loss of contact could lead to missing a crucial
maneuvering position.

Design Constraints

OMUE had several design constraints. To keep costs low, existing commercial
telemetry processing systems and commercial software products were
mandated wherever possible. Since the system would eventually be turned over
to the end user for maintenance, it should have a minimum of developed
software, and that software should be well documented, of clear design, and
supported by good development tools. OMUE will be used for at least five years
(possibly up to twenty), and software longevity, rather than specific hardware
choice, was a key selection criteria; consequently the system chosen should be
built on easily ported software. The intent was to choose the COTS telemetry
and software products that best met our telemetry processing needs and could
easily be expanded to include a commanding capability.

The choice of the system proceeded along two tracks. A very detailed systems
specification was written by a team of users, Air Force developers, and contract
engineers in early 1989.

Parallel to the specification development, commercial COTS telemetry products
were surveyed, beginning with a list of twenty-seven vendors that was quickly
narrowed down to ten and finally three product lines. To better evaluate the
vendors, a sample 1 megabit/sec telemetry stream tape was sent to each. A few 



weeks later, the vendors demonstrated how they could best process that
telemetry stream.

The approach of writing system specifications in parallel with vendor visits had
immense impact on the quality of the final system requirements. First, it allowed
the vendors direct access to the user for up-front discussion on user needs.
Secondly, it injected reality into the specification writing process. By seeing the
bounds of the best current commercial technology, the program stayed as an
engineering effort and not a technology development effort. Lastly, the approach
allowed initial estimates of cost. This specification development process
promoted significant stability in the OMUE requirements and has become a
major factor in the success of the program.

System Design and Requirements

The OMUE system is based on the Loral Instrumentation System 500, which
utilizes multiple front end processor (FEP) chassis connected via an Ethernet
local area network (LAN) to multiple UNIX-based workstations and file servers.
What makes the System 500 unique is that it readily adapts itself to handle
commanding (including interfacing with AFSCN KG encryption devices), and is
supplied with an extensive set of software customization tools.

The System 500 offers a departure from traditional telemetry system
architectures, in that it uses real time distributed telemetry servers that do not
depend on a host computer to process and display data[1]. A block diagram
illustrating the OMUE configuration is shown in Figure 1. The system is required
to support 6 simultaneous contacts, including one hot-handoff contact, which is
where satellite control is handed off from one ground station to the next as it
passes overhead. The System 500 configuration used for the OMUE program
has 6 FEPs, networked with 10 UNIX workstations and 2 file servers.

The 6 FEPs are configured identically, each containing 4 Field Programmable
Processor (FPP) cards. Of these 4, one FPP supports algorithmic processing of
telemetry measurands, the second FPP is used to decommutate embedded
asynchronous telemetry frames, the third FPP is used for command processing,
and the fourth FPP maintains the current value table (CVT) of the FEP and
performs data gathering. Other modules in the FEPs support tasks such as IRIG
time stamping, PCM simulation (for test), LAN interfacing, and the local control
of the FEP (performed by the System Controller module). All decommutation,
data compression, time stamping, and algorithmic processing occurs in the high
speed FEPs.



Each module in the FEP communicates with 2 buses: one for administrative
functions (setup and control), and one for data passage. The data bus in the
FEP is called the MUXbus; a full-duplex, 32-bit wide parallel broadcast bus. This
channel operates at 4 MHZ, giving a full 16 Mbytes/second of throughput per
FER This channel supports an efficient command verification environment by
allowing the telemetry decommutator and the command processor (Command
FPP) housed in the same FEP to communicate very quickly (on the order of
microseconds).

LAN loading of the system is also streamlined by having only pertinent data
reside on the network. The Ethernet communications are performed on a
request-transmission basis, where only the desired data is placed on the
network. Thus, many Ethernet requests are served simultaneously by each FEP
Ethernet Processor/Data Gathering FPP, a departure from the inefficient method
of broadcasting all data values onto the network.

The workstations serve to display telemetry data and issue commands, and can
act as system servers if needed. The basic role of the system server is to
provide access to mass storage devices for archiving commands and telemetry
data. The two servers are redundant, and store system configuration items such
as display formats for the workstations, telemetry processing algorithms, and
command databases.

Telemetry Description

OMUE is required to support up to six 1 megabit/sec telemetry streams, though
the FEP hardware can support bit rates up to 8 megabits/sec for each stream.
The telemetry is used to monitor spacecraft systems and for verification of
commanding. All telemetry parameters are stored as database values, and
there are multiple telemetry wavetrain definitions for each of the many satellites
that are supported. Figure 2 shows a data flow diagram of the OMUE telemetry
software, which relies heavily on System 500 processes and services.

Almost all of the telemetry processing software was available with the off-the-
shelf System 500 software, including most of the processing algorithms,
telemetry display builders, and database tools. As such, little or no technical
problems were encountered in implementation.

OMUE’s technical challenge came when commanding was grafted to this COTS
telemetry processing system.



Commanding Description

OMUE is required to provide a real time satellite commanding capability,
accepting or building command loads, and uplinking them to the satellites.
Command loads read into the system are converted to a database format that
can later be edited. During a satellite contact, the OMUE system, under operator
control, transmits the commands to the satellite and monitors incoming
telemetry to ensure that the commands arrived. This entire contact session is
saved into a command history file for later examination.

Commands themselves are 32-bit words. An operator creates new commands
out of existing commands. By grouping existing commands a single block
command can be formed containing up to 3274 commands. These blocks can
be chained together, allowing a sequence of blocks to be sent out automatically.
For particularly volatile commands (such as thruster firing), the OMUE system
requires restricted commands, each requesting additional operator confirmation
before the command is sent out.

The “command type”and “subtype”determine three major characteristics of the
command. The “command type”dictates the command and also dictates the
expected telemetry responses. Some 15 telemetry measurands, depending on
the command type, are examined for ground configuration of the command.

Also, “command type” determines whether the commands are transmitted in the
authenticated or continuous mode. Authentication is the acceptance onboard
the satellite of a command that was properly decrypted from the incoming
command stream. It is related to verification, which is a legality check on the
authenticated command to verify its legality for a particular satellite.
Authentication/verification data is used for the manual and automatic
retransmission of commands, and the data is received asynchronously to the
command transmission.

All of this command data is kept in the command database, and can be
browsed, printed, or edited as needed. In addition to the commands, satellite
specific configuration information is stored in the database to minimize operator
inputs during a satellite contact.

Prior to a satellite contact, OMUE creates or updates the command database
with the contact’s command load, and acquires the OMUE system configuration
and satellite configuration files. Once in contact, various validity checks are
performed on the command prior to transmission, and the operator has the
opportunity to verify that the selected command is correct. When the TRANSMIT



directive is issued, the satellite command is sent, and it can be halted with the
STOP directive. The satellite commands are output to a KG, which OMUE has
initialized via the Command FPP[1]. From the KG, encrypted commands are
passed to the communication network for uplink to the satellite.

Commanding Issues

Development of commanding raised several interesting design issues. The
major issues resolved, which include the selection of a commanding database,
and the encapsulation and interface with the existing COTS software are
presented in greater detail below.

Command Database Selection

Selection of a command database management system (DBMS) was performed
in mid-1989. OMUE does not require very complex database operations; the
primary driver in database selection is large throughput of real-time data.

Telemetry must be able to be added to the database at a rate of 300
KBytes/sec, and commands must be acquired within .5 seconds from a list of
20,000 commands. The ability to distribute the database between clients and
servers was also of interest, as most of OMUE’s large database files are stored
only on the system server. The ability to run under X Windows or Motif was also
important. Also, the availability of development tools such as a fourth generation
language, Structured Query language (SQL) compatibility, and optimization
capabilities were examined.

A set of about thirty benchmark tests was drawn up, and several candidate
database products evaluated on systems approximating the OMUE target
system. After evaluation, Unify/2000 and its application development product
Accell Net were selected. Unify met our throughput requirements, and also
quickly pointed out existing throughput bottlenecks (generally, I/0 channel
capacity to disk). It was found that other DBMS were not suited to real-time data
systems, for they optimized numbers of transactions rather than throughput. In
addition, Unify better fit the client/server architecture.

COTS Software Encapsulation and Development of the User Interface

OMUE extends the capability of the System 500 to include commanding, yet
there is a very strong need to have the system appear seamless to the operator.
To achieve this goal, all of the System 500 software would be encapsulated
under our OMUE software, particularly in the area of user interface.



The System 500 did not utilize a widely used window manager, and this was
seen as a limitation. Various window management tools were examined and
Motif was chosen for its portability, availability, and strong style and language. It
was a fairly simple task to build Motif screens for our developed software.
Immediately behind the Motif windows is where the developed/COTS software
division exists.

Displays

The System 500 comes with a display creation toolkit, which allows generic
telemetry screens to be built quite quickly. Such screens include layouts and
windows for items such as measurand values, plots, and graphical widgets.
With this powerful toolkit, the engineers could quickly draw up proposed
screens, have the user review them, and make any changes with minimal effort.
This could all be performed long before the actual measurands were assigned
names in the database. With the telemetry display toolkit and the Motif tools,
display building proceeded rapidly.

COTS Software Interfaces

Besides displays, two other COTS interfaces posed challenges: “Data Gathers”
and “Event Logging.”

The Commanding process requires the FEP to acquire command data (sent
from a location on the network) as a measurand on the FEP data bus, perform
appropriate checks, and send it out as a command. To perform this, 3 Data
Gather functions were utilized and proved to be straightforward to implement.
These functions included opening a connection to the FEP, writing data to the
FEP MUXbus, and then closing the connection. A fourth commanding Data
Gather was added to the system software to increase system reliability. Its
function was to disconnect a gather in event of a process failure. Initially, the
user definable Data Gathers were somewhat tedious to implement as the
System 500 software wasn’t originally intended for developers to write their own.
This has since become a standard feature of the product.

The other challenging requirement was to interface to the System 500's COTS
Event/Alarm/Status (EAS) Logging capability. With the System 500, each
workstation maintains an EAS daemon process, which, when triggered, collects
the event data and passes it on to the EAS manager and logger on the server.
This interface was deep inside the COTS software and was fairly inaccessible at
the time. In order to access this code, Loral supplied the interface protocols, and 



the eventual solution was to write routines embedded into the developed code
to allow processes to participate in the EAS distribution network.

Commanding Software Structure

The commanding software relies on some System 500 services; however, it is
primarily stand-alone software with processes which only occasionally interact
with the existing commercial software.

The overall design of commanding was driven by the need to have one primary
module controlling command output, with auxiliary modules performing functions
such as data management, displays, and system management. With this
approach, the commanding requirements segmented into five primary software
modules (see Figure 3)[2].

The “Operator Interface Management Module” resides above the other four. Its
role is simple: it accepts messages for display from the other four modules, and
interprets user inputs to the system. Almost all of this module executes on the
workstation.

The “Systems Configuration Management Module” manages the allocation and
setup of all hardware necessary for a contact, including the workstations,
front-ends, and KGs necessary to support a contact. Most of this software
module executes on the workstation, with system configuration files kept on the
file server and KG control done by the FEPs. Initial system set-up is performed
precontact, with the operator selecting various hardware icons and dragging
them into a particular contact group region on the workstation screen. After this
initial setup and a go/no-go test, the module reports the system status, and
monitors for system malfunctions as the contact progresses. The System
Configuration Management Module ensures that resources devoted to one
contact are not preempted by other users: a very important task, especially
since all operators are not in the same physical area. To aid the operator in
managing the hardware, a special screen was supplied with the system that
shows the system configuration, including the hardware devoted to each of the
six contacts. This hardware is assigned a different color on the workstation
screen for quick operator checks.

The “Command History Management Module” keeps track of command history
during contact and reads command history logs. With the command history and
system event/alarm/status files, a complete description of transactions during
the contact can be obtained.



The “System Data Management Module” resides on the server and provides
command database services, such as editing, building, and reading in
command loads. System Data Management’s most important function is to set
up the command loads for the next module’s (Satellite Command Processing) to
use during a contact.

The Satellite Command Processing Module is the key command software
module in OMUE, and it allows the operator to select the commanding
configuration for the contact and transmit the command.

The dominant design issue in commanding was encountered in the Command
Processing Module design: how to download the commands from the system
server to the FEP and transmit them.

Two approaches were considered: load the commands onto the workstation and
issue them one at a time to the FEP or directly download the commands to the
FEP and have the workstation trigger them out. While the first approach has the
advantage of direct operator control over the outgoing commands, it suffers
from several deficiencies. First, by sending the entire command down the LAN
to the FEP, LAN loading is quite high. With the longest command taking up to
four seconds to send down the LAN with no loading, delays from other LAN
traffic can quickly impact how fast a command can be sent out. Secondly, it
requires that a large portion of the database manager be kept at the workstation
to manage these command loads. In addition, the workstation FEP download
approach does not allow for easy command recovery should the workstation
fail.

Command recovery is the main benefit of the second approach, where the
loading of the FEP directly from the server is performed before a contact begins,
and then workstation triggers the preloaded commands out from the FEP

LAN loading is minimized, as only a short request is sent from the workstation to
the FEP. The database manager and database remain on the server, freeing
workstation disk space. Most importantly, this approach allows other
workstations to monitor the outgoing command transmission requests to the
FEP. Should the primary workstation issuing the command trigger request fail,
one of the monitoring workstations can step in and begin issuing the requests.



Summary

Without a doubt, the one element that made this project technically successful
was a stable set of requirements. Those requirements, specified so as to be
readable, unambiguous, and testable, are the foundation of the project, and can
be traced from the evaluation of the COTS systems and initial design through
the final system testing and user acceptance.

In addition to the stable set of requirements, the program did not push new or
risky technical solutions, but stayed mainstream. Selections of the telemetry
processing system, operating system, database, and window manager were
made based on finding the product with the widest flexibility in meeting our
needs.

In three areas the OMUE system capitalized on technologies emerging in early
1989–standard graphical window management software, client/server database
application and commercial UNIX workstations to support real-time applications
–and industry trends were clear in indicating that these technologies would be
standard building blocks that would be used for years to come.

OMUE proved that a COTS telemetry system could be readily adapted to
handle the rigors of day-to-day satellite operations, where high system reliability
and fault tolerance are key concerns.
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 Figure 1. OMUE System Hardware



Figure 2. OMUE Telemetry Data Flow

 



Figure 3. OMUE Commanding Data Flow


