
GLOBAL DATA COLLECTION VIA THE
INTERNATIONAL TELEPHONE NETWORK

Item Type text; Proceedings

Authors KYRIAXOPOULOS, NICHOLAS

Publisher International Foundation for Telemetering

Journal International Telemetering Conference Proceedings

Rights Copyright © International Foundation for Telemetering

Download date 19/05/2023 15:56:41

Link to Item http://hdl.handle.net/10150/612852

http://hdl.handle.net/10150/612852


* This work was performed while the author was on detail to the U.S. Arms Control and
Disarmament Agency under the Intergovernmental Personnel Act. The views expressed are soley
those of the author.

GLOBAL DATA COLLECTION VIA THE
INTERNATIONAL TELEPHONE NETWORK

By
NICHOLAS KYRIAXOPOULOS*

Department of Electrical Engineering
and Computer Science

The George Washington University

ABSTRACT

An experimental secure, global, data collection system for possible use in international
nuclear safeguards has been built and it is undergoing testing and evaluation. The system
known by the acronym RECOVER (REmote COntinual VERification), is designed to
monitor the operating status of containment and surveillance instrumentation used in
nuclear facilities subject to international safeguards. The uniqueness of the design is based
on the intended use of the system by an international organization operating as a guest of
national entities, with the sensors residing in host facilities while the data collection
remains under the control of the international organization. This paper describes the impact
of a unique set of technical, economic, political and operational constraints on all aspects
of the system design, and it presents the results of an internationally conducted test of the
data acquisition features of the system.

INTRODUCTION

The design characteristics of any system are developed from a set of requirements that the
system is ultimately intended to satisfy. Designers are called upon to satisfy requirements
which are subject to technical, economic and operational constraints. There is a natural
tendency in designers to use state-of-the art technology within the economic and
operational constraints. Sometimes, however, operational considerations are of paramount
importance and they play a primary role in the system specifications.

In this paper the system under consideration is a data collection network developed for
possible use in international nuclear safeguards. Although the rationale for the



establishment of the specific constraints has been developed from the nuclear non-
proliferation issue, it is equally valid for any data collection activity conducted by an
international entity with the cooperation of its member states. Emphasis will therefore be
placed on the establishment of the constraints, the development of the system, and, finally,
on the results of an international test.

INTERNATIONAL NUCLEAR SAFEGUARDS

Many countries view nuclear enery as an important component of their national energy
policy. A major consequence of that policv is the development of international nuclear
commerce involving natural uranium, nuclear technology, highly enriched uranium, and
plutonium. The latter two can be used to produce explosive devices.

In addition to states currently and openly possessing nuclear devices, there are others with
advanced peaceful nuclear programs that have the capability to produce such devices; they
have chosen not to do so (1) . The Majority of the states do not presently have such a
capability. In an effort to control the spread of nuclear weapons while aiding the
development of peaceful users of nuclear energy, one hundred fifteen nations are
signatories to the Treaty on the Non-Proliferation of Nuclear Weapons. Under the treaty,
all nuclear materials in states without nuclear weapons are under safeguards administered
by the International Atomic Energy Agency. These safeguards are designed to detect
diversion of nuclear material from its intended peaceful use.

The principal means of safeguarding against diversion is through materials accountancy.
On the basis of bilateral agreements between each state and the International Atomic
Energy Agency, the state provides the Agency with records on the flow of nuclear
materials. (2) Those records are for each nuclear facility and for the entire state. Between
the two sets of records all material within a state should be accounted for.

Independent verfication of the records provided by the state is performed through periodic
visits to the various facilities by inspectors of the Agency. The inspections involve
observations and measurements; the results of each inspection are sent to the Headquarters
of the International Atomic Energy Agency, in Vienna, for processing and evaluation,
involving correlation with existing data files.

Inspection vists are governed by legal agreement between the Agency and the states.
During the negotiation of this agreement efforts are made to minimize the intrusiveness
while maximizing the effectiveness of the inspection procedures. The use of containment
and surveillance instrumentation is designed to aid the inspection routine and to increase
the effectiveness of safeguards. These instruments range from seals to film and video 



surveillance systems, and to portal monitors, which are complex access control devices
incorporating metal and radiation detectors as well as surveillance cameras.

While some instruments such as seals and film cameras are in operational use, others are at
various stages of development or evaluation by the International Atomic Energy Agency
for possible use. In either case, most instruments are viewed as distinct devices performing
a specified function. By contrast, a complete safeguards instrumentation system has been
developed for the 600 MW CANDU (Canada Deuterium Uranium) power generating
stations (3), (4). This system provides for continuous monitoring and accounting of the
reactor fuel from the unirradiated state (fresh fuel) to the storing and monitoring of the
irradiated fuel (spent fuel). It should be noted that the unirradiated fuel is natural uranium
while the irradiated fuel contains plutonium. Complete systems are also under development
for research facilities such as fast critical facilities.

DATA COLLECTION:  NEED AND CONSTRAINTS

The need for the establishment of a data collection system follows from the desired
objectives of minimizing the cost of the inspection while maximizing the efficiency of the
inspection regime and the effectiveness of safeguards. Costs arise from the need to have
the inspector escorted for the duration of the visit, and to have the normal facility
operations disrupted while instruments are checked, measurements are performed and
inventory taken; for some facilities normal operations may cease during the visit.
Automation of a portion of the inspector activities would reduce the costs by decreasing
the disruption caused by the presence of inspectors.

In an ideal situation it could be technically feasible to design an optimum instrumented
monitoring system. For example, real time, remote, closed circuit television monitoring of
the activities at critical areas of nuclear installations is certainly technically feasible; very
often it may be politically unacceptable. Thus, the substitution of sophistication technology
in lieu of humans is frequently perceived to be equally unacceptable. The solution must, by
necessity, be suboptimal due to the possible existence of political constraints; frequently
these constraints are not stated explicitly.

The data collection system described in this paper has been designed with the primary
objectives of proving a concept, making technological solutions acceptable supplements to
the physical presence of inspectors, and identifying the constraints under which an
operational system could be designed. Although all costs cannot be easily quantified,
effectiveness can (5); however, when the system was designed the latter measure was not
available while there had not even been an effort to quantify the former. The economic
component of the total cost can be used as a design parameter in a future operational 



system. However, the qualitative components of cost and effectiveness which arise from
perceptions can only affect the design through the perceptions of the designer.

An attempt to quantify the economic benefits of remote monitoring to the inspection
activities has recently been made in a study conducted at Brookhaven National Laboratory
(6). The analysis is based on a comparison of the cost of using an already designed system
with the cost of continuing the inspection activities without the use of the data collection
system. For certain types of nuclear facilities remote monitoring of instrumentation was
shown to be very cost effective.

The constraints can be grouped into three major categories: those imposed by the
International Atomic Energy Agency, those imposed by each state, and those arising from
the international nature of the data collection system. Constraints imposed by the Agency
are primarily economic; the capital and operating costs of a data collection system should
not be an additional burden to the Agency budget. These costs include purchasing costs,
data transfer costs, and personnel costs for operation, maintenance and repair of the
system.

Constraints imposed by a state affect the type and quantity of data processed by the data
collection system; some states would not allow the transmission of video signals from a
facility, while others do not even allow the transfer out of the country of film cassettes
from motion picture cameras owned by the Agency. An important constraint arises from
the uniqueness of the bilateral agreements, referred to as facility attachments governing
access to a facility by personnel of the International Atomic Energy Agency.

The designer faces severe constraints arising from the international nature of the system.
Use of the network depends on its acceptability by the states yet each state places different
restrictions concerning the types of data to be transmitted internationally; all states require
confidentiality on the information provided to the International Atomic Energy Agency

Most important, since the system designer being a national of a member state, he might be
perceived as representing the interests of a given state rather than the global community.
Acceptability of the system might therefore depend on the establishment of design goals
which should not be in conflict with national interests most of which are never clearly
spelled out.

On the basis of the forgoing objectives, the specifications of the data collection system call
for global coverage, timely transmission of information to the International Atomic Energy
Agency, headquarters in Vienna, security against third party eavesdroping, and assurance
to the Agency of the authenticity of the data.



NETWORK STRUCTURE

The network has a hierarchical tree structure with three levels of nodes. The first level is a
central node under the control of the International Atomic Energy Agency. This node is
referred to as the Resident Verification Unit (RVU). The second level is a collection of
nodes located at facilities anywhere on the globe; although the nodes are under the
operational control of the Agency, they are under the physical control of the facility
operator; these nodes are called On-Site Multiplexers (OSM). The third level contains the
nodes associated with individual instruments; these nodes, called Monitoring Units (MU),
also under the Physical control of the operator of a facility, as well as under the operational
control of the Agency.

Because of the global nature of the network, the least costly connectivity is provided by
the international telephone network. Since each facility is considered an autonomous
entity, there are no communications among second level nodes. The requirement for timely
transmission between facility and the central unit depends on the type of facility; for some
facilities the period of transmission can be one week while for others it could be as much
as three months; thus the public switched network was deemed the most economical
medium for communications.

Within a facility, communications between an On-Site Multiplexer and the associated
monitoring units is a broadcast mode using either a hard wired common data bus, an RF
link or a power grid overlay. There are no channel costs associated with the local network.

EQUIPMENT DESIGN

During the design phase of the system neither the instruments to be monitored, with the
exception of a film camera system, were known nor the type and volume of data that a
state would allow to be transmitted across its borders could be ascertained. The system
was, therefore, designed to transmit information pertaining only to the operating status of
equipment; it was felt that no state could sustain a serious objection to the transmission of
such innocuous data. In addition, timely knowledge of equipment anomalies would trigger
immediate remedial action by the Agency; without a monitoring system the earliest
indication of the anomaly would occur during the regularly scheduled visit of the inspector.

Since properly operating equipment can also be viewed as a deterrent to any attempt at
diversion, the operating status of containment and surveillance equipment should not be
made known to the facility operator if possible. Thus, the requirement of tamper indication
and data security was also imposed. Tampering with the equipment at a facility causes the
erasure of all information residing in the memory of the multiplexers; the security of the 



monitoring units is to be protected through the security of the associated sensors, since the
monitoring unit is to be enclosed in the container of the sensor.

A monitoring unit contains two bytes of status information derived from sampling the
analog status signals of the associated sensor. Each monitoring unit can accommodate
8 status bits; if more status information is required additional units can be used for each
sensor. The sampling rate of the analog lines is 122.07 samples/s which is the ratio of the
2MHz clock rate divided by the 14th power of 2. Throughout the system sampling rates
were chosen as ratios of the basic clock rate divided by some appropriate power of 2,
because such a division could be easily implemented by simple circuitry using interrupts,
thus minimizing the final cost of each component. To minimize the repair and maintenance
costs of the system, the monitoring units have been designed as throw-away components;
thus their capability for handling data is minimal. They contain an RCA 1802
microprocessor, 64 bytes of RAM and 2048 bytes of ROM. Of the total memory capacity
only 8 bytes are available for user data.

At the sampling rate of 122.07 samples/s, any attempt to substitute false analog
information by human intervention would certainly be detected. Since the memory size is
limited, a status buffer S contains only the information about the sampling instance k,
namely [S(k)]. Past status history is preserved in a second buffer H having contents [H(k)]
such that

[H(k-1)] + [S(k-1)]  6 H(s)

Thus, a current anomaly is stored at S while a past one is Preserved at H.

The On-Site Multiplexer collects the data from its associated monitoring units; in the
present design each multiplexer can accommodate up to 30 monitoring units. The principal
functions of the multiplexer are the collection and transmission of data from the monitoring
units to the Resident Verification Unit. There is no evaluation of the sensor information at
this level of the network. The multiplexer is built around an RCA 1802 micro-processor
and has a memory board capable of being populated by 8 Kbytes of EPROM and 8 Kbytes
of RAM.

In terms of network operation, the On-Site Mutiplexer collects encrypted data from the
Monitoring Units, decrypts the data, and it stores them in clear text. When a channel is
opened for communication with the Resident Verification Unit, the data are again
encrypted and then transmitted. Details of these operations will be discussed in the
following section. A successful transmission of the memory contents of monitoring unit
results in the clearing of both the status and history registers; similarly, the memory of the 



multiplexing unit is cleared upon successful transmission of its contents to the Resident
Verification Unit.

Data are collected by the On-Site Multiplexer at programmable intervals; these can range
from minutes to hours. The data collection operation is independent of that of the Resident
Verification Unit. Since there is also a limit in the memory capacity of the multiplexer, and
since there is a strict design requirement that no sensor data are to be destroyed by the
system, the protocol for handling the incoming data at the multiplexer is similar to that for
the monitoring unit; namely, at the jth transfer of data

[S(j)] MU 6 S(j)OSM

[H(j)] MU + [H(j)] OSM 6 H(j)OSM

Thus, when the memory of the Monitoring Unit is cleared, both the historical as well as the
current data are preserved in the memory of the On-Site Multiplexer.

In addition to sensor data the On-Site Multiplexer has the ability to accept up to 2000
alphanumeric characters for transmission to the Resident Verification Unit. This capability
can be used by the inspector during his visit to a facility to transmit summary inspection
reports to headquarters. Data generated by the inspector are loaded into the multiplexing
unit via a data terminal.

The Resident Verification Unit is the central data collection node and it is assumed to
reside in a friendly environment; therefore no security provisions are made for either the
hardware or the software. Substantial effort has been made to have the software and the
data residing in the central unit immune to damage by inexperienced operators. This unit
consists of a Chromatics CG1999 color graphics terminal, six flexible disc drives, a
communication processor based on the RCA 1802 microprocessor, an autodialer meeting
CCITT Recommendation V.25 and a modem. Modems associated with the On-Site
Multiplexers meet, in addition to the CCITT standards, any requirements imposed by the
respective telecommunications authorities of the host country. A data rate of 300 bits/s
was chosen to ensure that communications would be feasible even under the worst
environment encountered in the international telephone network.

The main role of the communication processor is to handle all activities associated with the
transfer of data between the multiplexer and the central unit, freeing the CPU of the
terminal for other activities. All activities are under the control of a package referred to as
Baseline IDS software (7 ). These include scheduling telephone calls, displaying system
status information, evaluating the validity of the data, encrypting data, and generating
alerts in cases of detected anomalies; the alerts are displayed by flashing colors on the



screen. The system is designed to run on an automatic mode totally unattended, or it can
perform its data collection functions on demand by an authorized operator. Access to the
software by the operator is through two code words.

All communications, except those between the data terminal and the On-Site Mutiplexer,
are encrypted. Access to the data at nodes other than the central node is provided through
a portable instrument referred to as the Portable Verification Unit. This unit has identical
computational power to that of the On-Site Multiplexer. It can store encrypt ion keys for
up to eight separate multiplexers; the keys can only be generated by the central unit, and
they can only be transmitted by courier with the Portable Verification Unit. The
dissemination of crypto keys by courier is considered the most secure method.

The Portable Verification Unit can be used by an inspector to obtain access to the data
residing in the memory of the On-Site Multiplexer, and to obtain the latest information
about any Monitoring Unit attached to the particular multiplexer, In effect the Portable
Verification Unit can be used as a central unit for the subnetworks that it has been given
authority to control.

The data rate between the Portable Verification Unit and either the On-Site Multiplexer or
the Resident Verification Unit is 3906.25 bits/s (2MH÷ 512) while that of the Monitoring
Unit is 122.07. These rates were the upper bounds under which the software could operate
and still be able to perform the required functions.

The use of the data terminal is a deviation from the main data collection function of the
system; it is therefore handled in a different manner. Since the data security is provided by
a crypto key, that key is stored in a separate instrument referred to as the Activator; all
programs for communicating between the data terminal and the On-Site Multiplexer are
stored on a flexible disc used with the data terminal. Insertion of the Activator into an
appropriate slot in the On-Site Multiplexer opens up the communications channel to the
data terminal. Thus, the combination of a data terminal with an Activator plays the role of
a Portable Verification Unit. The link between the data terminal and the On-Site
Multiplexer is not encrypted the bit rate at the link is 2400 bits/s while the Activator link
runs at a bit rate of 3906.25.

The Portable Verification Unit can retain its memory contents under battery power for up
to two weeks; there is no design limit under main power. The two week interval is
sufficient to accommodate travel by the inspector from the central location where the unit
is energized to any facility on the globe. The Activator is powered by batteries, and it can
retain its memory even under operating conditions for a minimum of one month. Trips by
inspectors away from the central node are not expected to last longer.



COMMUNICATIONS AND DATA PROTECTION

The security of the data in the components of the network is assured by antitamper
measures and by shielding the instruments to prevent leakage of electromagnetic radiation.
During transmission between any two nodes, the data are protected by encryption. Both
the communication and encryption protocols have been designed to take into account the
special nature of the system.

All communications take place on a polling basis and they utilize the one query-wait-one
response format with automatic repeat request (8), (9). This protocol is implemented on a
Universal Asynchronous Receiver/Transmitter (UART). The polling scheme and the
asynchronous transmission modes were chosen on the basis of the constraint that the
complexity of the equipment must be minimal at the lower levels of the network. For this
reason the UART is implemented by software in the Monitoring Unit and by hardware in
all other units. The use of hardware UART permits the processors at both nodes of a link
to attend to other tasks during the transmission/reception phase of communications. One
such task is encryption/decryption.

The communications and encryption functions are intertwined and not modular; this
approach was taken for reasons of data security and data reliability under the constraint of
minimum equipment cost. The basic protocol is as follows:

One block transmitted.
Receiver checks for communication errors.
Receiver decrypts and checks for data validity.
On positive acknowledgement by the receiver, transmitter sends next block
On negative acknowledgement, transmission of the same block is repeated.
After a programmable number of retransmissions, typically three, communication is

terminated.
At the Resident Verification Unit, a scheduling algorithm repeats the unsuccessful poll

at programmable intervals.
At the On-Site Multiplexer, the poll is repeated at the normally scheduled interval.

Throughout the system messages are constructed in multiples of 8 bytes, for every
consecutive 8 bytes there are 2 parity bytes generated, one latitudinal and one longitudinal.
Over the telephone channel, handshakes are 10 bytes long (8 data, 2 parity) queries are
90 bytes long (72 data, 18 parity), responses are 50 bytes long (40 data, 10 parity). Over
the broadcast channel the messages are 8 bytes long; in this link, however, data are
encoded by a Hamming (4,7) code. For every 4 logical bits, 7 physical bits are generated
and an eighth one is added to complete a byte.



The encryption protocol is designed to take into account the static character of the data
and the minimum cost requirement for the equipment while maximizing security. A special
software protocol was therefore chosen to take into account those factors. The penalty
paid by this approach has been the inefficient unilization of the communications channel.
No detailed cost-benefit analysis has yet been performed to determine where the break-
even point would be between equipment and channel costs.

The encryption algorithm is basically a two-key algorithm: one key resides in both nodes
of a link, while the second key is generated by the interrogator for a specific respondent
and for a specific poll. This second key is used to randomize the static status data of the
system so that the clear text input to the encryption algorithm is a random stream. Since
the stream is generated during the transaction, an intruder would not have sufficient time to
attack the algorithm on the basis of the static nature of the input data. This approach to the
data security requires that the data residing in the clear in the equipment, be protected
against physical and electronic tampering during storage.

The basic encryption protocal is the following (8):

A key, K , resides at both nodes of a link; for the telephone channel the K is
128 bytes long; for broadcast channel K is 16 bytes long.

A rule, R, is a random sequence consisting of 128 bytes, and it is generated
by the interrogator immediately prior to the initiation of transaction.

When communication is established, the first transaction is the transfer of R
to the respondent.

The static cleartext is randomized by K generating a random message
sequence M.

The message M is then encrypted by the main encryption procedure, using R;
encryption takes place in blocks consisting of 8 bytes each.

Upon reception, decryption, and establishment of the validity of the data a
positive acknowledgement is generated, and the next cycle follows.

For communications with the monitoring unit, there is not enough memory space to store
all 128 bytes of the rule; therefore, the Monitoring Unit receives one byte of R at a time,
encrypts and transmits only a subset of the message, and then it receives the next byte of R
to repeat the cycle.



The interleaving of communication and encryption protocols allows the system to perform
validity tests on each transmitted message, and to consider the entire transaction, telephone
or broadcast poll, valid only if all messages pass the tests; otherwise, all data remain in the
memory of the respondent until the next poll, thus a partially valid transaction does not
exist in this system.

INTERNATIONAL TEST

A field test of the prototype RECOVER (Remote Continual Verfication) system was
conducted for three weeks during November 1980. The Resident Verification Unit was in
Vienna, Austria, and remote stations were located in facilities at Lucas Heights, Australia;
Sophia, Bulgaria, Pinawa, Canada; Julich, Federal Republic of German; Tokai-Mura,
Japan; Harwell, United Kingdom; Boston and Washington, D.C., United States; two
control facilities were located in Vienna.

At each facility there was an On-Site Multiplexer; attached to it were a sensor simulator
which could generate eight independent status bits, a film camera system, and a seal
consisting of optical fibers; for the last sensor the system monitored continuity and
luminousity levels for light transmitted through the fibers. In Japan, the operating status of
a doorway monitor was being monitored. It should be noted that the main objective of the
test was to evaluate the concept of global data collection via the international telephone
network rather than the sensors. It should also be noted that all facilities except that in
Bulgaria, were accessible via the automatic dialing system; for Bulgaria the intervention of
two telephone Operators was required.

During the 21 days of intensive testing 2,921 telephone calls were made; of those 1,514 or
51.8%, were considered successful. In the present context a successful call implies that the
entire transaction was completed. Of the unsuccessful calls 31.4% were due to the
automatic dialer not connecting, 7.5% were due to communications errors, 6.4% due to
carrier loss, and 2.9% due to operator interference.

To check the system for false alarms, a log sheet was kept at each facility containing all
activities related to the sensors and the monitoring equipment. Certain actions were taken
on the basis of a prearranged test plan; any indication not correlated with the entries in the
log sheets was consider a false alarm; for the duration of the test, the false alarm rate was
0.6%. All of the anomalous indications detected during a given poll disappeared in the
subsequent calls.



CONCLUSION

The prototype RECOVER system has demonstrated the feasibility of global data collection
utilizing public switched telephone network. Although the data rates were low, subsequent
communications tests have indicated that data rates at 1200 bits/s are also attainable for a
global network with reasonably low communication error rates.

The channel untilization, namely the ratio of the amount of time that data were transmitted
to the total time the channel was open, was approximately 25%. Improvements are being
planned in both the communications and encryption protocols to substantially increase this
ratio without increasing the complexity and cost of the equipment.
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