
The Role of Standards in COTS Integration Projects

Item Type text; Proceedings

Authors Stottlemyer, Alan R.; Hassett, Kevin M.

Publisher International Foundation for Telemetering

Journal International Telemetering Conference Proceedings

Rights Copyright © International Foundation for Telemetering

Download date 19/05/2023 15:47:45

Link to Item http://hdl.handle.net/10150/611448

http://hdl.handle.net/10150/611448


THE ROLE OF STANDARDS IN COTS INTEGRATION PROJECTS*

Alan R. Stottlemyer
Kevin M. Hassett

ABSTRACT

We have long used standards to guide the development process of software systems.
Standards such as POSIX, X-Windows, SQL have become part of the language of
software developers and have guided the coding of systems that are intended to be
portable and interoperable. Standards also have a role to play in the integration of
commercial off-the-shelf (COTS) products. At NASA’s Goddard Space Flight Center, we
have been participating on the Renaissance Team, a reengineering effort that has seen the
focus shift from custom-built systems to the use of COTS to satisfy prime mission
functions. As part of this effort, we developed a process that identified standards that are
applicable to the evaluation and integration of products and assessed how those standards
should be applied. Since the goal is to develop a set of standards that can be used to
instantiate systems of differing sizes and capabilities, the standards selected have been
broken into four areas: global integration standards, global development standards, mission
development standards, and mission integration standards. Each of the areas is less
restrictive than the preceding area in the standards that are allowed. This paper describes
the process that we used to select and categorize the standards to be applied to
Renaissance systems.

KEYWORDS

Standards, Commercial Off-the-shelf (COTS) Integration, System Architecture

INTRODUCTION

Renaissance is an effort by the Goddard Space Flight Center (GSFC) Mission Operations
and Data Systems Directorate (MO&DSD) to define a reusable architecture for spacecraft
ground data systems. As discussed in Reference 1 and Reference 2, one of the major goals
of this architecture is to be flexible to be able to support very large missions, such as the
Earth Observing System (EOS) down to very small missions, such as those in the $8M to
$10M range.
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Existing standards for integration have addressed infrastructure levels, and provided little
definition for application level interfaces and functionality. Past experience demonstrated
that standardization at the application level frequently had the effect of severely limiting
flexibility and use of COTS components because the standards were not widely supported.
To achieve an architecture that is truly open and flexible enough to meet the needs of any
mission requires the freedom to choose computer platforms, information repository and
application products, and commercial mechanisms supporting application interconnection
and data transport. To support this freedom to choose, the Renaissance Team selected a
set of standards and defined their use to meet two purposes: provide requirements for the
selection of COTS products and provide an integration framework.

ROLE OF STANDARDS IN THE INTEGRATION PROCESS

In traditional software development, standards define a framework for the implementer.
Typically, the standards are used to define how the developed software interacts with the
operating system, the database, and other software. The purpose of standards in this
environment is to restrict the developer to a certain way of developing. Many times, the
standards were localized and not easily transportable out of the environment. To achieve
success, the developer must be an expert in the implementation and applicability of the
standard.

In a COTS integration project, the use of standards takes on a different role. Standards are
used to assure that the products to be integrated are based on a common framework that
facilitates integration. Standards become especially important in providing ground data
systems where the system design is instantiated multiple times, each time with variations.
In cases like these, judicious application of standards helps to promote reuse of products
across the multiple instantiations. The standards also make it easier to change out
components within the framework to meet cost and/or performance constraints. The
integration team need not be expert in the implementation of the standard. Instead the
implementation of the standard is the responsibility of the COTS vendor. The ground
system developer is responsible for determining which standards are important to the
system and working with the vendors to assure that the selected products meet the
standards. A major factor in achieving integration of COTS products and remaining
independent of any single vendor is to pick standards that are widely supported by
vendors.

Standards support four major activities in COTS-based ground system development
organizations:

(1) Framework Selection -- Standards define how systems are to be integrated. For
recurring systems, the lowest level of standards are consistently applied to all



instantiations of the system. For example, the Renaissance Team chose the Internet
Protocol (IP) as the basic standard for integration. All ground systems to be built to
Renaissance Standards will be based on IP.
(2) Product Selection -- Standards are very important in selecting products. Since
the standards primarily define how the different COTS products exchange data, then
the integration team should select products that support the same set of standards.
This will minimize the amount of interface code that needs to be developed.
(3) Development in support of integration -- In any COTS integration effort, some
interface software will need to be developed. The standards to be applied to the
development of this “glueware” is similar to standards for traditional development.
Since most COTS products will provide a programmer’s interface, the role of
standards in this case is primarily limited to the definition of the development
environment (language, target platform, etc.). For this case, the product is likely to
be the implementation of a target standard interface.
(4) Product Line Development -- In some instances, it may be appropriate for a
ground system integrator to develop some products as a specialized line. These
instances include the development of a product that meets a need that is not
provided by any COTS products, or the development of a product using a new
technology. In either case, the development team must adhere to the standards of the
organization, so that it is ensured that the new product will integrate with other
products selected for inclusion in a ground system.

STANDARDS SELECTION APPROACH

Standards selection is both critical to success, and a potential obstacle. Standards are
needed to support changes in system configurations, but poorly supported standards may,
in fact, preclude access to off-the-shelf components. Often it is better not to pick a
standard, than to pick a standard that severely limits the product choices available to the
integrator.

The approach we followed to select standards was to match potential standards to the
objectives of the architecture, and assess the value and cost of applying a candidate
standard. In a COTS-based ground system architecture, standards serve as enabling
technologies for four critical objectives. The first objective is to maximize reuse of off-the-
shelf components. The second objective is to ensure that the many elements of a system
can be integrated using a minimum set of common interfaces. The third objective is to
support a high level of mission configuration flexibility by allowing free interchange of
both custom and commercial applications in the configuration of a mission system. The
fourth objective is to support development of software elements that address requirements
not met by off-the-shelf components, or that improve technology implementations. Given
the Renaissance approach to mission implementation as discussed in References 1 and 2,



this last objective implies both platform vendor independence and selection of application
interfaces appropriate for wide integration. The complete set of standards selected for the
Renaissance effort is included in Reference 3.

The approach used to establish the standards for the Renaissance Architecture was to
divide standards along two lines: a categorization that defines the role of the standard in
the architectural framework and a level that defines the applicability of the standard.

Figure 1 shows the categorization of standards. As can be seen, this categorization has two
dimensions: Global vs. Mission-Specific and Integration vs. Development.

Global Mission

Integration
Standards to be applied universally for
integrating all missions.

Additional standards that are needed to
help select products that meet the
unique needs of a given mission.

Development
Standards to be applied when
developing software to be part of the
MO&DSD product line.

Standards to be applied when
developing mission unique software.

Figure 1. Standards Categorization

Because the Renaissance Architecture emphasizes reusability across mission
implementations and also recognizes that every mission is unique, the standards were
separated into global and mission specific categories. The global Renaissance standards
are intended to be only those that are to be met by all mission configurations. It is expected
that these global standards will be supplemented for each mission by mission-specific
standards. These mission specific standards provide a mission level consistency for areas
where no single standard allows sufficient flexibility, or where specification did not
provide any obvious gain in mission capability.

Standards have also been separated into integration and development categories.
Integration standards are those which have the primary effect of standardizing interfaces
for both COTS and any developed components. Development standards are those which
primarily guide the development of mission components, either globally or for a specific
mission. The distinction between integration and development standards is important.
Integration standards are the most important ones to the selection of products. To
overspecify the standards to be applied by vendors in development could unnecessarily
eliminate a product from selection. For example, the ANSI C Language standard is
primarily for developers to ensure that code will compile across a wide variety of
platforms. However, for a COTS product, the real concern is that the product adhere to
standards which ensure that it will operate across a wide variety of platforms and integrate



with other products. Therefore, to insist that vendors only deliver software written in a
particular language would unnecessarily limit the available selection.

In addition to the categorization of standards, the applicability of standards is also an
important factor in establishing the set. By applicability, we mean how broadly the
standard is to be applied. We defined three levels of applicability:

(1) Mandatory for all systems
(2) A set of mandatory options for mission implementation
(3) Options available for use in specific mission system implementations

The first class of mandatory standards forms the core commonality around which the
architecture is founded. The OSI reference model was a means for identifying these. The
primary approach was centered on the Internet Protocol suite because of the wide support
in the commercial world for all levels of the suite. In particular, the IP (OSI layer 3) was
made mandatory, along with supporting protocols in OSI layers 3 and 4. Similar protocol
standards were identified for system management, and other application areas where
standards with near universal support exist. The overall intent was to keep the number of
mandatory standards limited to those with truly global support, and to select only those for
which there was a clear benefit to establishing a standard. The flexibility within the set has
been given at least preliminary trial in the prototyping environment.

The mandatory options for mission implementation are a list from which selections are
made for a given system, but not all options are supported within the system. The
distinction can be clarified by an example: the choice of OSI layers 1 and 2 for system
implementation. The options are many, e.g., Ethernet and FDDI, and standards exist for
each. A given mission system will not implement all possibilities, but rather those which
provide the needed capabilities for the least cost. Options are important because of
variations in capability between COTS products, but are only feasible where the
alternatives are available in COTS products.

The available options is a list of standards with reasonable support which offer significant
benefits, but also significant limitations. This list is intended simply as options, which may
or may not be chosen for areas not covered by the mandatory standards. Of particular
interest are relatively untried standards with limited implementations which might meet a
particular need of a mission.

Figure 2 shows the relationship between the categories and levels of standards. As can be
seen, most of the mission integration standards are mandatory, while the lowest level of
applicability is at the mission integration level, where standards must be chosen to meet
the specific needs of the mission.



Global Mission

Integration Mostly Mandatory Mandatory Options and Available
Options

Development
Mostly Mandatory Options and
Available Options. However, must
meet more than one of the options

Mandatory Options and Available
Options

Figure 2. Relationship between Standards Categories and Standards Levels

Given that technology is always advancing, new standards may be added as necessary. To
minimize the risk of adding new standards, the categorization hierarchy will be used to
evolve standards. New standards may be experimented with at a mission level. If the
standard proves to be useful in a wider range of missions, then the standard will evolve to
the global level. Figure 3 shows an evolutionary approach that allows the introduction of
new standards and technology at a mission level and then migrates these standards to the
global level. New standards are always being introduced (1) and experimented with on
specific missions. If successful, these standards may be elevated to the global categories
(2). Finally, if a development standard gains wide favor with COTS vendors, it may be
elevated to an integration standard (3).

Global Mission

Integration Global Standards Experimental
Standards

New
Standards

Development Global Standards Experimental
Standards

New
Standards

Figure 3. Standards Evolution Process

CONCLUSION

We have developed an approach for selecting standards that supports our architectural
approach. To select the standards we looked for:

• Value in cost savings, configuration flexibility, or product quality
• Stability over time and missions supported
• Wide applicability and availability
• Support by commercial products and vendors

1

1

2

2

3



Although the set of standards was chosen on the basis of probable stability, the set varies
considerably in maturity. Some are emerging standards, and others are not yet widely
implemented in vendor products. Our paradigm allows for the inclusion of such standards
in the desire to encourage vendors to improve their products along these lines and to
advance the technologies in use for ground system operations.
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