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ABSTRACT

The Defense Evaluation Support Activity (DESA) is an independent Office of the
Secretary of Defense (OSD) activity that provides tailored evaluation support to
government organizations. DESA provides quick-response support capabilities and
performs activities ranging from studies to large-scale field activities that include
deployment, instrumentation, site setup, event execution, analysis and report writing. The
National Guard Bureau requested DESA’s assistance in the development and field testing
of the Light Armored Vehicle (LAV) Sensor Suite (LSS). LSS was integrated by DESA to
provide a multi-sensor suite that detects and identifies ground targets on foot or in vehicles
with minimal operator workload. The LSS was designed primarily for deployment in high
density drug trafficking areas along the northern and southern borders using primarily
commercial-off-the-shelf and government-off-the-shelf equipment. Field testing of the
system prototype in summer of 1995 indicates that the LSS will provide a significant new
data collection and transfer capability to the National Guard in control of illegal drug
transfer across the U.S. borders.
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INTRODUCTION

The Defense Evaluation Support Activity (DESA) is an independent Office of the
Secretary of Defense (OSD) activity that provides evaluation support to government
organizations. Chartered in 1990 the Activity now sustains a variety of projects not
supported by more traditional ranges or test centers. DESA efforts focus on quick
turnaround support of short-term projects and maximum use of commercial-off-the-shelf
(COTS) technologies. This focus provides quick-response support capabilities flexible
enough to allow DESA to perform activities ranging from studies to large-scale field
activities that include test design, deployment, instrumentation, site setup, event execution,
analysis and report writing. Because of this expertise, the National Guard Bureau (NGB)
requested DESA’s assistance in the development and field testing of the Light Armored
Vehicle (LAV) Sensor Suite (LSS).

THE LSS OVERVIEW

In support of its counterdrug mission the NGB needed a sensor suite to be used for the
detection, classification, and identification of ground targets on foot or in vehicles without
the need for highly trained operators. The LSS was designed primarily for deployment in
high density drug trafficking areas along the northern and southern borders using
commercial-off-the-shelf and government-off-the-shelf equipment for all primary
subsystems. The LSS sensors include a ground surveillance pulse doppler Radar, a long-
wave infrared (IR) camera, and a visible light color camera.

The Radar system, a Manportable Surveillance and Target Acquisition Radar (MSTAR),
can detect moving targets on the ground at distances greater than 24 km. The IR camera,
an Inframetrics IRTV-445L Long Range Infrared System (LORIS) can detect human- or
vehicle-sized heat sources at distances greater than 10km. The visible light sensor is a
commercially available charge-coupled device (CCD) camera with a remotely controlled
28 power telephoto lens. It has a 1 lux sensitivity. The visible light camera is mounted with
the LORIS on a common pan/tilt head assembly.



To reduce operator workload and support data relay, a pair of industrial grade, Intel 486-
based computer systems connect to the sensors and provide a number of features. One
computer is used to retrieve Radar target tracks and automatically overlays them on a
commercially available map display application. Once the sensors are registered on the
system map, the operator can designate targets on this display and the coordinates are
automatically translated into pointing instructions for the camera system. These
instructions are passed to the second computer, which commands the cameras to point at
the same geographic location designated by the operator. These locations could be Radar
targets or any other feature of interest. This process is used to aid in the target
identification and classification responsibilities of the National Guard units. These
computers also allow independent, manual operation of the sensor systems through a
virtual control panel. Once information of interest is identified by the system operators, the
computer systems digitally capture the images and Radar tracks, which can be relayed to a
command post for further dissemination.

The radio links for the remotely controlled cameras use two separate commercially
available subsystems; an S-band video link and a spread spectrum transceiver. The video
link is channellized in 1 MHz steps over the 2.2-2.3 GHz band. It accommodates a
National Television System Committee (NTSC) color video signal and two 5 KHz-wide
audio tracks.  The spread spectrum transceiver is a direct sequence spread spectrum
system that operates at up to 64Kbps using a synchronous protocol or 19.2Kbps using an
asynchronous protocol. This link is currently operating at 9.6Kbps to accommodate data
transfer limitations in the camera motion controller. The frequency range of this system is
902-928 MHz. These two RF links have adjustable transmit power levels and
accommodate up to a five kilometer long link between the cameras and the control site.

The data relay system is based on a commercial direct sequence spread spectrum
networking transceiver operating over the 902-928MHz range. It is connected to the two
computer systems by a commercially available multiplexer that combines two bi-
directional 9.6KBps asynchronous data channels and two full duplex voice channels onto
the 64Kbps digital link. The data channels support relay of images and Radar tracks while
the voice links are used for operations control. The data relay system has adjustable
transmit power levels and accommodates up to a 30 kilometer long link between the
control site and the command post. Greater ranges are possible by replacing the 5-element
Yagis with higher gain antennas.

The current configuration of the system allows relay of 1-2 high resolution digitized
images per minute, and updating of the Radar target map in near real time. An upgrade of



this capability has been demonstrated using commercially available video teleconferencing
software to replace the manual image and map capture and transfer function. This upgrade
allows updates of the map once a second, and up to ten frame per second updates on the
video imagery, all with no operator intervention. This upgrade also allows greater
interaction between the command post and the control location, and even supports manual
sensor operation directly from the command post.

PURPOSE OF SENSOR SYSTEM

To attempt to illustrate how the integreated sensor system functions, a hypothetical
scenario is given. This scenario is meant only to show some other the capability of the
sensor system, and does not cover all applications or capability. The scenario is also
written as if National Guardsmen were conducting it.

Hypothetical scenario: National Guardsmen pack all need equipment into the back of a
vehicle and head to a mission location. They drop off the necessary equipment at the radar
and thermal imager/color camera sites which are located about a mile apart along a
ridgeline. They park the vehicle behind the ridgeline about 1000 feet from the radar site,
and then participate in setting up the equipment for an operation. Setup takes about a half
hour.

A Guardsmen takes a handheld GPS unit to the radar site, where he sets up the Radar on
its tripod. The guardsmen is careful to level the tripod, and uses a lensatic compass to
determine the initial pointing (opening bearing) of the Radar dish. He uses the handheld
GPS system to determine the latitude and longitude for the radar. After connecting the
battery to the radar, he connects the thin cable back to the Radar, and unreels the cable to
the operation site. At the operation site, he connects the other end of the cable to the radar
control display.

Another guardsmen go to the thermal imager/color camera site and set both sensors up on
one tripod. The tripod is carefully leveled, and a lensatic compass is used to determine
initial pointing. The handheld GPS is used once again to determine the latitude and
longitude for the thermal imager and color camera. The tripod the antennas is set up and
the antennas attached. The guardsmen connect the cable between the control case battery,
antennas, and sensor. After connecting the battery to the power connection, they point the
antennas in the direction of the operation site and rotate the antennas until peak signal is
obtained. The guardsmen return to the operations site.



Back at the operations site, the GPS coordinates taken at each of the remote sensor sites
are entered into the GPS/mapping computer. Sensor control is checked by sending
commands from the computer to the sensors. The radar is checked to see that it is
operating properly. A guardsmen checks to see that video is being received from the
imaging sensor. Finally, since in this operation, information is being sent to a remote
command center via a spread spectrum link (voice, GPS/map bitmaps, and stillframe video
mages), that link is checked for proper operations. The system is now operational.

CONCLUSION

Field testing of the system prototype in summer of 1995 indicates that the LSS will provide
a significant new data collection and transfer capability to the National Guard in control of
illegal drug traffic across the U.S. borders. Through the use of commercial, off-the-shelf
technology a sophisticated sensor control and data collection capability has been provided
to the illegal drug interdiction process at a very reasonable cost. Additional uses of this
technology are currently under review. They comprise other remote surveillance activities,
including monitoring of protected cultural and archeological sites
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