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ABSTRACT

Packetized telemetry-handling offers an opportunity to standardize major portions of the
spacecraft-to-ground interface for future NASA missions. An end-to-end packet transport
protocol is proposed which enables delivery of telemetry data from a remote space sensor
to a ground-based user with virtually no project-unique intermediate processing.

This paper reviews the possibility of creating a single telemetry format standard for both
deep-space and near-earth missions. The proposed standard addresses the greatest NASA
problem of the coming decade—cost—by allowing telemetry streams from many inflight
spacecraft to be handled on the ground by common, simple, multimission processing
elements.

INTRODUCTION

The first twenty years of the nation’s involvement in space have been characterized as a
period of rapid capability development. The initial decade was a high-risk period, with
relatively abundant funding which supported great voyages of discovery involving both
men and machines. Since the Apollo program, the space agency has, in light of fiscal
constraints, become increasingly more preoccupied with the cost-effectiveness of its
missions. We stand today poised at the beginning of a decade in which microelectronics
technology offers us spacecraft sophistication undreamt of ten years ago. Our primary
challenge is to lower operational costs so that more missions can be flown.

Early missions into earth orbit and subsequently into deep space were driven by
requirements to create reliable systems out of basically unreliable components. Any
function which was not absolutely essential to perform onboard the spacecraft was
properly shifted to the ground, where failures could be corrected. As a result, spacecraft 



systems became finely tuned to the minute details of each mission’s unique requirements,
and a customized ground system was developed to unravel the consequences.

The earliest space vehicles carried mechanically-switched commutators, which sampled
onboard sensors in a fixed, closely-timed sequence, and then directly telemetered the
word-by-word multiplexed measurement streams to earth. Later missions flew electrical
analogs of the commutation process which preserved the strict time sequence of the
sampling cycle and which because of the reliability problems that would have been
introduced by intermediate buffering still transmitted the measurements on a word-by-word
multiplexed basis. One consequence of this rigid structuring was that it encouraged local
optimization. The result was that each spacecraft reinvented its own frame format for
telemetry, having virtually free rein to specify parameters such as frame length, frame,
structure, time codes, mix of data samples, format identification, etc. Within recent years,
Pulse Code Modulation (PCM) standards have evolved that limit the options in terms of
details such as word length, synchronization codes, etc., but the basic ad hoc nature of
telemetry has persisted. It is still not uncommon for one spacecraft to have up to a dozen
different telemetry modes, each tailored to some unique use and having totally different
minor and major frame structures. Faced with this situation, ground systems still preserve
their historical complexity and are consequently a cost factor in the enablement of new
missions.

As we survey the 1980’s, two observations develop:

• Deep-space missions are emerging from the early “exploratory” phase and are
becoming more oriented towards in-depth scientific investigations involving
sophisticated sensors, ambitious mission profiles, and large quantities of telemetered
information. A trend towards adaptiveness is noted, with measurement profiles
becoming event-oriented (an example of this would be a semiautonomous, surface-
roving vehicle). Sensors on such missions will tend to require access to wide
transmission bandwidths for short periods of time surrounding an event of interest,
and will then revert to idle modes in which little information is generated. Dynamic
allocation of bandwidth is very difficult if telemetry formats contain multisource data
multiplexed in strict time sequence. It becomes simple if the telemetry transport
medium is insensitive to data content, as with a packetized system.

As deep-space missions become more complex, they become more costly. Ways must
be found to lower funding profiles by combining functions on a multimission basis:
Telemetry standardization enables common data-handling techniques.

• Near-earth missions are expected to produce an explosion in data rates, data volumes,
and associated information-handling problems. The Space Transportation System,



with its promise of reduced launch costs and short mission gestation times, will
enable a multitude of missions to be flown and many new users will develop. In the
field of earth applications, sophisticated thematic sensors can be projected which
output event-oriented data at rates of hundreds of megabits per second. The appetite
of the user community for rapid access to huge quantities of perishable information
will become insatiable. If NASA is to cope with the demand without drowning in
data, ground telemetry handling must be reduced to a trivial function. Spacecraft must
therefore format data into user-oriented protocols which require minimal intermediate
processing before delivery to the user. The possible cost benefits of a standardized
telemetry approach, relative to ad hoc arrangements, are obvious.

END-TO-END SYSTEM CONSIDERATIONS

During the Mariner-Mars 1971 mission, the authors became involved with an investigation
of the error characteristics of received spacecraft telemetry. We observed that as data were
transported through the deep-space radio link to a ground station and then through
terrestrial communications circuits to a control center, the end-to-end error characteristics
were uncontrolled. Burst errors from deep-space were causing synchronization losses
which rippled into damage to the data sets from every sensor. The ground circuits
(NASCOM lines) were packet-oriented:  Occasionally a transmission block would go
astray and its spacecraft data content was lost. The resulting discontinuity caused massive
gaps in every data set, since sensor measurements were multiplexed on a word-by-word
basis and were distributed throughout the missing data. From these observations we
arrived at some interesting conclusions:

• The downstream effects of local data degradations could be minimized if data sets
from independent sources onboard the spacecraft were transmitted autonomously
rather than multiplexed together. In effect, a data outage would be constrained to one
sensor, rather than rippling into damage to all sources.

• End-to-end performance could be improved if the spacecraft format were designed to
be compatible with the characteristics of some of the components involved with its
transport. In particular, we were intrigued by the possibility of making the spacecraft
format synchronous with the blocked protocol on the NASCOM circuits. We noted
that NASCOM provided a pure transport service:  The system operated on fixed-
length blocks, which had standard header and tail information. The spacecraft
telemetry frames were simply chopped up into segments, inserted into the data field of
a NASCOM block, transported to the destination, and reassembled for presentation to
the next downstream element. Why not, we reasoned, extend this concept all the way
from the sensor on the spacecraft to the user on the ground? An early paper (1)
outlined this proposal.



Meanwhile Ferris, Greene and Sos at Goddard Space Flight Center (GSFC) had
independently concluded that significant benefits could accrue from telemetry format
standardization and in particular that data should be transmitted as autonomous packets of
instrument measurements (2)(3)(4). We are currently working closely with Goddard
personnel, under the sponsorship of the NASA End-to-End Data System (NEEDS)
program, to explore packet standardization on an agency-wide basis. As part of our
institutional End-to-End Information Systems (EEIS) design responsibilities at the Jet
Propulsion Laboratory (JPL), we are investigating standard packetized telemetry
formatting as a feature of the next generation of flight projects (5).

STANDARD RAMIFICATIONS

When considering the implications of standardization of telemetry formatting, we rapidly
came to realize that the basic function to be performed is that of data transport, i.e., to
move a set of data from “Point-A” to “Point-B” through a communications channel. True,
the channel involves some exotic elements such as multigigameter transmission path
lengths and state-of-the-art ground stations, but the principal task of the telemetry frame
itself is simply to “carry” a set of data from a sensor on the spacecraft down to a user on
the ground. During discussions within the NEEDS program, Richard DesJardins of GSFC
pointed out that considerable effort had already been expended in the definition of
communications protocols by the American National Standards Institute (ANSI) and other
agencies. In particular, four “levels” of interface standardization have been defined for
transmission across a channel:

Level Identification

1 Physical interface
2 Link control
3 Communications network control
4 Transport end-to-end control

Existing standards for planetary program and near-earth telemetry transmission within
NASA have focussed on Levels 1, 2, and 3. We are, in effect, proposing, by adopting a
format standard, to develop a transport protocol which therefore extends to Level 4.

PROTOCOL BOUNDARIES

The telemetry transport protocol must be capable of moving a data set from a remote
sensor to a ground-based user. As such, the protocol must be preserved by all subelements
of the delivery system, which include spacecraft data handling, space-to-ground
telecommunications, ground stations, point-to-point communications, data capture, data



accounting, and data base functions. This is illustrated in Figure 1, from which it will be
seen that there may be other protocols embedded in the end-to-end protocol. These
typically will include:

• A telecommunications protocol, which provides for the detection and/or correction of
errors induced by the space-to-ground link. This may consist of standardized outer
and inner coding schemes. The objective of this protocol is to eliminate the
telecommunications link as a source of data degradation so that downstream elements
at all times observe “clean” data.

• A point-to-point communications protocol, which preserves the end-to-end protocol
during delivery from a remote ground facility to the Laboratory. This will normally
consist of the standard NASCOM block structure, which is engineered to account for
the error characteristics of the ground circuits and which includes both passive (error
detection codes) and active (retransmission request) fidelity control.

The embedded protocols should only be inserted to the extent necessary to protect the end-
to-end protocol against the particular local degradation for which they are introduced, and
their properties should be exploited. In particular, the NASCOM and end-to-end transport
protocols could be synchronous.

TELECOMMUNICATIONS ERROR CONTROL

The obvious difference between deep-space and near-earth missions is the distance over
which data must be telemetered by the spacecraft. Past deep-space missions have operated
over a wide range of signal-to-noise ratios, often approaching the performance threshold of
the link. Received telemetry quality, therefore, varies from “clean” (10-5 or better bit error
rate) to extremely noisy (a BER of 10-2 or worse). In contrast, near-earth missions nearly
always , return data of excellent quality. One ramification of the deep-space situation is
that ground processors have to be able to lock on to telemetry frames containing many
errors; sophisticated flywheeling algorithms are required to hold lock, and the inherent
structure of the frame is exploited in order to “salvage” measurements.

Recent studies (6) have indicated that advanced channel coding technology is now
available which permits significant performance gains for the RF link. In particular, these
codes have the property of preserving “clean” data all the way to threshold and then
rapidly (within fractions of a decibel) of degrading to random noise. The significance of
this effect is that, rather than exhibiting a slow degradation in bit error rate, deep-space
missions could share the near-earth mission properties of either returning clean data or
unrecoverable nonsense. This leads us to suspect that a single format standard for all kinds
of missions may be achievable. In particular, the processing tasks of data capture and



packet accounting appear identical, in which case common equipment may be used. Since
both deep-space and near-earth missions often share the same facilities, significant
economies might be realized by the standardization.

TRANSPORT PROTOCOL CHARACTERISTICS

In order to implement an end-to-end transport protocol, all spacecraft should produce
telemetry in the form of fixed-length standard packets or “carrier frames,” which
correspond to the minor frames of classical (multiplexed) telemetry systems. The structure
of the packet is suggested in Figure 2. The packet should begin with a standard “carrier
header” containing a synchronization code and accounting information and should end
with a “tail” containing a standard error check byte which monitors the integrity of the
entire packet. The carrier header should be immediately followed by a standardized
subheader, which provides identification and accountability for the source data set
transported within the packet. The source data set should represent a variable
measurement record generated by a single sensing instrument or by the engineering
subsystems of the spacecraft, and is, therefore, the only mission-peculiar element of the
packet.

At the time of writing this paper, we are pursuing a detailed investigation of the exact field
definitions for a proposed packet standard. One early version of the format is shown in
Figure 3. The header information is purely concerned with providing accountability of the
individual packet, which is autonomous and self-interpreting. Unlike most conventional
telemetry formats, no a priori knowledge of past frames is required to process the
embedded data set:  The headers fully define where and when the measurements were
made. At any point between the sensor and the user, a single packet could be extracted for
examination and would be found to be completely self-specified:  This has ramifications
which improve the testability of the system.

FORMAT EFFICIENCY

Any telemetry system requires overhead in the form of synchronization codes, identifiers,
etc. Conventional telemetry format efficiencies have historically ranged between 80-99%,
with the best performance achieved by imaging sensors which have long frames
(corresponding to digitized scan lines).

In most applications, the bandwidth of at least one communications element is constrained.
It is, therefore, important to ensure that bandwidth is utilized cost-effectively and that
format overhead is not excessive.



Figure 4 illustrates the overhead effects of the protocols identified in Figure 1. The end-to-
end transport protocol overhead is always present. Additional overheads are introduced to
perform specialized local functions such as error control of the space-to-ground link, point-
to-point transmission across NASCOM circuits, and access-oriented insertion into the
terminal data base. In the interests of efficiency, and other things being equal, the local
overheads should normally be preserved only as long as they add information or provide
protection. An argument could, therefore, be made to remove the telecommunications
protocol at the ground station, since the ground communications channel has different error
statistics which are better handled by the NASCOM protocol. Since the NASCOM
protocol adds information in the form of ground station configuration data, elements of
NASCOM overhead may be carried through into the protocol established for the data base.

The impact of the end-to-end transport overhead is surprisingly small. For typical standard
formats under consideration, such as that shown in Figure 3, the efficiency is about 95%.
This translates into a performance penalty of approximately 0.2db. Even for bandwidth-
constrained deep-space missions, this is not significant.

BENEFITS OF PACKET TELEMETRY

Having outlined this proposal for telemetry format standardization, it is appropriate to
summarize and suggest some of the benefits which could be realized.

• Ground data-handling for space missions could be greatly simplified. Present systems,
which involve complex project-unique decommutation and data-set reconstruction
tasks, could be replaced by simple sorters and routers which are insensitive to project
data content. The accounting process, necessary to ensure that user quality, quantity,
and continuity criteria are being met, could become a standard operation based purely
on packet header information.

• Multimission ground data-handling equipment could become a reality, since none of
the delivery operations would require manipulation of the project-unique data set.

• Standardized sensor interfaces could be defined. An instrument interfaced to a
spacecraft using the packet format would have an identical data interface if it became
part of the payload for another mission. The user interface with both missions would
also be the same. The same logic could be extended to entire space vehicles:
Packetized data from a passenger spacecraft could be interleaved on a packet-by-
packet basis with identical telemetry from the host stage.

• Adaptive sensor operations could become possible. By removing rigid timing
requirements for telemetry sampling, sensors could become free to transmit



“information” rather than “data.” This information gain, in terms of end-to-end
performance, becomes of major importance as data volumes increase.

• Operational economies could be achieved, since telemetry systems would exhibit a
high degree of conceptual simplicity and structure. Simple systems are inherently easy
to integrate, test, troubleshoot, and operationally monitor.

CONCLUSION

We propose that it is time to progress beyond traditional concepts of time-multiplexed
telemetry transmission from space, and to begin utilizing available technology to enable
onboard assembly of data formats which are inherently cost-effective to handle on the
ground. We believe that a single standard protocol can be derived which is applicable to
telemetry transmitted from both deep-space and near-earth missions. The possibilities of
extending the protocol to a national or even international standard for space data
transmission are intriguing.
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Figure 1 - Telemetry Delivery System Protocols

Figure 2 - End-to-End Transport Protocol Structure



Figure 3 - Standard Telemetry Data Format (Preliminary)

Figure 4 - Overhead Imposed by End-to-End Transport


