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AN ADAPTIVE INTRUSION DATA SYSTEM1

CHARLES S. JOHNSON
Sandia Laboratories

Summary.  An Adaptive Intrusion Data System (AIDS) was developed to collect data
from intrusion alarm sensors as part of an evaluation system to improve sensor
performance. AIDS is a unique digital data compression, storage, and formatting system. It
also incorporates capability for video selection and recording for assessment of the sensors
monitored by the system. The system is software reprogrammable to numerous
configurations that may be utilized for the collection of environmental, bi-level, analog and
video data. The output of the system is digital tapes formatted for direct data reduction on
a CDC 6400 computer, and video tapes containing timed tagged information that can be
correlated with the digital data.

Introduction.  The development and testing of effective perimeter intrusion alarms and
sensors requires a data system which can constantly monitor a number of intrusion sensors
and evaluate their susceptibility to false alarm. Improved intrusion sensors would lead to
the development of better alarm systems which could be expected to thwart intrusion by
unauthorized groups attempting to secure entrance to facilities working with or storing
nuclear materials.

One special requirement of the data system was to retreive sensor information for a five
second period prior to the alarm occurance. Normally, this might be accomplished by
continuous recording and storage techniques. Digitizing the data from a large number of
sensors would lead to a huge data capacity estimated at 6.9 x 1010 bits/day or roughly 700
7-track 2400 foot digital tapes. This amount of data is obviously unrealistic and therefore
would tend to swamp any data reduction facility. To meet a five second data requirement,
a technique of adaptive data compression was combined with a modest digital mass
memory storage and incorporated into the data collection system.

Contemporary intrusion sensors are inherently susceptible to alarm from various type of
environmental conditions. Therefore, to assist in the evaluation of weather induced alarms,
a meteorological data gathering system was incorporated into AIDS. This weather system
monitors and records the wind velocity, wind direction, temperature, humidity, potential
gradient, and rain fall rate. A display of the weather information is available in the



instrumentation rack where an operator can observe the conditions. The weather
information is also incorporated into the digital data output so that a complete history of
the environmental conditions is available to the user.

Additionally, the system will select television cameras looking at the sensors being
monitored and record the video information onto tape at the time of any sensor alarm.
Time code information is incorporated into the video stream to permit correlation of the
video data to the digital data recorded.

A very important aspect of the AIDS program is the ability of the system to retreive,
reduce, correlate, and display large amounts of data in a meaningful and rapid fashion.
Consequently, considerable emphasis was placed in designing AIDS in a form consistent
with existing capabilities of data reduction facilities. Often long data reduction times are
encountered with data that is collected in the analog format. The analog data must be first
digitized and time correlated before computer processing. This can require extensive
amounts of time from a data reduction facility. AIDS not only collects the data in the field
that is desired by the user but formats that data for direct computer analysis.

System Description.  The Adaptive Intrusion Data System was designed to be a flexible
data collection system (see Figure 1). AIDS can collect data from as many as 48 analog
channels. It can digitize the data into 6 or 12 bit words and compare the data to
predetermined limits and then pass the data into a 2.36 megabit mass memory. The mass
memory, therefore, contains a history of the data that can be recalled whenever an alarm
occurs. If no alarm occurs, then the data in the mass memory will ultimately be dropped
being considered of no importance. Upon alarm, however, the data in the mass memory
will be transferred by the System Controller (a Nova 2 computer) to one of two digital tape
recorders for permanent storage. When one tape is completely filled with data, the system
will switch to the second tape. At the same time the System Controller will print an
indication on the teletype telling the operator that one tape is full and that it may be
removed and a new tape loaded in its place.

The Environmental Data Processor (an IMP-16 microprocessor) handles the weather data.
Under control of a read-only-memory program, the processor constantly formats and
updates the information on the weather conditions. It performs the appropriate algorithms
to convert the weather data voltages supplied to it into engineering units for display. The
converted weather data is then stored in its memory where it is accessible for formatting
by the Memory Controlled Processor. To obtain the weather data, the Memory Controlled
Processor sends an interrupt signal to the Environmental Data Processor to instruct it to
route information from its memory onto the data bus and strobe it into the appropriate
registers in the Memory Controlled Processor. Thus the Memory Controlled Processor has
access to the environmental data whenever it desires that information.



The Memory Controlled Processor is the focal point for the collection of all of the digital
data. In addition to the data from the Environmental Data Processor, it also receives time,
bi-level multiplex signals, and digitized analog data from the analog-to-digital converter
and multiplexer.

The Memory Controlled Processor is under indirect control of the System Controller.
Whenever the user desires a particular format of data, he may enter that format via the
teletype connected to the System Controller. The System Controller analyses the input
instructions and transmits the binary codes to load the memory of the Memory Controlled
Processor. The memory now contains the instructions necessary to select the data inputs in
the desired sequence. After the system has been formatted, the System Controller can
command the Memory Controlled Processor to go into the run mode. While in this mode,
it collects data from all sources tied to it and feeds that information to the Mass Memory
Formatter. The formatter in turn dumps the data into the Mass Memory. Upon command of
the System Controller, the Mass Memory Formatter will take the data from the Mass
Memory and transfer it to the controller for recording on digital tape.

The bi-level multiplexer serves as the system trigger. Should an alarm be detected in any
of the 48 channels of the bi-level multiplexer, the System Controller will detect the
presence of the alarm, determine which sensor caused the alarm, set the system into a data
collection mode and switch to the TV camera covering the sensor in question. The video
signal from the TV camera is passed through a character inserter which will insert into the
video signal the proper time and other information in character form before it is recorded
onto video tape. The Video Controller also acts to turn the video tape recorder on for a
pre-selectable length of time. The System Controller will also type a record of the alarm
along with the time of occurance. The data being collected by the Memory Controlled
Processor on a continuous basis is then retreived for the time period of approximately five
seconds before and after the alarm. This time period in software controllable. The
collection and transfer of data will continue until the data has been transferred onto tape.
The system will also continually monitor the bi-level inputs and if an alarm occurs in
another area or the original alarm recurs, the system will initiate a follow-on collection of
the data, so that none of the information concerning an alarm situation is missed.

Analog alarm data frcm the sensors is processed by the signal conditioner on a continuous
basis. The signal conditioner consists of 48 instrumentation low-pass filtering amplifiers.
These low-pass amplifiers, which can have their cut-off frequencies changed by changing
plug-in modules, act as pre-sampling filters to remove high frequency noise and also serve
to reject common mode noise that in sometimes picked up on the signal lines. Upon
command from the Memory Controlled Processor, an appropriate multiplexer gate will be
opened to take the output of the signal conditioning amplifier. The output from this channel 



in fed to a sample-and-hold circuit and ultimately to an analog-to-digital converter. Any of
48 channels can be selected in any desired sequence by the Memory Controlled Processor.

To provide a “state of health” analysis of the system and to permit calibration factors to be
developed by the data reduction computer, the System Controller will at selectable time
intervals perform a calibration on the analog channels and on the environmental channels.
This calibration in routinely performed on every digital tape that is recorded. Calibration
can also be performed periodically throughout the day, if desired.

Data Format.  The Memory Controlled Processor is designed to handle 6-bit data words
and channel codes and transfer them to the Mass Memory Interface. The 6-bit data words
again appear in the formatting at the digital tape input. The format utilized (see Figure 2)
consists of parallel dumps of the 6-bit words with appropriate “sync” code words. The
system is configured with “super frames”, “master frames” and “data frames”. The master
frame contains the sync words. In addition it contains special information such as time,
word rate, calibration values, and weather data. The master frame also contains the
programmable part of the format which consists of the bi-level and analog channels to be
monitored.

Following the master frame are the data frames. A data frame in essentially the
programmable format of the master frame. If data channels are active, all data channel
identification codes and their respective data words will be present in the data frame.
However, if the activity in such that the data in outside the thresholds programmed and no
alarms are present, all the data frames may be dropped out of the data collection. Thus,
large amounts of digital tape storage and buffer storage can be saved. The data frame end
channel code with its count tags any data frame present. The master frame and any number
of data frames up to 4096 form what is known as a “super frame”. The data system can be
programmed for data rates up to 250 kilowords per second.

Conclusion.  The features of the Adaptive Intrusion Data System can be summarized an
follows. It provides continuous data collection on the intrusion sensors and digitizes this
data to make it available for modelling the sensor performance. It provides data
compression on a real-time basis. It gathers only the important data and eliminates the
need for massive amounts of data storage and tremendous data reduction requirements.
The large mass memory storage permits collecting pre-alarm data. The Environmental
Data Processor provides information on the various weather conditions which will permit
characterization of sensor performance. The remote controlled TV camera and video
recording system permits visual assessment of the intrusion and weather conditions. The
software programmable features of AIDS permits changing data collection parameters as
test requirements change, thus allowing new sensors to be added or deleted from the
testing program with relative ease. The system can operate for long periods of time with no



full time operator required. If desired, the system could be remotely operated by
transmitting the data collected on tape over phone lines at specified time intervals to a data
collection location. The data on the digital tapes is computer formatted to permit quick
data reduction. The data reduction program permits expansion of the compressed data and
complete correlation of the channels to environmental conditions. Capabilities also exist to
provide a digital-to-analog conversion and reproduction of the original sensor voltages.

References. 1) Johnson, C. S., “A PCM Data Sequence Controller”, ITC - 73 Proceedings,
pp.278-386.
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