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TELEMETRY AS AUTOMATA

Charles H. Jones, Ph.D.
Edwards AFB

ABSTRACT

In its simplest form an automaton can be considered a set of inputs, a process,
and a set of outputs. Certainly telemetry can be thought of in this way as well.
Automata theory is a cross between mathematics and computer science which
considers how to precisely define the inputs, the outputs, and the process of
translating the one into the other. The input to an automaton can be described
using a formal grammar. Two standard bit stream encodings, PCM matrices and
MIL-STD-1553, are described using grammars. An example of how a grammar
can be used to decode a bit stream is given. Further, ambiguity and complexity
of bit stream encodings are discussed in the context of grammars. It is thus
illustrated how grammars can be used to cleanly define and decode telemetry bit
streams.
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INTRODUCTION

All too often ‘telemetry’ is conceptually reduced to the electronic process of
transferring a bit stream. However, if we truly think of ‘telemetry’ as ‘distance
measuring’, then ‘telemetry’ is the entire process of making measurements, encoding
them into a bit stream, transferring them across a distance, and reconstructing the
measurements at the other end. This requires a series of well-defined formats and
processes. In practice, the people that design how the measurements are encoded are
usually not the people that have to actually pick up an encoded bit stream and
reconstruct the measurements. Further, the people doing the reconstruction rarely have
access to the original designers and are dependent on a document (e.g. an Interface
Control Document (ICD)) which describes the encoding format. It is thus imperative
that this description be accurate and complete down to the bit level. It would also be
nice if the document was easily understood.



The use of grammars can provide a concise, complete, and accurate description of a
bit stream that is easily understood by anyone who understands the basic concepts of
grammars. To illustrate this approach, an introduction to automata and grammars is
given and grammars describing PCM matrices and MIL-STD-1553 messages are
provided. These grammars are used to demonstrate how grammars can be used to
decode a bit stream. Two major issues related to grammars - ambiguity and
complexity - are then discussed in the context of telemetry streams. Finally, a
discussion of the benefits of using grammars to describe telemetry formats is given.

AUTOMATA

Anyone who has ever used a computer has used an automaton. That is, any computer
or piece of software is an automaton. A simple description of an automaton is
something which takes input, does something to that input, and creates output. In a
more formal setting, an automaton is a machine which accepts grammatically correct
instances of a language and converts those instances into some type of formal output.
A common example of this kind of machine is a compiler such as a FORTRAN or
Pascal compiler. Such an automaton (compiler) takes an instance of the language (a
program) and translates it into an executable image. The formal way of describing a
(programming) language is by the use of a grammar. Probably the best known
example of a grammar is the one that describes Pascal since the grammar is normally
given in any Pascal reference manual [2]. This section gives examples of grammars in
the context of telemetry. For a detailed introduction to automata see the classic text by
Hopcroft and Ullman [1].

A PCM bit stream is often described using
a matrix [5 p. 40]. The matrix represents
the highest level block of information
transmitted. That is, the matrix is the
fundamental set of information which is
repeated as often as needed. The matrix is
divided into a set of minor frames each of
which contains a frame sync (FS) and a
set of data words as shown in the box at right. This same structure can be described
using a grammar. A grammar consists of a set of rules. The notation we will use to
describe these rules is as follows:

--> means Replace the symbol on the left with the symbols on the right.
{SYMBOL} means Repeat SYMBOL as often as necessary.

Frame 1 FS W11 W12 ... W1m
Frame 2 FS W21 W22 ... W2m
... ... ... ... ... ...
Frame n FS Wn1 Wn2 ... Wnm

A Generic PCM Matrix



{SYMBOL}X means Repeat SYMBOL X times.
| means OR. That is, replace the symbol on the left with one of the

choices on the right.

Each rule has a symbol on the left hand side, an
arrow, and a set of symbols on the right hand
side. Every grammar must have a starting symbol
which we will always place in the left hand side
of the first rule. The example grammar for a
generic PCM matrix has six rules and starting
symbol BIT_STREAM. Each rule represents a
small part of the overall syntax of the language.
The way to interpret a grammar is to work your way through it by starting with the
starting symbol and then replacing symbols as appropriate. For example, you start
with BIT_STREAM and replace it with an arbitrarily long sequence of MATRIXes. Each
MATRIX consists of N MINOR_FRAMEs. Continuing, you ultimately come down to a
BIT which is either a 0 or a 1.

Any grammar can also be represented by directed graphs (as is done with the Pascal
grammar [2]). This representation graphically illustrates the flow and repetition of the
grammar. The directed graphs shown on the next page illustrate the grammar for a
generic PCM Matrix. In order to follow this flow, enter the graphs at the left most line
of the left most graph, then simply follow the arrows. When you get to a box, such as
FRAME_SYNC, replace the box with the next appropriate graph. In this case, the
FRAME_SYNC box is replaced with the center graph.

BIT_STREAM --> {MATRIX}
MATRIX --> {MINOR_FRAME}N

MINOR_FRAME --> FRAME_SYNC
{WORD}M

FRAME_SYNC --> {BIT}B

WORD --> {BIT}B

BIT --> 0 | 1

Grammar For A Generic PCM Matrix

FRAME_SYNC Word

M times

N times

BIT_STREAM, MATRIX, and MINOR_FRAME

BIT

B times

FRAME_SYNC or WORD

0

1

BIT

Directed Graphs Describing A Generic PCM Matrix



To further illustrate the use of grammars, a
portion of the MIL-STD-1553 is provided.
A 1553 stream is normally thought of as a
sequence of messages. As described by
Strock [5 p. 254], there are six different
types of messages. For brevity we provide
the breakdown for just one type of
message - a receive message. The receive
message contains a COMMAND word and
then a series of up to 32 DATA_WORDs.
The command word consists of a Remote
Terminal Address ( RTADD), a
Receive/Send bit (RSBIT), a Subaddress
(SUBADD), and a COUNT of the DATA_WORDs.

DECODING A BIT STREAM

In its simplest incarnation, an automaton is a machine which gives a yes or no answer
to the question:  Is a given input a grammatically correct instance of the language
described by the grammar?  In the context of telemetry this is similar to asking if there
is an error in the bit stream. A more practical form of an automaton is a machine that
translates each instance of input into its proper output. (This type of automaton is
often referred to as a compiler.)  There is extensive theory on how to do this which we
do not have space to get into (see [4] for a more complete introduction). However, we
will illustrate the basic approach by the simple expedient of adding ‘Action’ terms to
our grammar. These terms are not part of the input but indicate what action needs to
be performed when we are at a certain point in the grammar while parsing through a
bit stream.

Our example will be a small 3x2 PCM
matrix with an embedded 1553 stream
treated as an asynchronous embedding as
described in [5 p. 41]. As usual, the first
word of each minor frame will be a
FRAME_SYNC. The second word of the
first minor frame will be the MATRIX_SYNC for the matrix (i.e. the sync used to
identify the beginning of the matrix). The third word of both minor frames,
1553_WORD, will be used to embed the 1553 stream. The second word of the second
minor frame, TEMP, will contain temperature. Every time a 1553 word is parsed we
will take the action of appending this word to a buffer. In practice, there would then be
a second automaton (not presented here) which would use the 1553 grammar to

STREAM --> {MESSAGE}
MESSAGE --> COMMAND  {DATA_WORD}<=32

COMMAND --> RTADD  RSBIT  SUBADD  COUNT
RTADD --> {BIT}5

RSBIT --> BIT
SUBADD --> {BIT}5

COUNT --> {BIT}5

DATA_WORD --> {BIT}16

BIT --> 0 | 1

MIL-STD-1553 Receive Message Grammar

FRAME_SYNC MATRIX_SYNC 1553_WORD
FRAME_SYNC TEMP 1553_WORD

PCM Matrix For Example Of Decoding a Bit Stream



process the 1553 stream as stored in the 1553 buffer. Every time the temperature
word, TEMP. is parsed, an action will be performed to transfer this value to the Temp
variable. The minor frame FRAME_SYNC will be hexadecimal F0 and the
MATRIX_SYNC will be hexadecimal 0F.

The standard method for parsing input using a grammar involves a stack. A stack is a
last-in-first-out (LIFO) data structure. An every day example of a stack is the stack of
trays at the cafeteria. The trays are
taken off the stack in the reverse
order they are put onto the stack. In
the context of grammars a stack is
used to keep track of the order of
symbol replacement. To implement
a rule in a grammar, the symbol on
the left of the arrow is replaced
with the symbols on the right. A
particular rule is implemented
when its left hand symbol is found
on the top of the stack. The
replacement is done by popping the left hand symbol off the stack and pushing the
right hand symbols onto the stack starting with the right most symbol. Thus, for
example, if MATRIX is on top of the stack, then MATRIX is removed from the stack,
MINOR_FRAME2 is pushed onto the stack, and then MINOR_FRAME1 is pushed onto
the stack. This is shown in Steps 1 and 2 of the example.

As the grammar is processed through the stack, data is read from the input stream
whenever the symbol on the top of the stack is neither an action symbol nor a symbol
on the left hand side of a rule. For brevity, the example does not push the bit level
rules onto the stack (bottom four rules). Thus, for our example, 1553_WORD is a
symbol which indicates it is time to read from the input stream. In our example,
whenever it is time to read from the input stream, we will read two hexadecimal
characters. The example illustrates the input process in Steps 7-9 when 1553_WORD is
removed from the stack and A1 is read from the input.

Each step in the example either: indicates the current state of the stack; indicates the
value of the input; indicates the value of Temp; or indicates the value of the 1553
buffer. The process starts by pushing the starting symbol, MATRIX, onto the stack. The
process is driven by popping a symbol off the top of the stack to determine the next
step. As discussed above, depending on what this symbol is, one of the following is
done:

MATRIX -->  MINOR_FRAME1  MINOR_FRAME2
MINOR_FRAME1 -->  FRAME_SYNC  MATRIX_SYNC

1553_WORD  ACTION_1553
MINOR_FRAME2 -->  FRAME_SYNC  TEMP
ACTION_TEMP

1553_WORD  ACTION_1553
FRAME_SYNC -->  F0
MATRIX_SYNC -->  0F
1553_WORD --> {BIT}8

TEMP --> {BIT}8

Grammar For Example Of Decoding A Bit Stream



a) If the symbol is a symbol on the left hand side of a rule in the grammar then the
symbols on the right hand side of the rule are pushed onto the stack. For
example, the action taken between Step 1 and Step 2 is to replace MATRIX with
MINOR_FRAME1 and MINOR_FRAME2 on the stack.

b) If the symbol is an action symbol then the action is implemented. Fo r example,
the action taken between Step 9 and Step 10 is to transfer the input, A1, to the
1553 Buffer.

c) If the symbol is neither a left hand side symbol nor an action symbol then the
next two hexadecimal characters are read from the input. For example, the action
taken between Step 3 and Step 4 is to read the first two hexadecimal characters,
F0. (These steps assume that the next input is in fact the frame sync. In practice
there would be an action to verify that this is so.)

For clarity we have included an End_of_Stack when the stack is listed. As you walk
through the example you will see that the stack is constantly changing and that the
input bit stream is slowly parsed into its appropriate pieces. The process stops when
the stack is empty. In the case of a continuous sequence of PCM matrixes, the process
would start over again by pushing MATRIX back onto the stack.
The following hexadecimal input will represent the incoming bit stream for our
example:

F00FA1F0B1A2.

Step 1 Step 2 Step 3 Step 4 Step 5 Step 6
MATRIX MINOR_FRAME1 FRAME_SYNC Input F0 MATRIX_SYNC Input 0F

End_of_Stack MINOR_FRAME2 MATRIX_SYNC 1553_WORD
End_of_Stack 1553_WORD ACTION_1553

ACTION_1553 MINOR_FRAME2
MINOR_FRAME2 End_of_Stack

End_of_Stack

Step 7 Step 8 Step 9 Step 10 Step 11 Step 12
1553_WORD Input A1 ACTION_1553 1553 Buffer MINOR_FRAME2 FRAME_SYNC

ACTION_1553 MINOR_FRAME2 = A1 End_of_Stack TEMP
MINOR_FRAME2 End_of_Stack ACTION_TEMP

End_of_Stack 1553_WORD
ACTION_1553
End_of_Stack



Step 13 Step 14 Step 15 Step 16 Step 17 Step 18 Step 19
Input F0 TEMP Input B1 ACTION_TEMP Temp 1553_WORD Input A2

ACTION_TEMP 1553_WORD = B1 ACTION_1553
1553_WORD ACTION_1553 End_of_Stack

ACTION_1553 End_of_Stack
End_of_Stack

Step 20 Step 21 Step 22
ACTION_1553 1553 Buffer End_of_Stack
End_of_Stack = A1A2

Example Of Decoding A Bit Stream Using A Grammar.

One thing that we have not illustrated here is how to decide between multiple choices
on the right hand side of a rule (i.e. when there is a vertical bar | on the right hand
side). This leads us into the next section. Specifically, the issue of ambiguity deals
with the fact that not all grammars provide enough information to  make this decision.

AMBIGUITY

When writing a grammar one of the first concerns is that of ambiguity. That is, when
an instance of a language is being parsed, will the grammar being used provide a
unique parsing and therefore a unique translation of that instance?

The grammar shown on the top of the next page is
ambiguous. It describes a data format that contains a
series of messages. The messages come in two
flavors: TYPE1 and TYPE2. Each type of message
consists of a HEADER and then some DATA. The
HEADER and DATA have the same basic structure. The
point here is that the grammar does not provide a
method for distinguishing if a message is of TYPE1 or
TYPE2. More specifically, as an input is being parsed and a HEADER is input, it is
ambiguous as to whether that HEADER indicates a TYPE1 or TYPE2 message.

This grammar was extracted from a data format that the author was tasked to parse.
The stream to be parsed had two message types. The type determined which of two
tables were used to interpret the message. In this case, since the format was
ambiguous, it could not be determined which table to look at; there simply was not
enough information to guarantee that the data were correctly interpreted. The fact that
the format was ambiguous was not discovered until acceptance testing and, as far as
the author knows, is still being used in an ambiguous state!

STREAM --> {MESSAGE}
MESSAGE --> TYPE1 |
TYPE2
TYPE1 --> HEADER  DATA
TYPE2 --> HEADER  DATA

An Ambiguous Grammar



There exist readily available software packages which utilize formal grammars to
implement compilers (for example, lex and yacc, see [3]). These types of software
packages automatically check for ambiguity. If the use of grammars was standard
operating procedure, then it is very likely that the ambiguity described above would
have been found in the design phase - instead of when it was too late to do something
about it.

COMPLEXITY

Another major concern when using grammars is that of complexity. At a simple level
the number of rules used to describe a grammar gives a feeling for how complex it is.
If a grammar requires millions of rules then it may be unreasonably complex. At a
more serious level there is the formal complexity of a grammar to be considered. We
do not have space to explore this fully but we will state that there is a hierarchy of
languages (see [1] for a more complete discussion). Parsing instances of languages
using grammars at different levels of the hierarchy require different levels of
complexity.

We will provide an example of a context sensitive grammar. This type of grammar
requires more than a simple stack to implement (i.e. a more complex structure than
was used in our example parsing of the PCM matrix). All natural languages, such as
Swahili, Hindi, or English, are probably context sensitive. (Although proving this has
not been accomplished). By context sensitive we infer that the meaning of some words
are dependent on the context in which they are used. For example, the word ‘duck’ has
completely different meanings if it is said in the context of a bird watching expedition
or in the context of a snowball fight.

MIL-STD-1553 has a context sensitive nature to it. In order to understand this let us
consider two of the six types of transactions that occur on a 1553 bus (as described by
Strock [5]). In a controller-to-remote-terminal-transfer transaction, the controller
sends a command word (which indicates a receive command) followed by a set of data
words. After these have been received by the appropriate remote terminal, that remote
terminal sends a status word to indicate that it has, in fact, received the data. In
contrast, in a mode-command-without-data-word transaction, the controller sends a
command word and the appropriate remote terminal responds with a status word. (No
data words are involved.)  Command words and status words both start with a 3 bit
long sync pattern consisting of one and a half bits high and one and a half bits low.
(Data words have a reversed sync pattern but this is not important to our example.)  In
order to know if the sync is followed by a command word or a status word it is
necessary to know the context of the transmission. This is known by the devices on



the bus since they are
either a controller
receiving a status
word or a remote
terminal receiving a
command word.
However, if you do
not know this context
(e.g. you have just
stuck a monitor onto the bus) then the sync pattern indicates an ambiguity. The
grammar given here describes these two transactions and shows this ambiguity in that
there is no way of determining if COMSTAT should be translated into COMMAND or
STATUS.

Context sensitive
grammars are a
generalization of the
types of grammars we
have used so far.
Specifically, instead
of only having one
symbol on the left
hand side of a rule
there can be multiple symbols. The role of the arrow --> is the same as before in that
the entire set of symbols on the left hand side of the rule is replaced by the entire set
of symbols on the right hand side. The question to consider in the grammar shown is:
How is COMSTAT translated?  The answer depends on its context. For example, if
COMSTAT is preceded by a SYNC and followed by DATA then COMSTAT becomes
COMMAND. In contrast, if COMSTAT is preceded by DATA and SYNC, then COMSTAT
becomes STATUS.

As a consequence of this context sensitive aspect of 1553, parsing 1553 embedded in a
PCM matrix stream tends to be difficult. The context is not explicitly captured in the
standard embedding so that the context must be reconstructed before a correct
interpretation can be made. This type of difficulty can be avoided by developing
telemetry formats in the context of automata theory.

STREAM -->  {SYNC  COMSTAT  {DATA}  SYNC  COMSTAT
|  SYNC  COMSTAT  SYNC  COMSTAT}

COMSTAT -->  COMMAND  |  STATUS
COMMAND -->  {BIT}16

STATUS -->  {BIT}16

DATA -->  {BIT}16

Grammar For 1553 Transactions (Ambiguous)

STREAM -->  {SYNC  COMSTAT  {DATA}  SYNC  COMSTAT
|  SYNC  COMSTAT  SYNC  COMSTAT}

SYNC  COMSTAT  DATA -->  SYNC  COMMAND  DATA
DATA  SYNC  COMSTAT -->  DATA  SYNC  STATUS
SYNC  COMSTAT  SYNC -->  SYNC  COMMAND  SYNC
COMMAND  SYNC  COMSTAT  -->  COMMAND  SYNC  STATUS

Grammar For 1553 Transactions (Context Sensitive)



BENEFITS

Here are some of the benefits of using grammars to describe telemetry streams.

Generalization.  Any telemetry stream format (or, for that matter, any data format) can
be described using formal grammars. Our examples describe PCM matrices and MIL-
STD-1553 using grammars. Most people probably think of these two standards as
distinctly different data formats. However, they are actually just two examples of a
more general construct.

Standardization.  As things stand today, if you compare descriptions of two different
data formats they are not likely to be very similar. Thus, when you go to read a
description of a data format, you almost have to start from scratch to get any idea at all
what the format is like. Since any format can be described using grammars, the use of
grammars can provide a standard approach to such descriptions. The use of grammars
can also provide a standard method for writing decoding algorithms.

Efficiency.  One reason for the way automata theory has developed is efficiency. If you
know the formal complexity of a grammar then you know the most efficient method
for using it to parse instances of the language. The most desirable level is a push-down
grammar (e.g. our PCM matrix grammar) which can be implemented using a simple
stack. Even if a method other than the standard methods for implementing a grammar
is used, that method must, in essence, implement the same process as the known
standard methods.

Flexibility.  As useful as PCM matrices have been, there is a certain amount of
restriction inherent in their structure. For example, embedding an asynchronous data
stream into a PCM matrix is, to use the computer science vernacular, a kludge. PCM
matrixes are based on fixed length data words. Forcing data words of a different
length into this structure is working around the basic concept and design of PCM
matrixes. The use of grammars provides an easy method for describing tailor made
telemetry streams.

Theoretical Foundation.  We have barely touched the theory available regarding
decoding input using grammars. This theory is very extensive and has been used
widely in the development of grammars and the implementation of compilers. One
area of particular interest is that of error detection and recovery. For the most part,
when a telemetry stream is being received, any error throws the decoding off
completely until some well established sync pattern is recognized. A proper design of
a grammar’s actions and attributes can improve the detection and reporting of errors as
well as the ability to recover from detected errors.



Communication.  The sum of these benefits is better communication. Providing a
generic, standard, and flexible approach to describing telemetry streams means that all
people involved will have an easier time understanding the format. Specifically, this
would provide the people who have to decipher a bit stream an easily understood
description of a format designed by other people. Even further, applying known theory
can lead to increased efficiency in decoding bit streams and a method for easily, and
decipherably, encoding very complex structures.

CHANGE OF PARADIGM

The intent of this paper is to spur a change of paradigm within the telemetry
community. Telemetry is currently viewed more as a transmission of data than the
communication of information. The amount of data being transferred via telemetry is
astronomical. In order to make sense of this quantity of data and to meet the future
needs of telemeters, we need to start thinking of the telemetry process as a
conversation. In order for this conversation to engage in actual communication, the
language being used must be understood by both sides. Modeling telemetry as
automata and using formal grammars provides the foundation for a paradigm which
propagates this mutual understanding.
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