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ABSTRACT 
 
 
This paper presents a Flight Safety System (FSS) for multiple, reliable Unmanned Air Vehicles 
(UAV’s) capable of flying Over-the-Horizon (OTH) and outside test range airspace. Expanded uses 
beyond flight safety, such as UAV Air Traffic Control, are considered also. 
 
This system satisfies the operational requirement for a Hazard Control Communication Channel as 
well as providing a reverse communications channel to provide Safety Critical Information to the 
Range Safety Officer (RSO). 
 
Upon examining 60 communications candidates, IRIDIUM accessed through a Data Distribution 
Network (DDN), with ARINC being a potential service provider, is recommended. 
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Introduction 
 
The methodology used in arriving at a recommended Flight Safety System (FSS) architecture 
consisted of defining a set of functional and performance requirements, evaluating potential 
terrestrial and satellite based technologies that could satisfy the stated reference needs, 
synthesizing a system design based on the recommended candidate technology, and predicting 
system performance for the synthesized design. 

This paper focuses on the selection of a suitable data link architecture that can satisfy the FSS 
communication requirements. 

Throughout the research effort we were guided by a ‘black box’ philosophy as shown in Figure 
1. An architecture was desired that takes full advantage of the existing inventory of Range Safety 
equipment, maintains the existing Flight Safety CONOP, provides the required performance, 
reliability and flexibility to support today’s and future Flight Safety needs, and yet is totally 
transparent to users of the system. The Range Safety Officer (RSO) should not be concerned 
about the “how” of the process, only that he has at his disposal a reliable and easy-to-use flight 
safety control capability. 

 
 

FSS Requirements 
 
The set of functional and performance requirements provided below were synthesized to assist in 
the selection of candidate technologies. 

• Maximize use of existing commercial and/or government systems (communications, 
infrastructure). 

 
• Maintain interoperability with existing CONOP and interfaces. A seamless and transparent 

migration to the FSS architecture was desired. 
 
• Make better use of frequency spectrum by either incorporating multiple, simultaneous 

missions in same and/or smaller bandwidth currently used for a single mission or use less 
than ½ the currently allocated bandwidth for a single mission. 

 
• Maintain independence from primary vehicle communications link. 
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• Provide high reliability, redundant operation. 
 
• Provide full duplex operation to support both Hazard Control (to vehicle) and Safety Critical 

Information (from vehicle) data paths as shown in Figure 2. Hazard Control information is 
low rate, requiring less than 100 bps. The Safety Critical data path requires greater than 1 
kbps continuous data, with a desired rate of greater than 10 kbps (assuming a high 20 updates 
per second rate).  

 
• Low link latencies (less than one second, either direction) are required. 
 
• True global (pole to pole) coverage is desired. 
 
• Vehicle altitudes to beyond 100,000 ft, and hypersonic velocities, should be supported. 
 
• The developed hardware should be consistent with existing flight safety hardware size, 

weight and power requirements. (~ 7 in3, ~8 oz, <6 Watts). 
 
• Flight hardware should be non-complex and easily integrated into the vehicle.  

 
 

Candidate Technologies—Terrestrial Based Solutions  
(HF, Ground-based VHF, Meteor Burst) High frequency (HF) Communications 

 
HF, once the domain of amateur radio operators and long haul morse or teletype 
communications, is being increasingly utilized for higher data rate communications. An excellent 
example of HF technology in current use is ARINC’s GLOBALink/HF. 
 
In spite of the robustness of current HF communications, when compared to previous years, HF 
data communications continues to be a low data rate packet service with potentially high 
latencies. Higher data rates, while sustainable under certain conditions, cannot be reliably 
extended globally.  
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Ground based Ground-to-Aircraft Data and Voice 
 
Several networks exist that provide real-time ground to air data and voice communications.  
They employ a series of VHF ground stations located to provide coverage. As many as 135 
stations are required to provide North American regional coverage. Altitude limitations exist, 
since the systems are Line Of Sight (LOS). The networks are limited to regional coverage only, 
and cannot provide the global coverage required by FSS. 
 
 

Meteor Burst Communications 
 
Meteor burst communication relies on the reflection of radio waves off the ionized trails left by 
micro-meteors as they enter the atmosphere and disintegrate. Billions of dust-size meteors large 
enough to give usable trails enter the atmosphere each day. A meteor burst communications 
system requires high power VHF transmitters, usually between 100 and 10,000 Watts. Meteor 
burst is not suitable for FSS because of data throughput limitations, high latencies and the need 
for high power terminals. 
 
 

Candidate Technologies—Satellite Based Solutions (Background) 
 

Low Earth Orbiting (LEO), Medium Earth Orbiting (MEO) elliptical orbit and Geo-stationary 
satellite systems were examined for FSS. Each satellite orbit has distinct advantages and 
disadvantages when being considered for a global communications solution. 
 
 

Low Earth Orbiting (LEO) Satellites 
 
LEO satellites orbit the earth at altitudes of (generally) 500 to 1,000 miles. LEO systems require 
a large number of satellites for instantaneous global coverage (i.e., being in view of a satellite 
anywhere on the globe), because of their relatively small ‘footprint’ on the earth’s surface. 
Depending on orbital altitude, more than 45 satellites may be required. Because of their lower 
altitudes and significantly lower RF path losses, LEO systems require the lowest power to 
communicate with users. Two types of LEO constellations are referenced: ‘Big’ LEOs, and 
‘Little’ LEOs. While no qualitative definition of either exists, Big LEOs typically refer to 
constellations with a large number of satellites and/or more complex infrastructure and access 
schemes.  
 
An example of a Big LEO system would be IRIDIUM, with more than 60 satellites in orbit, with 
satellites communicating with each other, forming a giant telephone switch in the sky. Big LEO 
systems are generally designed for real time voice and data communications. 
 
Little LEOs have fewer satellites, and much simpler infrastructures. An example of a Little LEO 
system is Orbcomm which uses a simple store and forward (S&F) architecture (small data 
packets are received by the satellite, then re-transmitted when the satellite is in view of a ground 
station). Little LEO systems are typically designed to provide short-message (packet) type of 



 

services. Many of these messaging systems exhibit very high latency because of the S&F nature 
of the architecture. 
 
 

LEO Voice and Data Systems 
 
LEO systems designed for voice and data were examined in additional detail. LEO voice and 
data systems are real-time “cell phone” like systems. They offer medium bandwidth data and 
digital voice via the use of small satellite access phones and terminals. Two types of 
architectures are commonly employed with LEO/MEO Voice and Data systems: ‘Bent Pipe’, or 
‘Switched’ (cross connected). 
 
With a ‘bent pipe’ architecture, the accessed satellite must be in view of a ground station to 
provide real-time data or voice services for users. The satellite complexity (and cost) is reduced 
with this architecture, since no processing of the voice and data signals occur within the satellite. 
True global coverage is difficult to provide, however, because ground station locations are 
selected based on population densities. Globalstar is an example of a ‘bent pipe’ system. 
 
With a switched architecture, access to a single satellite provides real time access to the entire 
network. True global coverage exists. Cross-links between satellites provide this connectivity, 
with the entire satellite network serving as a telephone switch. Fewer gateway ground stations 
are necessary, but at the expense of complex (and more costly) satellites. IRIDIUM is an 
example of a ‘Switched’ architecture. 
 
 

Medium Earth Orbiting (MEO) Satellites 
 
MEO satellites have an orbital altitude between that of LEOs and GEOs (around 6,000 miles). 
MEO systems require a fewer number of satellites for instantaneous global coverage because of 
their larger ‘footprint’ on the earth’s surface when compared to a LEO system. Depending on 
orbital altitude, 6 to 12 satellites are required for global coverage. A well-known example of a 
MEO system is the Global Positioning System (GPS). Teledesic, a planned “Internet-in-the sky-
system”, recently modified their architecture from a LEO based system to a less expensive 
(fewer satellites) MEO architecture. MEO systems incur higher RF path losses than LEO 
systems (greater distances), and require increased RF power for establishing a link, vs. the lower-
orbiting LEO systems. MEO systems typically offer real-time (low latency) high-speed data and 
mobile voice services.  
 
 

Geo-Stationary Satellites 
 
Geo-Stationary (Synchronous) Earth Orbiting (GEO) satellites orbit the earth at an altitude of 
22,000 miles. At this altitude, they match the orbital rotation of the earth and appear to ‘hang’ 
over a given spot over the equator. GEO systems require the fewest number of satellites for 
instantaneous global coverage.  Typically, three satellites are used to provide overlapping global 
coverage. The global coverage descriptor, while usually used when describing GEO systems, is 



 

not entirely accurate. Coverage usually does not extend to the Polar Regions, but is usually 
limited to 60-65 degrees N and S latitudes. 
 
GEO satellites require the most RF power to communicate with, because of their greater path 
losses. The path loss is often compensated for by the use of ‘spot’ beams on the satellites (high-
gain antennas, focused on small global regions). Because of this, many GEO systems are 
regional in nature and unable to be used in a global scenario. GEO satellite usage range from 
wide-band data and telephony services, TV and regional voice and data (cellular like) 
applications.  Because of their altitude, all GEO satellite systems have an inherent latency of 
~0.25 seconds, corresponding to the round trip radio propagation delay. Examples of GEO 
systems include Inmarsat and Intelsat. 
 
 

Elliptical Orbit Satellites 
 
A satellite orbit may be highly eccentric, resulting in an elliptical type orbit. These orbits are 
selected because the satellite system can be designed to provide additional ‘hang’ time over a 
desired geographical region (while the satellite is at orbital apogee, or peak), while providing less 
time over non-desired regions (while the satellite is at orbital perigee, or minimum). Fewer 
satellites are required to provide coverage for desired regions, as compared to LEO systems. 
 
 

Selection of A Candidate Technology 
 

Terrestrial based solutions were rejected primarily because of their LOS limitations (except for 
HF). An HF solution was appealing because of simplified infrastructure, global coverage and 
support by ARINC, but was rejected due to potential high latencies and extremely low 
sustainable data throughput. 
 
GEO satellites were rejected because of low data throughputs and lack of true global (polar) 
coverage. Higher throughputs could be sustainable, but at the expense of more complex directive 
antennas on the vehicle.  
 
No MEO or elliptical system could be identified that could provide both coverage and 
throughput requirements. Teledesic, while very attractive on paper, was discarded due to its 
uncertain architecture and capabilities. 
 
Many LEO systems were rejected due to their usage; ie, Store and Forward operation. The low 
data throughputs and high latencies made them unsuitable for the FSS architecture. The two 
leading candidates, IRIDIUM and Globalstar, were evaluated closely for the FSS application. 
IRIDIUM was selected based on the switched architecture, which affords true global coverage. 
 
 

Requirements Sensitivity Analysis 
 

After the selection of IRIDIUM as the first choice, an analysis, as shown in Figure 3, was 
performed to determine the variability of the solution set to a modification of the requirements.  



 

 
These changes are not necessarily recommended, but serve to show how the solution set may be 
expanded by the changing requirement. 

 
 

IRIDIUM (Background) 
 

IRIDIUM faces a bright future since an investment group bought IRIDIUM. A DOD three-year 
contract was awarded to IRIDIUM, a  $250M contract was awarded to Motorola for the 
production of secure phones, a DOD Secure Gateway has been built, NSA has certified an 
IRIDIUM encryption device, an IRIDIUM data modem was flight tested on an F-16 aircraft and 
numerous other government programs (ONR, Air Force, Navy, et al) are investigating the use of 
IRIDIUM in a variety of applications. 
 
 

IRIDIUM (Technical Description) 
 

The IRIDIUM system is an existing network of 66 low earth-orbit IRIDIUM satellites designed 
to deliver reliable real-time voice, data, paging, and facsimile communications all over the 
planet. Telephone and supervisory links (handset to/from satellite are L-Band (1616 to 1626.5 
Mhz ). Inter-satellite links, and ground segment links are all K-Band (23 to 29 GHz). 
 
Full duplex data rates in excess of 2.4 kbps are supported, with 10 kbps possible when file 
compression is allowed. IRIDIUM uses a ‘switched’ architecture, ensuring true global coverage. 
Access is via a cell-phone like unit with omni-directional antenna, or a data modem unit. The 
heart of the handset (and data modem) is the L-Band Transceiver (LBT), shown in Figure 4. 

 

Figure 3 Requirements Sensitivity 

REQUIREMENT POSSIBLE MODIFICATION (NOT
NECESSARILY RECOMMENDED!)

RESULTS OF RELAXING REQUIREMENT

CONOP-Service independent of
vehicle systems, full duplex
operation.

Link required only for Hazard Control Action.
Safety critical information is captured from C&C
data link.  This is simplex vs duplex operation.

Significantly reduced data throughput, and nature of data, allows
the use of e mail like packet systems (LEO messaging), and
newer GEO services (such as Inmarsat D).  Coverage
requirement would need relaxing as well (for GEO).

Reduced data rates Current requirement is >>2 kbps.  Reduce to
< 200 bps.

Allows usage of some GEO systems, such as Inmarsat areo-L,
with simple omni type antennas.  Coverage requirement would
need relaxing as well.

Coverage GEO systems are not true global (no polar
coverage).  Change to 60 deg N to 60 deg S

Allows use of GEO systems, but only if data rate requirement is
also reduced.

 Limit coverage to regions; ex, Continental U.S.
plus 200 nm offshore.

Would allow use of regional satellite and some terrestrial LOS
systems.  This would result in increased probability of using
existing FSS resources.  Operating among different regions
would be problematic, due to differing interfaces and techniques.

Update Rate Reduce to << 20 updates per second This has same effect as reducing overall data throughput.  See
reduced data rates entry.

Latency Increase allowable latency to >> 10 seconds May allow use of S&F systems, but only if data throughput
requirement is also relaxed.

Antenna Allow for the use of a phased or steerable dish Allows usage of many GEO systems.  Coverage requirements
and terminal complexity may need relaxing as well.



 

The maximum possible data throughput between the handset and the IRIDIUM satellite is a 
function of the TDMA/ARQ protocol. This protocol permits a maximum packet size of 314 bits 
in 90 ms, for a maximum 3488 bps. This is seldom achievable, however. According to IRIDIUM 
engineers, typical rates are 2800-2900 bps.  The advertised 2400 bps rate provides operating 
margin. The rate variation is explained by the ARQ protocol. If errors are detected in any packet, 
the packet will be retransmitted, resulting in an effective decrease of data throughput. 
 
The advertised 10 kbps throughput is achieved by compressing files prior to transmission. The 
effective rate depends on the file’s characteristics. Some data can be compressed significantly, 
while other types cannot be compressed at all. The IRIDIUM file compression is analogous to 
many popular compression programs, such as ‘WinZip’. For command and control data, such as 
the FSS application, significant compression ratios are unlikely. 
 
Establishing a data communications path via IRIDIUM may take several forms: an LBT to LBT 
based system design, with data flowing through a ground station; an LBT to LBT design, 
excluding a ground station; a computer to LBT architecture, using an Internet (or other) link to 
an IRIDIUM gateway system. For FSS, a computer to LBT architecture is desirable and affords 
the best implementation flexibility.  
 
A component of system availability is IRIDIUM’s effectiveness in handing-off calls between 
satellites. According to IRIDIUM engineers, the handoff mechanism is very robust, and operates 
in a similar fashion to cellular telephone handoffs. The LBT continuously monitors Received 
Signal Strength (RSS) of the satellites, and will handoff, seamlessly, at the appropriate time. 
Because of the packet nature of the system, no loss of data occurs in the handoff process. 
 
 

Airborne Transceiver 
 
The concept for the FSS Airborne Transceiver is shown in Figure 5. The unit is conceptually 
similar (from a flight safety perspective) to existing analog-based systems, and consists of a 
Transmitter, Receiver, Controller and GPS Receiver. The FSS Airborne Transceiver will 
conform to current vehicle interfaces. For example, FSS will accommodate existing 
SAFE/ARM/DESTRUCT device interfaces to ensure an easy migration to a full operating 
capability.   
 
New interfaces do exist, naturally, because the FSS architecture provides duplex capability that 
allows for the relay of vehicle TSPI and status, and provides the capability for a backup vehicle 
command link. These capabilities do not exist with current analog systems. An optional GPS 
receiver is included as well, so that FSS may have an independent source of TSPI. 
 
Referring to the conceptual diagram as shown in Figure 5, the Controller accumulates vehicle 
and FSS generated TSPI and combines it with collected vehicle data (vehicle health, SAFE/ARM  

Figure 4 IRIDIUM LBT 



 

 
status) and FSS Airborne Transceiver status. The data is then sent to the FSS Ground Processor 
via the IRIDIUM link. This composite information is referred to as Safety Critical Information. 
 
The FSS Airborne Transceiver receives data from the FSS Ground Processor via the IRIDIUM 
link. This data consists of Hazard Control Action data, and is comprised of flight termination 
commands and an optional backup control capability.  
 
 

Additional Research 
 
Additional research is being conducted to accomplish the following objectives: 
• Confirm that IRIDIUM will satisfy FSS requirements by performing risk reduction activities. 

Performance to be verified include data throughput, data quality, and latency. 
 
• Select an optimum FSS interface technique for accessing service networks. Multiple 

techniques exist for accessing the IRIDIUM network, and these alternate techniques will be 
evaluated, with an emphasis on latency.  These techniques include a “seamless” interface via 
use of the ARINC AviNet/GlobalLink networks. 

 
• Verify the feasibility of the FSS approach and architecture by performing an end-to-end 

demonstration using a UAV, or other available test vehicle. 
 
 

Figure 5 Conceptual Diagram for FSS Airborne Transceiver 
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Conclusions 
 
The Flight Safety System (FSS) research investigated existing and developing technologies for 
expanding the communications channel between the Range Safety Officer and the Vehicle with 
one or more alternatives.  The study considered not only the operational requirement for a 
forward Hazard Control Communication channel (or Flight Safety) but also the requirement for 
the reverse communication channel to provide Safety Critical Information about the vehicle’s 
operation. The specific types of vehicles addressed were Unmanned Air Vehicles (UAV’s) that 
require Over the Horizon (OTH) communication technology to support Flight Safety. In 
addition, the investigation considered the expansion of current operations to include multiple, 
simultaneously active vehicles that will operate outside the range airspace and beyond line-of-
site. Out of 60 potential technology candidates that included both terrestrial and space-based 
solutions, and a subsequent examination of a smaller subset of selected candidate technologies, 
the use of the Iridium satellite system was the recommended choice for FSS. A Flight Safety 
System design was synthesized that satisfied the stated objectives with minimal impact to 
systems that use current analog flight termination techniques. The recommended Iridium-based 
architecture improves the use of radio frequency spectrum by utilizing existing allocated 
commercial spectrum, extends operational volume coverage to global capability, allows for the  
control of multiple simultaneous vehicles, and increased security and resistance to interference.  
The investigation further suggested the integration of the Iridium-based capability within the 
ARINC architecture, providing numerous advantages including a well defined single point 
interface to ARINC, capability to utilize additional ARINC services (for CONUS operation), and 
the potential migration to additional (beyond Flight Safety) functions such as UAV Air Traffic 
Control (ATC). 
 
A current effort is performing additional risk reduction activities, examining the use of ARINC 
as a service provider, and constructing an end-to-end proof of concept demonstration using 
IRIDIUM. Important issues to be resolved during the risk reduction effort include latency 
measurements, assessment of link margins, and determination of system availability under 
varying conditions, data quality, and maximum sustainable data throughputs. 
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