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ABSTRACT 
There are many network standards in the commercial market today.  The layered concept works 
so well, a developer can implement exactly the capability they desire through careful selection of 
standards and protocols.  This brings up an interesting question of where we draw the line 
between standardizing on a single implementation and allowing the flexibility of all there is to 
offer?  There are valid arguments for both sides.  The telemetry community cannot afford to let 
this question fall through the cracks.  We have the chance to identify what we need to do and 
how we should do it for both the specific application and the overall system. 
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INTRODUCTION 
Networks have become the buzzword of late within T&E.  This is not to say that they are the 
answer to everything.  As the community becomes more knowledgeable of the capabilities 
networks have to offer, there are more situations where networks are being discussed as the 
solution to operating ‘better, faster, cheaper’.  In an effort to sort out the effect networks will 
(and are) having on T&E, the Telemetering Standards Coordination Committee (TSCC) is 
looking at the impact networks are having in each of the sub-committee areas.  For the Networks 
and Protocols Sub-committee, there is no impact to speak of since networks are both the driver 
and the result.  Instead, this paper will focus on the unique position we find ourselves in, given 
acquisition reform’s focus of using commercial standards and products coupled with the network 
groundswell.  What we choose to do now and how we choose to do it, will impact the 
community for the next 20 years. 

WHY USE NETWORKS 
Talk to people at a trade show like the International Telemetering Conference (ITC) and you will 
get a host of opinions about the benefit (or lack thereof) networks will bring to the T&E 
community.  To borrow a phrase from Alan Greenspan, there are those with “irrational 
exuberance” that think networks are the answer to everything.  On the flipside you will find 
those that fear the change networks require and see networks as full of problems that will only 
complicate that which is currently working fine.  The truth is somewhere in between.  The first 
thing that must be realized is that networks are coming – period.  Look at how the Internet has 
invaded practically every aspect of our daily lives.  Consumers want to be connected to the 
Internet while vendors are racing to put everything imaginable online.  In the home, the living 
room focus used to be the TV and VCR.  For the enthusiast, it also meant a separate high-end 
audio system to provide surround sound ambiance to the TV show or movie.  Now that cable and 
satellite are delivering digital programming, the once definitive lines between audio/video and 
computers are being blurred.  Televisions can have Internet connectivity and recording your 
favorite show is being done on hard drives.  The entertainment industry is realizing that once the 
audio and video is digitized, data is data.  This allows the integration of audio, video, and the 
Internet as an almost trivial task and opens the door for many technology concepts the user may 
not have even thought of.   
 
The instrumentation community is realizing the same thing.  Current systems use multiple bus 
technologies for programming the data nodes, commanding and receiving data, sending data to 
the transmitter, and sending data to the recorder as shown in Figure 1.  If all the data is digital, 
there is no reason the various data paths cannot be combined into a single network, simplifying 
the connectivity throughout the system as shown in Figure 2.  Once the data is in a network 
format, it can be sent across the test range or across the country on one of the many networks 
available depending on the distance and nature of the data analysis.   



 

 
Figure 1 Traditional Instrumentation System Data Paths 

 

 
Figure 2 Network Instrumentation System Using A Common Data Path 

 
One of the major benefits in adopting networks is the cost leveraging gained from commercial 
systems.  Considering similar capabilities, a CAIS bus PC card operating at 10 Mbps costs 
around $2000 while a 10 Mbps Ethernet card (which will also operate at 100 Mbps) costs around 
$20.  The simple reason for this price difference is production rate.  There have been millions of 
Ethernet cards sold as opposed to hundreds of CAIS bus cards.  Another major benefit in riding 
the network wave is the increased technology available.  With the network community so large, 
companies are pushing design teams to come up with products that take advantage of LAN or 



 
Internet capabilities.  This pushes the network manufacturers to design products to increase the 
network capabilities.  The end result is a constant influx of new technologies and capabilities.  A 
good example of increased technology across a large user base is the PC industry.  Consider 
price versus capabilities of computers today vice a year or two ago. 
 
If T&E requirements were static, perhaps the above benefits wouldn’t be as compelling.  There 
are a lot of forces acting against each other.  Test articles are increasingly more complex.  
Complex systems require more data for analysis.  More data can mean both more data per flight 
and more flights.  With funding getting tighter, the emphasis has been on more data per flight 
with fewer flights supplemented by modeling and simulation.  In order to model a complex 
system, even more data is required to predict how it will behave rather than just identify how it 
did behave.  All of this data requires greater data system capability including larger recorders and 
higher bandwidth telemetry links.  We are already using our entire T&E RF spectrum for current 
testing.  The market forces that were helpful in lowering costs and providing new technologies 
want more RF spectrum themselves for wireless Internet, cell phones, and digital audio 
broadcasts.  Now we really need the technology to operate smarter.  We need to increase the 
amount of information being sent through smaller RF links than we had a few years ago.  We 
also need to increase the recording densities for both raw data recording on-board the vehicle as 
well as for archival purposes on the ground.  The networking arena is uniquely poised to provide 
the products and tools we require to go forward. 
 
There are issues surrounding network use in T&E that have to be addressed and solved before 
networks will do what we require.  The biggest challenge on the horizon is the need to time 
correlate data accurately across the network.  Traditional data systems have been synchronous 
where all the nodes in the system were tied back to a common clock.  The systems were 
deterministic so that relative timing between data or events was calculable.  Most network 
systems being considered for T&E are a lot faster than our traditional systems.  At gigabit 
speeds, the propagation delays through the cable are significant.  Due to the nature of 
asynchronous packet based systems they are non-deterministic as well.  Without being able to 
time correlate the data, the data becomes next to useless.   
 
Given the need for more data from the test vehicle and bumping against available RF resources, 
the use of networks could exacerbate the problem.  Networks use a layered model with protocols 
at each level that handle specific communication functions.  In order to isolate the layers, each 
protocol takes the data passed to it and adds its own specific overhead.  If not managed, the 
additional overhead from all the layers could easily double the bandwidth needed.  Judicious 
choices of what data is sent (e.g. event driven data, dynamic data sets, and preprocessed data), 
how much data is sent at a given time (packet size), and which protocols are used should not 
only alleviate the major concerns, but actually allow more information to be sent to the Test 
Engineer. 
 
 
 
 
 
 



 
STANDARDS ARE A GOOD THING … RIGHT? 

One thing the DoD has learned is that we can no longer afford to develop, use, and maintain 
special purpose or proprietary products.  We have been taught that the Acquisition Reform 
mantra is COTS (commercial-off-the-shelf).  As long as it is a COTS product it is cheaper to 
buy, maintain, and replace … right?  We have also been taught to respect standards.  As long as 
it is based on a standard it is cheaper to buy, maintain, and replace … right?  The answer to both 
of these questions is … Not necessarily. 
 
Standards are only part of the picture.  Most products could be considered standards-based.  It is 
just that the standards they are based on may only be a standard within that organization.  These 
are proprietary standards.  There is nothing wrong with proprietary standards for certain 
applications.  They allow a company to design exactly what is needed.  Products built to the 
standard are consistent with previous and future products.  The company can control the baseline 
of the standard based on a specific application.  For small quantities and internal interfaces, this 
may be a viable and preferable solution.  The specific standards used inside a printer may not be 
of interest to the consumer.  However, the manufacturer’s prudent use of internal standards may 
allow them to build a quality product consistently or cheaply.  A proprietary standard for sending 
data to the printer would not be acceptable since that limits our ability to move the printer 
between computers.  A distinction emerges that says when we talk about standards, we are 
usually discussing the external interfaces accessible to the consumer.  This is an important point, 
because as consumers we want systems to be interoperable, but we also want choices between 
systems or components to meet our needs.  Indiscriminately requiring specific standards will 
produce systems that look and perform similarly with little variation. 
 
In order to get more products to choose from to meet a specific need or to lower the cost of a few 
products (either through a larger user base or competition) an open standard is desired.  Buying 
a product that is built to an open standard allows the possibility of other vendors building to it 
due to the standard being available to interested parties.  It does not imply a shared ownership of 
the standard.  The owner of the standard decides what to change and when to change it.  The lack 
of representation in the maintenance of the standard may cause vendors to shy away from 
someone else’s open standard.  Most operating systems (OS) are an example of an open 
standard.  A company may own the standard, but will sell development kits for other vendors to 
develop products.  By maintaining the OS standard, the owner has inside knowledge of the 
direction the standard will take and can design their products accordingly.  When the OS 
standard does change, they can tweak their product rather than trying to design from scratch.  
This results in a faster time to market, which may translate directly to market share for the 
owner. 
 
The solution to the ownership problem in open standards is the commercial based standards.  
These standards are owned, maintained, and in many cases developed by a group with similar 
interests.  Since these groups are open to anyone that wants to participate, strict rules are adopted 
for changing or updating the standards.  There are rules for getting items on the meeting agenda, 
identifying work tasks, and voting on the final document.  These rules and formal bylaws are 
necessary to keep individual companies from gaining an unfair advantage.  The ability to attend 
meetings and participate in the business at hand may require membership in the group, 
membership fees, etc.  Examples of commercial based standards groups include the American 



 
National Standards Institute (ANSI), the Institute of Electrical and Electronic Engineers (IEEE), 
and the International Standards Organization (ISO).   
 
As can be seen by the various types of standards, merely adhering to a standard may not bring all 
the advantages a user may need.  Even buying a product that adheres to a commercial based 
standard may not provide the level of product security intended.  Standards – especially in the 
technology arena – have life cycles.  When deciding on a standard, it is important to choose a 
standard that is mature so that the standard has an identified following willing to support it.  It is 
also important not to choose one that has run its useful life and is about to be eclipsed by some 
new upstart.  Unfortunately, its not easy to judge where in the life cycle a standard is, but a 
reasonable guess can be made by looking at who the big name members are and whether they are 
maintaining their historical product release rates for that technology. 

HOW MANY STANDARDS DO WE NEED? 
Before we can decide how many standards we need in any given area, we need to decide why we 
need standards to begin with?  Its been said the best thing about standards is there are so many to 
choose from.  Depending on where you stand, this may cause you happiness or concern.  From 
the developer’s perspective, standards represent a lot of thought, discussion, and opinion as to 
how something should work.  The availability of many vastly different and slightly different 
standards means the developer can choose a standard that someone has worked the bugs out of 
and spend more time on the unique portions of their project.  With so many standards to choose 
from, they won’t have to compromise their desired capabilities. 
 
Why should a user care about standards?  I don’t believe they do – at least not in the puristic 
sense.  Users care about cost and convenience.  Does the user care if there is a soda can 
standard?  If a soda can standard enabled sodas in the standard can to cost less they would – i.e. 
COST.  But if the standard soda cans didn’t fit in the cooler they take to the ball game, they 
might not – i.e. CONVENIENCE.  To put it in terms of T&E, if money were plentiful, would the 
user care if two systems were interoperable?  If a new capability were needed they would just 
buy a new system.  If a new system took 12 months to integrate, the convenience of upgrading 
the old system now may win out.  The important thing to understand with this simplistic view is 
that cost is fairly straightforward and will be evaluated similarly by different users.  Convenience 
on the other hand is highly dependent on the organization and all the dynamics within.  What is 
convenient to one does not translate consistently to others. 
 
In today’s fiscal environment, it’s safe to assume that everyone is concerned about cost.  The use 
of a single standard will help decrease cost by enabling vendor interoperability, second sourcing 
hardware, competition, etc.  However, getting everyone to agree on one standard is difficult at 
best.  Some may not get their needs met while others must pay for capabilities they don’t need.  
Those not getting their needs met are inconvenienced since they can’t go after the business they 
want or they must find some other way to meet their need.  Those paying for capabilities they 
don’t need are not getting the price break they were looking for.  By adding a second standard, 
convenience goes up, but the cost benefit gets watered down.  Adding additional standards 
allows users to get more of their exact needs met by decreasing the effectiveness of choosing 
standards to begin with.  Eventually, a point of diminishing returns will be identified.  The idea is 
to find the balance between flexibility and affordability. 



 
NETWORK MODELS AND ARCHITECTURES 

Most modern communication systems are based on the Open Systems Interconnect (OSI) 7-
Layer Model as shown in Figure 3.  In practice, 7 interface layers can be a lot to manage.  When 
deciding which standards to implement and the level of interoperability required, the layers can 
be joined or split to create a model for specific situations.  For example, the Internet community 
has combined the bottom two layers and the top three layers to create a four-layer model.  Once 
the model is defined for an application, the model can be populated with an appropriate number 
of standards in each layer.  Identifying the network architecture this way is an important step in 
planning out a network interoperability approach.  It is a concise way to describe the network to 
those looking to design, build, or 
implement network products. 
 
We in the T&E Community are 
rapidly reaching the point where a 
model and architecture are needed.  
There are many programs and 
projects being worked throughout 
the community that are employing 
networks to some degree.  Without 
actively pursuing a model and 
architecture that meets our needs, 
whether its interoperability with the 
Internet or capabilities specific to 
T&E, we will end up requiring a 
variety of bridges, routers, or 
gateways to achieve system 
interoperability. 

WHAT WE ARE DOING NOW 
Acquisition Reform did more than just get everyone to speak COTS.  It has done more than get 
rid of many of the Military Standards that most acquisitions cited through force of habit.  
Acquisition Reform has changed the way the government approaches their developments.  
Rather than just state our requirements and have Vendors engineer a solution regardless of cost, 
we now state our requirements and partner with industry to find an effective solution.  Since very 
few stated requirements are really the minimum capability required to perform the task, this may 
mean we trade our ‘requirement’ for cost or timeliness of delivery.  By the same token, it could 
also mean we get more than we ‘required’ since the technology is already there.  It is this 
partnering approach that many of the network projects within T&E are using.  The 
telecommunication and Internet communities have working effectively with network technology 
for years.  It would be ridiculous for the T&E community to waltz in and decide to independently 
develop a way to move data between sites.  
 
The Office of the Secretary of Defense (OSD) has sponsored several network related programs 
through the Central Test & Evaluation Investment Program (CTEIP).  Among these is the Joint 
Data Acquisition Network Standards (JDANS) program that is tasked with identifying network 
interoperability interfaces for data systems on-board test vehicles.  One element of the JDANS 

Figure 2, OSI and Internet Models 



 
task is to begin the definition of a T&E model and architecture.  Organizations like the Range 
Commanders Council (RCC) and the Telemetering Standards Coordination Committee (TSCC) 
are trying to motivate the T&E community (government, instrumentation vendors, prime 
contractors, and academia) to become more network aware.  As network issues and decisions 
come up, we need to be able to understand and discuss them as a community. 

CONCLUSION 
Since the days of acquisition reform, the term Commercial-Off-the-Shelf (COTS) has been 
overused.  People talk of using COTS products or standards based products as if that is enough.  
It is but one step.  We need COTS products based on viable commercial standards.  Although 
this sounds good, even that is not enough.  We need commercial based COTS products built 
around a core set of standards (standard set of standards).  The questions that remain are what 
types of standards and how many of each type do we need.  The first question can be answered 
by identifying a network model that shows where the common interfaces must be.  To answer the 
second question of how to populate the model to provide a network architecture depends on the 
requirements within the community and the actual standards that are available. 
 
 




