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NATO ADVANCED DATA STORAGE STANDARD
STANAG 4575

Gary Feuer
Naval Air Warfare Center Aircraft Division

ABSTRACT

NATO NAFAG Air Group IV (AG IV) established the NATO Advanced Data Storage Technical
Support Team (NADS TST) to investigate the technology and to develop an interface Standardization
Agreement (STANAG) for recording, storage, and exchange of imagery data.  Government agencies and
industry involved in these technologies are participating in this effort.
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INTRODUCTION

NATO Air Group IV (AG IV) is responsible for the standardization and interoperability of
Reconnaissance and Surveillance systems for the NATO community.  As airborne reconnaissance
systems transitioned from conventional film cameras to electronic digital sensors, the existing NATO
Standardization Agreements (STANAGS) no longer defined the necessary interfaces to achieve
interoperability.  Air Group IV undertook a study to develop the NATO Imagery Interoperability
Architecture (NIIA), which defined the key electronic and physical interfaces required to achieve
interoperability between the forces of the participating nations.  This architecture identified the interface
between the airborne element and the ground element as a link that required standardization.  To satisfy
this requirement standards were developed based on the technologies available at the time.  The
interface consists of the imagery format, defined in STANAG 7023 or STANAG 4545, and either a
wideband data link as defined by STANAG 7085 or a wideband digital tape recorder as defined by
STANAG 7024.

As data storage technologies have continued to advance, solid state memories and hard disk drives have
become viable for use in airborne, non-volatile, mass storage systems.  The data format, as defined by
STANAG 7024 for digital tape recorders, provided interchange of the removable tape cartridge,
however, this format is not applicable to the solid state memory and hard disk drive technologies



currently being developed for use in reconnaissance applications.  Further, as storage technologies
continue to advance, other forms of mass storage, including optical disk, optical tape and holographic
techniques will be developed. Although some of these emerging technologies may lend themselves to
specific formats for interchange of only the media, there will still be a basic requirement for interchange
at a higher level.  A removable subset or module of the airborne data storage device, which can be
carried to a ground station to allow access to the reconnaissance data, will satisfy this requirement.
STANAG 4575 is being developed by the NADS TST to define a common interface connection that can
be used with this removable module for most of these emerging technologies. The Range Commanders
Council has been actively participating in this effort and is planning to incorporate the NATO standard
into its own solid state recorder standards to the greatest extent possible.

RESULTS

The NADS TST was established to investigate data storage technology and to develop an interface
standard for recording, storage and exchange of imagery data.  The support team invited members of
industry involved in the design, development, and/or production of relevant data storage systems to
participate in the TST.  Initially, in order to ascertain the current level of technology, the companies
were asked to provide a presentation to the TST addressing a list of specific issues and questions.
Nineteen companies involved in solid state and hard disk technologies presented detailed presentations
addressing the following categories of questions:

♦ A removable data cartridge or memory module is required. What are the primary technical issues,
and effects, of this choice?

♦ What level of  “intelligence” is required for the entire recorder and for the memory module itself?
♦ What standard alternatives are recommended or exist for the high rate port and the control interface?
♦ What are your company’s current or demonstrated capabilities?  Present actual data that supports

these capabilities.
♦ What are reasonable projections for the next 5 years for memory capacity, data density, I/O rates,

reliability, cost and expandability to utilizing multiple data cartridges in your hardware?
♦ What is the demonstrated or predicted module life and operational usage of these modules?
♦ What is the current and predicted availability of your companies proposed memory technology?
♦ The interface to the memory module must be standard across all proposed data systems.  Since

proprietary data can not be included in a STANAG, is your company willing to release the
information supporting your recommendation to the industrial community?

The detailed presentations provided an excellent database for initially making some very basic
assumptions and ground rules as to the definition of the interface.  It was agreed that the standard would
define a high rate external port or interface to exist on each removable memory module.  The memory
module could be the entire data recorder, if removal of the recorder is possible and practical within the
timeline constraints of a particular application, or the memory module may be a limited memory
cartridge with minimal control.  The standard interface could serve as either the primary interface to the
entire recorder or it could serve as the secondary interface if a proprietary primary interface to the
recorder is already being supplied.  The removable memory portion of the recorder would have ports for
data download, control and power, and would be defined in the STANAG for the transfer of data to a



ground station.  The data download port would be defined as the essential interface between the
removable module and the NATO ground station.  The interface will include the physical connectors
with power, the command set, the data (electrical/interface, and signal protocol), and the file structure.

File recovery shall be possible from the memory module when either single or multiple channels of
independent sensor data is recorded.  The entire contents of the removable memory module can be
downloaded at once or individual files can be randomly accessed from the download port based on
directory listings.  The physical size, the form factor and the configuration of the recorder and the
removable module are not controlled by the STANAG and should be defined by the procuring agencies.
In addition, due to the variation in capacity, rate or cost requirements of the users, the STANAG does
not specify the technology to be used within the memory module.  Further, the removable module will
contain any EDAC, compression, mode control for ground station playback and memory management
that is required by the procuring activity.  The recorder will contain the power supplies, mode controls
and any built in test requirements.  Numerous options are left open to the manufacturers and procuring
agencies including form, fit, function, physical features, read-while-write, interface to aircraft systems,
erase and declassification techniques.

The STANAG 4575 interface is defined in three specific levels.  The first level of the interface is
defined as the electrical and command protocol level.  The second level of the protocol is the file
structure and the physical interface consisting of the connector and the pin connections.  The power
provisions and characteristics form the remainder of the interface.  The interface will generally comply
with Fibre Channel interface standards using an Arbitrated Loop topology and SCSI Upper Level
Protocol (ULP).  The interface will utilize an electrical transmitter that operates at a signaling rate of
1.0625 GBaud and streaming devices will not permitted.  In addition, the standard prohibits the use of
Fibre Channel Encryption.  Fibre Channel Private Loop SCSI Direct Attach interoperability will be
required for the interface.  The STANAG 4575 control interface must support a number of data storage
types. For this reason, only a minimum set of SCSI commands needed to download reconnaissance data
from the memory cartridge are defined as “Required”.  The “Required” commands are INQUIRY,
READ, READ CAPACITY, AND TEST UNIT READY.  The standard further defines which features
and parameters of these commands are “Required”, “Allowed”, “Invokable” or “Prohibited” as shown in
Table 1.

The STANAG file structure was developed to enable the downloading of very large sequential files into
support workstations.  The standard supports only logically contiguous files that are stored in a single
directory.  The data can be physically organized in any manner that is appropriate to the storage media,
including multiple directories, as long as the interface to the NADS interface “sees” a single directory of
files in contiguous logical addresses.  The structures used to define the data stored in accordance with
this STANAG, in order of hierarchy from highest to lowest are directory, directory entry and data files
as shown in Figure 1.



STANAG 4575 “Required” SCSI Commands, Features and Parameters
Feature Initiator Target Notes

INQUIRY
Standard INQUIRY data (bytes 0-35)
EVPD = 1
Vital Product Data page codes:

hex’00’ (supported vital product pages)
hex’80’ (unit serial number page)
hex’81’ (implemented operations definition pg)
hex’82’ (ASCII implemented operations def pg)
hex’83’ (device identification page)

I
I
I

I
I
I
I
I

R
R
R

R
R
A
A
R

READ (10)
DPO = 0
DPO = 1
FUA = 0
FUA = 1
RelAdr = 0
RelAdr = 1

I
I
I
I
I
R
P

R
A
A
A
A
R
P

1
1
2
2

3
READ CAPACITY

RelAdr = 0
RelAdr = 1
PMI = 0
PMI = 1

I
R
P
I
I

R
R
P
R
A

3

TEST UNIT READY I R
Notes:
1. The Disable Page Out (DPO) bit is associated with a device data caching policy.  STANAG 4575

mission storage devices are not required to provide data caching.
2. The Force Unit Access (FUA) bit is associated with whether the device may or may not return the

requested Read data from its local cache. STANAG 4575 mission storage devices are not
required to provide data caching.

3. Relative Offset is prohibited since this requires the use of linking that is prohibited.

P = Prohibited: The feature shall not be used between FC-PLDA compliant devices
R = Required: The feature or parameter value shall be implemented by FC-PLDA compliant devices
A = Allowed: The feature or parameter may be used between FC-PLDA compliant devices. The
initiator determines if an Allowed feature/parameter is supported via a required discovery process or a
minimal response by the recipient
I = Invokable: The feature or parameter may be used between FC-PLDA compliant devices. The

recipient shall support “Invokable” features or provide a response that it is not implemented as
defined by the appropriate standard

Table 1



The directory consists of two fixed length blocks, the primary and secondary data blocks, which contain
supporting information that maybe useful for the purpose of manipulating the data such as Volume
Name, Revision Number, Shutdown, Forward and Reverse Links, and the Number of Directory Entries.
The remainder of the Directory is made up of a list of fixed length blocks of the Data Entries that
describe each of the Data Files.  It contains the file name, the starting address, the number of blocks of
data assigned to each Data File, and the file’s creation date and time. The directory entry also contains
an area that is set aside for vendor unique information pertaining to vendor defined techniques.

Data files are comprised of user data, stored in monotonically increasing contiguous logical addresses.
Thus if a file starts at logical address X, the next location containing file data must be at the logical
address X+1, and the following address after that must be at the next logical address X+2, etc.  The
STANAG does not define the meaning of the data recorded within these Data File blocks.  The media
types used to implement this STANAG have varying block lengths.  Some media types will have blocks
as small as 512 bytes and others will have blocks as large as 64K bytes or even larger. For this reason
the block size used for a given media is not defined in the STANAG but can be determined via the SCSI
protocol.

VolName
Revision Number
Shutdown
Reserved
Magic Number
Forward Link
Reverse Link
# of Dir. Entries

Fixed
Length

Variable
Length by

Media Block
Size

Directory Entry R

Directory Entry R + 1

Directory Entry R + 2

Directory Entry R + 3

Directory Entry R + N

  
  

FileStartAdd
FileBlkCnt
Date/Time
Reserved Vendor Unique

Fixed Length,
Each Directory Entry

Figure 1     Directory Block Structure

Only in the Primary
Directory Block

Only in the secondary
directory block

Unused



Annex D of STANAG 4575 defines standard Data, Control and Power Interface, and Connector
specifications for the STANAG 4575 compliant Removable Memory Module.  The specified Data and
Control Fibre Channel interface for the download port utilizes a twin-axial copper pair cable with
differential impedance of 150 ohms, as specified in the Fibre Channel standard.  The STANAG interface
supports two different connector implementations. The D-sub military connector is provided for
implementations with minimum space provisions, MIL-DTL-24308 defines this class of connectors.
This class of connector is relatively small and occupies little space inside the housing.  A Positronic 50
contact male D-sub connector, part number HDC50M32S0V30 shall be utilized for this interface.  The
mating cable shall utilize the Positronic 50 contact female D-sub connector with quick release locking
mechanism and EMI backshell, part number RD50F10GVL0.  The signal and power pin definitions, and
the shielding configurations are also defined in the standard.  The circular military connector is provided
for implementations that require the environmental capabilities of this class of connectors, MIL-DTL-
38999 defines this class of connectors.  The connector part number and the mating cable connector part
numbers are still to be determined.  STANAG compliant ground stations shall have mating connectors
for both connector options.

The Power Interface for the STANAG 4575 port shall be implemented on the same connector as the
Data and Control interface.  The required voltages and currents are 3.3 VDC @ 15 Amps, 5 VDC @
10Amps and 12 VDC @ 13.5Amps.   Power supply regulation is specified to be +/-5% for all power
forms and a controlled power initialization sequence is required from the external power supplies.  The
power supplies should power ON with controlled rates, monotonically increasing the output voltages
and complying with the following characteristics:

Turn ON time (0V to regulated output voltage; no load): >0.5 mS (minimum)
Turn ON time (0V to regulated output voltage; full load): <5.0mS (maximum)
Turn ON Voltage Overshoot (full load): <50mV (maximum)

In order to insure that power is not applied until the Data/Control/ Power Interface connector is fully and
properly mated, a Safety Interlock shall be utilized.  The 2 Safety Interlock contacts on the Memory Unit
shall be internally connected together with a [TBD] resistor providing a continuous path between the
Safety Interlock contacts on the mating connector when seated.  A Power Enable switched ground
discrete shall be utilized to insure that power will not be simultaneously applied to both the STANAG
4575 port and to the primary system power port.  In the event that system power is applied, the Power
Enable shall provide a ground to the STANAG 4575 port.  If system power is not applied, the Power
Enable shall provide a float.

CONCLUSION

The characteristics of STANAG 4575 described in this paper represent the details presented in the
original draft presented to Air Group IV in April of 2000.  The contents are subject to change before the
STANAG is finalized in April of 2001.  Further, the STANAG will be accompanied by an Allied
Technical Publication (ATP), which will provide the rationale for this standard, specific acquisition



guidance, and test and certification information.  The rationale section will define the reasons for the
each of the technical selections and will also provide implementation guidance.

The Range Commanders Council is planning to develop a comprehensive standard for solid state
recorders.  The STANAG only defines the high-speed download port to be included as a part of the
removable memory module.  The Recorder/Reproducer Committee of the Telemetry Group plans to
include the majority of the contents of STANAG 4575 within the RCC Standard.  The RCC Standard
will address all of the pertinent characteristics necessary to characterize a solid state recording and
reproducing device.




