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ABSTRACT 
 
NASA Goddard Space Flight Center (GSFC) is developing the Remote Internet Protocol 
Communication (RIPCom) system, which is a wireless communication system that makes an aircraft 
look like a network node in the sky.  RIPCom provides an Ethernet to Radio Frequency (RF) 
connection solution for real-time data transmission, and its design allows the end points of the 
communication system to become nodes on a network with assigned IP addresses.  RIPCom’s design 
is especially suitable for Unmanned Aerial Vehicle (UAV) applications, and its versatility makes it 
valuable for many systems that require a high speed, digital wireless network.  
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INTRODUCTION 

Concurrent with the development of the RIPCom system for UAV platforms, is the joint 
collaboration of NASA and the United States Forest Service (USFS) to refine the current USFS fire 
monitoring system.  This technical collaboration entails the further development and deployment of 
a low-cost, high-bandwidth digital data communication system to be used on a USFS fire monitoring 
jet aircraft.  The RIPCom System provides the solution.  The RIPCom System has several 



 

 

improvements over the previous USFS system including: multi-station access, near real-time data 
access, ease of system expandability and minimal set-up and configuration time. 

This paper presents an overview of the RIPCom System concept and it details the USFS 
implementation of RIPCom for fire detection. 

The NASA GSFC Code 935 Direct Readout Laboratory (DRL) is developing the RIPCom 
technology as a platform-independent communications system that provides a wireless Ethernet 
solution for real-time data transmission.  With the RIPCom System, end points of the 
communication system are nodes on a network as shown below in Figure 1.  The result is that the 
RIPCom system greatly simplifies the development of payload systems by eliminating the need for 
specialized serial communications interfaces and custom software.   
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IP Address #1

 
Figure 1 

 

RIPCOM CONCEPT 

RIPCom uses Commercial Off-the-Shelf (COTS) components.  Its architecture is flexible so that 
different components can be interchanged depending on the application requirements.  For example, 
being able to communicate across a longer distance may be more important than providing a wide 
bandwidth.  There are also times, especially with a UAV, where power, size and weight are major 
considerations.   

 

BACKGROUND - FIGHTING FIRES WITH THE USFS 

The USFS is responsible for monitoring and tracking wildfires using airborne remote sensing 
technology.  Currently, there are no operational methods in place for delivering digitized data to the 
analysts in near real-time.  The existing methods require significant manpower and result in long 
time delays.  One method requires the pilot to fly over and take data from fires before landing the 
plane and delivering the data.  Though this and other current methods provide valuable data, the data 
is often hours old before it reaches the analyst.  These methods also cost valuable time and 
resources.   

 



 

 

USFS REQUIREMENTS 

As the RIPCom System has evolved, the requirements were expanded to consider unique USFS 
needs.  The USFS goal is to efficiently provide airborne remotely sensed data to the firefighters in 
near real-time.  The USFS requirements that were incorporated into the RIPCom solution follow: 

 Provide a wireless network connection at a distance of up to 10 miles  

 Supply a data rate of at least 1 Mbps 

 Provide a long distance wireless network that can also maintain a connection with an aircraft 
traveling at up to 300 miles-per-hour (mph) 

 Plan for Aircraft that is 10,000 feet above-ground-level (AGL) 

 

RIPCOM SOLUTION FOR USFS 

RIPCom provides a point-to-point connection for data transfer and no manual data processing, which 
reduces manpower.  RIPCom offers the USFS an affordable solution, increased data bandwidth, and 
a transmission distance of up to 10 miles.  Also, RIPCom is platform independent so that the only 
requirement is that the ground system and aircraft have a TCP/IP connection.   

For the USFS RIPCom application, the aircraft-side of the RIPCom system is installed on a USFS 
Cessna Citation jet.  To collect data, the plane flies over the area of interest, and the on-board 
infrared detection instruments collect the data.  This concept is shown below in Figure 2.  To 
download the data, the plane flies within 10 miles of a ground station site and transmits via RIPCom.  
As soon as RIPCom establishes a link, transmission begins and data is available in near real-time at 
the RIPCom ground station. 

 
Figure 2 

RIPCom provides a low-cost solution for ground stations allowing the USFS the option to purchase 
several ground systems and place them at strategic points.  This option allows the USFS to map out 
several different fires in rapid succession.  As the pilot collects the data from one fire, he can dump 
the data at one ground station, and then move to the next fire and repeat the process. 

 



 

 

USFS RIPCOM APPROACH 

RIPCom consists of Commercial Off the Shelf (COTS) components from different vendors that were 
each chosen because of their unique performance characteristics.  Numerous wireless network 
technologies currently exist that are candidates for RIPCom, and many factors such as frequency, RF 
power output, size, and cost were considered for the USFS system design.  The aircraft and ground 
station were designed individually due to the unique conditions of each environment.  Figure 3 
provides a top-level summary of the key functional components in the USFS RIPCom system. 
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Figure 3 

 

RADIOS 

The choice of radios for bi-directional communication is a key decision because it influences much 
of the system design.  Two 802.11 radios were considered: Frequency Hopping Spread Spectrum  
(FHSS) and Direct Sequence Spread Spectrum (DSSS) technologies.  Both radios have specific 
strengths that make them desirable for specific applications.  The FHSS radio is intended for use 
with either a stationary or a moving remote unit. The FHSS radio is also multipath fading tolerant.  
The DS.11 radio, which uses DSSS technology, is designed for applications where clear line of sight 
(LOS) is available and the remote radio is stationary.  The DS.11 radio can be more susceptible to 
multipath fading depending on implementation.  However, the advantage of the DS.11 system is 
“…DSSS systems can operate with lower signal levels and therefore, for the same level of 
transmitted energy, DSSS systems can operate over longer distances.” (Schwartz, 2001) 

The USFS RIPCom system needs to incorporate the advantages of each of these radios.  The radio 
that best met the system design requirements is the DS.11.  For the USFS, FHSS is not an option 
because of its limited transmission range, while DS.11 provides the required 10-mile network 
connection.  The effects of multipath fading are minimal on the system because the USFS 
application is airborne and the system is designed to be line of sight.  The effects of Doppler that 



 

 

result from the aircraft moving toward or away from the ground station are eliminated with careful 
planning of the flight pattern during data download. 

In addition, the DS.11 radio is a half-duplex radio that can provide from 1Mbps to 4.5Mbps of 
usable bandwidth.  The radios are equipped with an internal quality check system that is part of a 
proprietary protocol to send a constant stream of header packets between the radios.  Based on the 
quality of the received header packets, the radios throttle the data rate in order to maintain link 
quality. 

 

AIRCRAFT COMPONENTS 

The RIPCom aircraft components consist of a DS.11 Remote Bridge radio, a power injector, a 1-watt 
amplifier and 5dBi blade antenna.  

The USFS aircraft travels at approximately 300mph, so the chosen aircraft antenna has to be very 
aerodynamic.  For example, an omni-directional whip antenna would likely be torn from the plane 
due to wind resistance.  The blade antenna provides a near circular pattern in azimuth, and it 
provides an elevation main lobe that is adequate for this implementation.  Antenna azimuth and 
elevation patterns are shown below in Figure 4. 

 

Figure 4 

 

GROUND STATION COMPONENTS 

The RIPCom Ground Station design is less restrictive than that of the aircraft, which is the reason it 
is the focus of this study.  The ground station side of the link compensates for the aircraft.  To do 
this, the RIPCom Ground Station design requires extensive analysis.  Specifically, the ground station 
design requires development so that it provides bi-directional communication with a low gain 



 

 

antenna 10 miles away.  For example, the chosen aircraft antenna provides only 5 dBi of gain, 
therefore the ground station must compensate with higher gain antennas. 

The DS.11 radio’s native design is for non-mobile applications, therefore, the manufacturer was 
unable to supply data for the Doppler effects on the system.  The FHSS system, however, does have 
a Doppler effect specification which  allows the remote unit to travel up to 60 mph without having 
Doppler issues. 

The USFS Aircraft with the Remote Bridge Radio unit onboard flies at approximately 300 mph.  
NASA/GSFC established a flight plan for the aircraft that will allow the plane to download the 
sensor data by flying a circular path around the Ground Station.   A circular pattern at 10 miles 
radius reduces the Doppler effects on the system to effectively zero.  If the aircraft is not able to 
maintain a circular pattern, we believe Doppler effects could be introduced into the system.  The 
faster the airplane travels, the more careful attention must be paid to the uniformity of the flight path 
to reduce the Doppler effects.   

A high-gain, omni-directional antenna capable of a network connection 10 miles away is a key 
element to the Ground Station solution.  The chosen antenna is a 3-sector, omni-directional antenna 
that is adjustable from 0-15 degrees in elevation.  Each sector overlaps resulting in a 360 degree 
azimuth coverage.  The 360 degree coverage is achieved while still providing 14dBi gain. 

 

TECHNOLOGY DEVELOPMENT AND FINAL DESIGN 

The required ground station application was unique and presented many integration issues that 
resulted in technology development.  While the aircraft was a fairly straightforward use of COTS 
equipment, the ground station design process had to undergo several iterations.  Issues such as  radio 
reassociation delays and phase distortion influenced the final configuration of the USFS RIPCom 
implementation.   

Lessons-learned and design analysis from the initial versions came together to define the final 
solution for the RIPCom Ground Station USFS application.  The final design (shown below in 
Figure 5) replaced three DS.11 radios from the initial design with one DS.11 radio and a three-way 
splitter/combiner at the radio output.  The elimination of two DS.11 radios significantly reduces the 
cost of the ground station.  Power injectors, phase matched LMR-400 cable and amplifiers were 
added to each output of the three-way splitter/combiner.     
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Figure 5 

Phase matched LMR-400 cables are utilized in the final configuration of the system to eliminate 
phase mismatching issues.  If phase matched cables are not used in the ground station portion of 
RIPCom, the transmitted and received signals are likely to become distorted as shown below in 
Figure 6.  The figure on the left shows the theoretical azimuth pattern of the 3-sector antenna when 
there is a 10 degree tilt of all sectors in elevation and all inputs are phase-matched.  The figure on the 
right shows the same antenna configuration with cables that are 90 degrees out of phase. 

 



 

 

 

Figure 6 

Phase mis-matched cables can also affect the receive capabilities of the ground station by summing 
the received offset signals in the combiner.  The signal received at the input of the Base Unit radio 
will be distorted and will likely result in a dropped link. 

All components in the system were evaluated for phase and amplitude error.  The two major 
components in the USFS system that are most likely to cause phase distortion are the 
splitter/combiner and the cables that feed the amplifiers.  The 3-way splitter/combiner specifications 
must be no more than 1 degree phase error and 0.1dB amplitude error introduced by the sum of the 
ports.  A 20 foot length of LMR-400 cable will introduce no more than 3 degrees of phase error into 
the system.  The total allowable phase error introduced into the RIPCom system should be less than 
4 degrees to maintain a high link quality. 

 

USFS RIPCOM SOLUTION FLIGHT PATTERN 

Using USFS defined flight criteria that include plane speed, maximum bank angles, and flight 
altitude, the NASA/GSFC DRL defined the flight pattern for data downlink.  Based on the final 
system architecture and the requirement for minimal Doppler effects on the radios, the DRL defined 
the following flight pattern for a solid connection during RIPCom data downlink. 

As shown in Figure 7, the plane is flown in a circular pattern around the base station.  The pilot can 
choose a comfortable radius of up to 10 miles from the base station.   
 
 



 

 

 
Figure 7 

 

GROUND TESTING 

To provide verification before operational implementation, the USFS RIPCom solution was ground 
tested.  The RIPCom system was shipped to New Mexico for a simulated aircraft test.   

To simulate the aircraft scenario, the Remote Bridge unit was placed on top of Sandia peak which is 
approximately 5000 feet AGL.  The ground station was driven out to a location 12 miles from the 
Remote Bridge.  The two radios immediately made a connection, which allowed an FTP session to 
transfer data from the Remote Bridge to the Base Unit.  Despite inherent complexities associated 
with the test environment, our system proof-of-concept was still successful.  As a result of some 
questions that arose from the GSFC ground testing, the manufacturer was asked to perform further 
tests on the radios that were used.  The tests showed that the radio output power was not to 
specifications.  Therefore, the manufacturer replaced the radios with new units. 

 

AIRBORNE TESTING 

RIPCom was taken to Boise, ID where it was installed in the USFS / National Interagency Fire 
Center’s (NIFC) Cessna Citation jet.  The ground station was set up approximately 20 miles from the 
city to eliminate possible interference from other wireless sources and several flight tests were 
conducted at ranges from 6 to 15 miles away from the ground station.  The ground station antenna 
tilt angles were set for each range and the height of the ground station antenna was tested at 8 and 20 
feet.  The jet flew circular patterns around the ground station at 10,000ft AGL.  The jet speed was 
276 mph and the jet bank angles varied from 0-10 degrees  As predicted, 0-3 degree bank angle 
provided the strongest signal from the jet. 

The test results exceeded expected results.  A maximum data rate of 3.2 Mbps was achieved during 
the test.  In order to fully characterize the system, the flight path was modified for several passes.  
During these passes, the link was maintained and data continued to flow.  It was determined that 
when the ground station antenna height was set at 8 feet, the signal quality suffered greatly from 
ground effects and multipath fading effects.  Once the antenna was raised to 20 feet, the ground 
effects and multipath were significantly reduced. 



 

 

The RIPCom system made solid network connections at radii of 6, 8, 9, 10 and 12 miles and 
supplied transfer rates of up to 3.2 Mbps.  Although the link was marginal at a radius of 15 miles 
from the Ground Station, RIPCom was able to make a connection and successfully transfer data.  
The test also confirmed that if the link is dropped for any reason, RIPCom will continue to attempt 
data transfers for approximately 45 seconds before data loss occurs.  

CONCLUSION 

The RIPCom concept employs a generic functional components approach rather than a single 
applications solution.  The elegance of the RIPCom concept is that it provides flexibility, and allows 
the architecture to be adapted to application-specific equipment. 

The RIPCom Ground Station can be modified to accommodate numerous receive and transmit 
configurations, which includes shorter-range networks.  Each functional component of the ground 
station can be replaced with a more application-specific component.  For example, with a smaller 
UAV platform, weight becomes a major consideration, and typically long-range communication is 
not a requirement.  In this case, the DS.11 radios used for the USFS application can be replaced with 
FHSS units that are significantly smaller and require less power.  Further, if 360-degree azimuth 
visibility is not required, a more directional antenna can replace the 3-sector antenna.  This scenario 
eliminates the requirements for a complex 3-sector configuration as was required by the USFS 
application. 

If interested in RIPCom technology development and applications, please visit the DRL at 
http://directreadout.gsfc.nasa.gov/ 
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