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ABSTRACT 
 
The F/A-18E/F Super Hornet fighter aircraft program is currently flight testing a Fibre Channel 
Network (FCN), which will initially replace certain Avionics Systems’ MIL-STD-1553 
communications.  The Advanced Mission Computers and Displays (AMC&D) and the Active 
Electronically Scanned Array (AESA) RADAR are replacing their MIL-STD-1553 counterparts to 
fulfill performance enhancements and growing data requirements.  The maximum amount of data 
that can be transferred between these systems is significantly increasing.  Each remote terminal on a 
MIL-STD-1553 bus can transmit or receive approximately 1Mbps.  Each node on a FCN can 
simultaneously transmit and receive 1Gbps.  With a Fibre Channel Network Switch (FCNS), 
multiple systems can communicate concurrently, thus increasing overall system throughput even 
further.  Several other systems will be replaced in the near future utilizing the FCNS.   
 
The Fibre Channel Interface Unit (FCIU) was designed for the F/A-18E/F AESA program as a non-
intrusive way to monitor multiple nodes, extract node specific information, and record this 
information using conventional on-board recorders.  In order to reduce the risks associated with 
developing hardware and software concurrently with the Avionic System’s protocol, the FCIU was 
developed as an upper-level-protocol (ULP) (layer FC-4) independent device.  Two big advantages 
of ULP independence are the avoidance of complex protocol programming for each different type of 
monitored network system and the non-intrusive nature of the FCIU connection to the FCN.  This 
facilitates the quick installation of the FCIU to monitor any FC network and the FCIU IRIG-106 
PCM type output lends itself to be integrated quickly into a typical Flight Test data recording or 
telemetry system. 
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INTRODUCTION 
 
Previous generations of fighter aircraft used the MIL-STD-1553 for Avionic communications.  
Current and future aircraft are migrating towards the use of Fibre Channel networks.  A completely 
new method for monitoring and recording Avionics systems is required.  For the MIL-STD-1553 
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bus, a simple passive coupler tap can non-intrusively monitor a single bus.  By today’s standards, 
with the relatively low data rate per bus of 1Mbps, multiple busses can easily be recorded entirely 
using several methods.  On the other hand, the multiple links of a Fibre Channel network (FCN), 
each with a full-duplex capacity of 2Gbaud, cannot be recorded entirely using today’s typical 
airborne recording systems.  Also, non-intrusive monitoring requires much more complex hardware.  
Single chip solutions are available today for MIL-STD-1553 Remote-Terminals (RT), whereas FCN 
nodes require several chips using various designs to support the many different upper-level-protocols 
(ULPs) that the FC can support.  (See Table 1 for more comparisons.) 
 
In the year 2000, Boeing IDS Flight Test in Saint Louis began development of the Fibre Channel 
Interface Unit (FCIU) to address the requirement to monitor and record FCN data on the F/A-18E/F 
AESA Development Flight Test Program. 
 
Note: The term “telemetry” can be substituted for “recording” anywhere in this paper. 
  
Characteristic MIL-STD-1553 Fibre Channel 
Actual Transmission Rate 1MHz 1.0625 GBaud 
Data Word Size (Bits per Word) 16 32 
Data Words per Message/Frame 1 to 32 0 to 528 

Max. Number of Addresses 
Bus Controller & 31 Remote 
Terminals, 32 Sub-Addresses 

per RT (2^10 = 1,024) 

256 Domains, 256 Areas, 256 
Ports (2^24 = 16,777,216) 

 
Max. Effective Data Rate < 0.8 Mbps (Bus Rate) 2 * 800 Mbps (Node Rate) 
Transmit/Receive Protocol Half Duplex Full Duplex 
Maximum System Rate # of Busses * Bus Rate # of Nodes * Node Rate 

Bus/Link Instrumentation 
Attachment 

Simple, Passive Transformer,
Non-Intrusive 

Passive Coupler (Reduces 
System Margins), Active 

Coupler (Complex, Must be 
Fault Tolerant, May slightly 
change system margins or 

Timing), Instrumentation Node 
(Changes system performance), 
Instrumentation Port on switch 

(Increases cost of network 
switch, May run out of ports) 

Message/Frame Timing 
Structured Scheduling,  

Time Deterministic, 
Command/Response 

Random, Multi-Tasking, 
Event Driven, 

Data-On-Demand 

Message/Frame Definition 
Typically Non-Varying, 
Well-Defined/Ordered, 

Fixed Locations 

Non-Consecutive Frames, 
Payload Protocol (FC-4) Varies 
from general data to audio/video 

information (See References) 
 [FC-AV, FCP, FC-AE, etc.] 

Table 1 – Comparison of MIL-STD-1553 and Fibre Channel 
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MIL-STD-1553 MESSAGES VS. FIBRE CHANNEL FRAMES 
 
At first glance (See Table 2), MIL-STD-1553 messages and Fibre Channel frames may look similar.  
They both start with an address and both contain a data block.  However, the similarities end there.  
A MIL-STD-1553 message typically stands on its own, while the FC frame is only part of a 
sequence of frames and these sequences can be part of different exchanges.  Therefore, one frame is 
out of context without the other frames from the same sequence of an exchange.  A sequence is a 
collection of related frames, similar to pages in a chapter of a book.  In MIL-STD-1553, a data word 
in a predetermined position of a message usually refers to a fixed parameter, whereas the meaning of 
the words in the payload of a FC frame continually vary.  Another aspect of FC is that several 
sequences could be open at the same time from and could be intermixed in time.  In FC systems that 
contain several interconnected switches, frames can actually appear at their destination out of order.  
This helps to increase system throughput by keeping nodes of a switch busy; however, this can 
significantly complicate the interpretation of a FC message by instrumentation if it needs to 
understand the ULP in order to decide which messages to record or ignore.  In this situation, the 
instrumentation would need to be capable of buffering the entire frame sequence before deciding if it 
needs to be recorded.  With the possibility of several sequences occurring simultaneously, an 
unlimited number of buffers would be required.  This is one of the main reasons why it was chosen 
that the FCIU would work more like a switch.  A switch only needs to interpret the correct 
destination address for routing, and therefore only requires a small amount of buffering.  The FCIU 
is slightly different than a switch in that it can also use the source address to determine if the frame 
should be recorded.      
 

MIL-STD-1553 Messages  Fibre Channel Frame 
•Receive Message (BC RT) 
Command Word 
Data Word #1 
. . . 
Data Word #N 
RT Status Response 
 
•Transmit Message (RT BC) 
Command Word 
RT Status Response 
Data Word #1 
. . . 
Data Word #N 
 
•Xmit/Rcv Message (RT RT) 
Command Word #A (Rcv) 
Command Word #B (Xmit) 
RT #B Status Response 
Data Word #1 
. . . 
Data Word #N 
RT #A Status Response 

 Start of Frame (SOF) 
Destination Address (D_ID) 
Source Address (S_ID) 
Frame Control (F_CTL) 
Sequence ID / Frame Count 
Exchange ID (OX_ID/RX_ID) 
Parameter Field (PARM) 
(Optional Headers) 
Payload Word #1 
. . . 
Payload Word #M 
Cyclic Redundancy Check (CRC) 
End of Frame (EOF) 

Table 2 – Comparison of MIL-STD-1553 Message and Fibre Channel Frame Structures 
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FIBRE CHANNEL SYSTEM NETWORK ARCHITECTURES 
 
The illustration on the left side of Figure 1 shows the simplest connection of two FC nodes.  All FC 
connections are single point-to-point (i.e. one transmitter connected to one receiver and visa-versa).  
The illustration on the right demonstrates the use of a simple 4-port switch.  With a switch, various 
communication paths can occur simultaneously between two nodes.  For example, A with C and B 
with D as illustrated by the dotted lines or A with B and C with D as illustrated by the dashed lines.  
Network switches are usually constructed with binary numbers of ports such as 8, 16, 32, etc.  The 
FC specification also defines arbitrated loops, however, since these loops are typically used only 
internal to devices such as RAID controllers; they will not be described in this paper.  Nevertheless, 
techniques described in this paper could be used to monitor these loops using the FCIU. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1 – Fibre Channel Network Configurations 

 
 

FCIU NETWORK APPLICATIONS 
 
In fighter aircraft applications, dual redundancy is usually a requirement.  With MIL-STD-1553, at 
any given moment in time, only one of the redundant busses is active with a single conversation.  
With FC, dual redundancy takes on a whole new meaning.  Redundancy implies only that there are 
at least two paths between every node and that the exact same conversation will not occur 
simultaneously.  A device such as “AM”, which is shown in Figure 2, could be communicating with 
two other devices such as “B” and “O” at the same instant in time using its two node connections to 
the redundant switches.  Devices “AM” and “DP” could actually have two communication paths 
open between them at the same time depending on fault or path timeout determination.  Devices “B” 
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and “O” only have one connection to their respective switches; however, they have multiple paths to 
devices “AM” and “DP” because of the interconnect between the switches.  As can be seen from 
these previous examples, the use of switches creates numerous possibilities for communication paths 
between any of these devices.  MIL-STD-1553 only has a single set of wires connecting all of the 
remote terminals, so therefore only one conversation can take place on the bus at a time.  With a 
network switch, a FC network can have multiple devices conversing with each other at the same 
time since each of the ports on the switch is isolated from the others.  Consequently, trying to 
monitor these communications can be a difficult task.  Fortunately, flight testing for a given program 
may be limited to a particular device such as the AESA RADAR.  In other cases, monitoring may 
need to be set to the device with the highest probability of containing the information of interest such 
as a mission computer.  In this case, however, there may be much more information than can 
reasonably be recorded, thus, monitoring devices such as the FCIU must be able to “thin” the data 
(i.e. capture only the FC frames with the source or destination address of interest).  

 

Figure 2 – FCIU FC Connections using Network Switch with Instrumentation Ports 
 
“Instrumentation Port” or “I-Port” (which could be a special mode of a normal switch port) is 
defined in this paper as a port that has special instrumentation characteristics.  While in this mode, 
the instrumentation does not converse with this switch port and is assumed to be capable of receiving 
the full bandwidth of the link.  Also, an I-Port is programmable to be able to listen to any transmit or 
receive of a port on the switch.  This programmability enables system reconfiguration during flight 
since the switch decides which ports are monitored.  This feature is usually not a difficult task to add 
to a network switch under development because it uses the normal ports and the ports only need to 
be disabled from shutting down due to the lack of incoming communication.  Also, the internal 
routing tables of the switch need to be modified to replicate the transfer of the switch’s port-to-port 
communications to multiple ports (i.e. the original data port and the instrumentation port). 
 
“Instrumentation Node” or “I-Node”, as defined in this paper, is a normal FC node that supports full-
duplex operations (i.e. a node which can receive data as well as communicate back to the switch 
while observing the FC protocol), but is not part of the typical production aircraft and is used for 

Fibre 
Channel 
Interface 

Unit 

F.T. 
Recorder /
Telemetry…

Device #O
Node YO 

Node XD
Device 
#DP 

Node YP

… Node XB 
Device #B 

Node XA 
Device 
#AM 

Node YM 

Switch #X 
 Port A               Port B        Port C                                  Port D       I-Port E    I-Port F 
  R    T                 R    T          R     T                                   R     T             T                T 

 T    R                                     T    R        T    R                   T    R              T                T   
Port M                                   Port N      Port O                 Port P       I-Port Q     I-Port R 

Switch #Y 



 
 

6 

monitoring the production traffic.  The FCIU currently has the hardware to support this 
configuration; however, software support was not added at this time due to the complexity and 
possibility of changes during development of the initial Avionic System’s FCN upper-level-protocol 
(ULP).  Using an I-Node has the advantage that at any time, any node in the system can write 
information to this I-Node; however, some of this data could be lost due to bottlenecks at the I-Node 
(i.e. at a given moment in time, only one node can be communicating with the instrumentation).   
Some rather big disadvantages of using an I-Node as opposed to an I-Port are that an I-Node is 
intrusive to the system being monitored and the I-Node’s software and/or hardware design may need 
to be changed to support each different installation’s special ULP.  An I-Node is intrusive because 
when the instrumentation isn’t there, neither is the associated traffic, and therefore the system timing 
of messages will change drastically.   The complexity of the instrumentation device’s hardware 
and/or software will be increased when using I-Nodes.  As an analogy, if one could monitor an 
Ethernet connection between a desktop computer and a switch or hub, one might see many different 
types of ULPs occurring, intermixed in time.  Designing a monitor to understand different categories 
of applications such as word processing, spreadsheets, computer simulations, etc. each with it’s own 
method of operation would be a very complex task.  At the lowest level of protocol (i.e. FC-2, the 
signaling level), the information on the link just consists of frames going by with a source and 
destination address.  Each frame is routed to the appropriate device and each device sends the correct 
frame of a sequence to the correct application that understands it’s own ULP.  Without a standard 
instrumentation protocol, “I-Nodes” typically cannot be used by generic instrumentation equipment. 
 
Figure 3 shows the use of the FCIU without a FCNS.  Much more caution must be used when 
designing an installation without a FCNS because the link between the two nodes must be broken 
and a coupler added.  If a relatively simple passive coupler is used, it may affect the system’s signal 
margin by enough that the link becomes unreliable.  An expensive active coupler would solve this 
problem.  However, the coupler would need to be very complex in order to be fault tolerant and it 
may significantly change the signal’s timing if the coupler itself has any non-trivial re-timing circuits 
built into it.  Another drawback of using couplers instead of a FCNS is that reconfiguring of the 
monitoring point cannot be easily achieved.  This would prohibit in-flight configuration changes; 
however, in a laboratory environment, this wouldn’t be a problem.  
   
 
 
 

 
 
 
 
 
 
 
 
 
 
 

Figure 3 – FCIU FC Connections using without Instrumentation Ports 
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FCIU ARCHITECTURE 
 
The FCIU design was modularized into three functionalities: 1) FC Input, 2) Recorder / Telemetry 
Output (currently encoded as PCM), and 3) Host Processor (See Figure 4).  By doing this, new 
optional input and/or output configurations can be added without impacting the entire design.  The 
fiber inputs could be replaced with electrical connections or the 1Gbps transceivers could be 
replaced with 2Gbps ones.  The PCM output interface could be replaced with higher-speed interfaces 
such as SCSI Fibre Channel or Ethernet. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4 – FCIU System Configuration 
The current FCIU design contains two identical FC Interface cards, each with two identical FC 
optical inputs.  Four was chosen as the number of FC inputs for the FCIU in order to support a 
transmit and receive pair from two redundant switches.  The FC input cards can be easily modified 
to remove the optical FC transceiver and replace them with an electrical FC transceiver.  Changing 
to an electrical connection instead of optical does not require any changes to the mechanical chassis 
design; it is only a matter of replacing the optical termini with electrical terminations.  Because of 
the modularity of the input cards, more channels can be added to the FCIU design relatively easily.  
The number of channels can be increased by creating a new chassis design with a larger motherboard 
and by changing a very minimal amount of the FC input design and/or the host processor firmware.  
Each FC input has an independent, programmable filter to capture everything or to thin the input 
data based upon the source or destination address.  If thinning is enabled, the FCIU can either keep 
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or filter the selected addresses in order to eliminate data that is not required for a particular flight test 
program.  This can significantly reduce the output recording bandwidth requirements.  Each FC 
input has hardware that can transmit a frame of data out of the FCIU and have it wrapped back in 
using an external cable.  This feature can be used to verify the integrity of the aircraft’s cable link 
without the need for Avionic equipment to be present.  Also with this transmit capability, if a Flight 
Test data acquisition system input was added to the FCIU, Flight Test sensors could be placed into 
the FCN using an I-Node.  
 
PCM was chosen as the FCIU output to take advantage of the large number of processing options 
currently available with this format.  In this way, the FCIU output can be merged onto recorders with 
other PCM streams using currently available combiners or directly onto a recorder.  The format of 
the PCM is similar to IRIG-106, Chapter 8 for the MIL-STD-1553 Mux-All.  The serial output word 
size is 36 bits instead of the Chap. 8 size of 24.  This size was chosen to optimize the overhead 
attached to each 32-bit FC word.  The PCM interface can create up to two serial streams, each of 
which can have a rate up to 20Mbps for a combined rate of 40Mbps.  Since the output stream is 
PCM, it could be telemetered and recovered using standard decoms.  For real-time monitoring of the 
FCIU, Boeing is using a Fibre Channel Playback Unit (FCPU).  It consists of a typical, off-the-shelf, 
PC processor with two standard decoms for accepting and merging the two FCIU PCM streams.  
Non-real-time analysis is performed by directly recovering the data from the recording media using 
software decoms.  For higher data recording requirements, the PCM interface also includes an 8-bit 
parallel output with rates up to 160Mbps.  Another programmable feature of the PCM interface is the 
ability to use “low fill”.  In the normal mode of operation, if FC data is not available, a “fill” word is 
added to the PCM frame to maintain a constant output frame rate.  In “low fill” mode, if FC data is 
not available, the PCM interface will significantly lower the frame rate by only adding a “fill” word 
to the frame every 10mS.  This keeps the PCM frames functioning in order that fault isolation and 
activity information may be retrieved; it also has the benefit of conserving record storage space 
when there is no FC activity.  The 36-bit PCM format supports up to 4 FC streams and could support 
embedded PCM, digital voice, etc.  The FCIU parallel output uses a 40-bit format, which is upward 
compatible with the 36-bit format and could accommodate up to 64 FC streams.  The FCIU internal 
back plane that connects the FC interface cards to the PCM cards has a capacity of greater than 
2Gbps.  This enables the FCIU output rate to be enhanced in the future by substituting the PCM 
output with an alternate interface when high-speed, large capacity airborne recording devices 
mature.           
 
The Host Interface uses a common RS-422 serial link for communication with the Ground Support 
System.  This interface is used for items such as for programming the FCIU parameters (i.e. FC 
filtering, PCM rates, etc.); for determining the health of the FCIU and activity of the FC interface, 
IRIG time code, etc.; for obtaining the FCIU hardware configuration; and for modifying the design 
of the FCIU so that features can be added to a unit without requiring the unit be returned to the 
factory.  The FCIU accepts IRIG-B DC time code.  This time is used to tag the beginning of the 
output PCM frames as well as time stamping the occurrence of a FC Start-Of-Frame (SOF).  The 
FCIU attaches two words of time ahead of every FC frame it captures.  This SOF time has a 
programmable resolution of either 250nS or 1uS. 
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Figure 5 – Picture of a Fibre Channel Interface Unit (FCIU) 
 

CONCLUSION 
 
The FCIU is a quick installation instrument for monitoring a Fibre Channel Network (FCN) because 
of its non-intrusive nature and because it does not require knowledge of the upper-level-protocol 
(ULP) used in a particular system.  The best Avionic System design for non-intrusiveness includes a 
network switch that has Instrumentation Ports (I-Ports).  This allows simple reconfigurations without 
affecting the Avionics system’s performance.  The FCIU also has the hardware available to connect 
to an Instrumentation Node (I-Node) when a system becomes too large and too unpredictable to 
determine where a monitor could listen to a single Avionic node and obtain the required Flight Test 
information.  The I-Node also gives the capability to transfer FT sensor data to the Avionics System.  
The FCIU contains the essential hardware to eliminate unwanted source or destination address 
frames to remove unnecessary information thereby reducing superfluous recorded information. 
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NOMENCLATURE 

 
FC-2 Signaling Protocol Level – Responsible for assembling words into frames 
FC-4 ULP or Application Level – Examples are SCSI, IP, A/V, Proprietary, etc. 
FCN Fibre Channel Network  
FCNS Fibre Channel Network Switch 
Gbps giga-bit-per-second 
I-Node Instrumentation Node – A full-duplex FC node used for instrumentation support. 
I-Port Instrumentation Port – A transmit only port from a switch that is programmable to 

monitor any transmit or receive port of the switch.  
Mbps mega-bit-per-second  
Node A node is the source or destination of information. (i.e. computer, disk array, etc.) 
Payload Frame location where information is contained (i.e. commands, data, status, etc.) 
Port Physical connection to/from a node. 
Sequence A set of one or more related frames transmitted from one node to another. 
ULP Upper Level Protocol 




