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ABSTRACT 
 
Ad hoc networking protocols enable the formation of self-organizing networks with automatic self-
healing operation in dynamic environments.  There are a number of existing or planned ad hoc 
implementations and a body of research on protocols and performance.  Ad Hoc technologies 
promise significant impact in future communications architectures. 
 
This paper presents a general overview of ad hoc networking and presents specific examples, 
including a recent implementation of a prototype ad hoc networked sensor system.  The protocols 
used have unique characteristics derived by tailoring particular protocols to the specific application 
requirements.  The potential relevance of ad hoc networking to possible telemetry applications is 
discussed. 
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INTRODUCTION 
 
Interest in ad hoc networking has grown tremendously in recent years due to the convergence of 
multiple technologies and a number of related factors.  The ubiquitous nature of cellular telephones 
has conditioned people to “think wireless.”  The availability of several types of low-cost IEEE 
802.11 wireless interfaces has allowed flexibility in the configuration and operation of both business 
and home computer networks. Bluetooth technology has enjoyed extensive media coverage and 
Bluetooth products are reaching the commercial market, which has primed the technical and 
business communities into considering the possibilities of networking anything to anything else, via 
low cost, low power interfaces.  Advancements in computing and communications technologies 
made through government, academic, and industrial research efforts have paved the way for 
automobile nets, sensor nets, personal area networks, wireless access hotspots, and numerous other 
applications of networked computers. 
 



The concept of autonomous wireless computer networks is not new.  The packet-switching network 
technologies and principals pioneered in the ARPANet in the 1960s were subsequently extended into 
the wireless domain.  The DARPA packet radio network (PRNet) project of the 1970s addressed and 
refined issues related to node addressing and mobility, self-initialization and self-organization, 
routing and forwarding, multiple access to media, congestion, flow control, and error processing [1].  
This work was continued through the 1980s and into the 1990s with the DARPA Survivable Radio 
Networks (SURAN) program and numerous US military efforts.  The radio hardware, protocols, and 
software technologies in use today can find their roots in much of this work. 
 
Interest in this area has grown dramatically since the mid-1990s.  Advances in VLSI 
microelectronics, DSP, and memory capabilities, due in part to Moore’s law, have led to the 
development of small portable computers and radios that support good communication rates.  
Industry standards such as IEEE 802.11 set the stage for the commercial development of compatible 
low-cost, commodity radio interfaces.  Research and development efforts for ad hoc networking 
protocols and related techniques have increased both in anticipation of and in support of these 
hardware capabilities. 
 
The paper is organized as follows.  The following section presents an overview of ad hoc networking 
concepts and introduces a few of the protocols being investigated in the research community.  The 
next section covers some of the complexities and issues relevant to developing ad hoc networks, the 
practical problems encountered with the technology, some promising fixes and new issues those 
fixes raise.  Next, a prototype implementation of an Ad Hoc Networked Battlefield Sensor System 
developed for the U.S. Army is described in some detail, and other recently completed and on-going 
developments using ad hoc Networking protocols are mentioned.  Conclusions are then presented 
followed by references. 
 
 

AD HOC NETWORK CONCEPTS 
 
An ad hoc network is a collection of nodes that can discover 
one another and operate in an autonomous manner without 
relying on pre-existing or pre-defined network infrastructure.  
The nodes can communicate directly with one another using 
point-to-point radio communications.  This is in contrast to 
an “access point network” which relies on fixed 
infrastructure, the access point, to supply network 
coordination functionality.  In an access point network the 
access point serves as a middleman for traffic to and from 
each node.  Figure 1 illustrates these concepts. 
 

Figure 1:  Access Point and Ad Hoc Networks 
 
In this simple approach to ad hoc networking, all nodes must be in direct radio contact.  This is an 
inherent limitation of current industry standards such as 802.11 and Bluetooth, which supports the 
formation of more complex organizational “piconet” and “scatternet” structures but provides no 
basic support for communications beyond one hop [2].  If an ad hoc network is to support 
communications for nodes that are out of direct communication range, it must provide a facility for 
multihop routing.  Multihop routing is a technique whereby one or more intermediate nodes forward 
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data messages from a source node to a destination node.  Thus, in addition to their normal roles as 
sources and destinations of data on the network, the nodes must also cooperate by functioning as 
routers to deliver data on behalf of other nodes.  This dual role distinguishes multihop ad hoc 
networks from other networks.  Figure 2 illustrates a simple multihop ad hoc network where two 
nodes are functioning as intermediate data relays for two distant nodes. 
 

The basic multihop routing functionality of the ad hoc 
network just described is similar to that of the Internet.  
One intent of the original ARPAnet was “survivability”– 
the ability of the network to continue functioning even 
after some subset of the routers have been disabled.  The 
job of Internet routers is to learn the topology of the 
network that interconnects them and then to determine the 
path a packet should follow to its destination.  Internet 
routers use routing protocols to exchange the information 
they need to coordinate with one another.  The algorithms 
they use perform best on networks where links change 

only occasionally, and the amount of information exchanged can be quite large.  These protocols are 
not well suited to the low-bandwidth, highly dynamic links encountered on mobile ad hoc networks, 
where the topology changes dynamically as nodes enter, exit, and change location.  For that 
environment, specialized ad hoc routing protocols are required. 
 
MANET Routing Protocols 
 
MANET (Mobile Ad hoc NETwork) is the term that is applied to ad hoc networks where support for 
mobility is a required feature.  The mobility implied is not just a local mobility of nodes within radio 
range of one another, but also a more extensive mobility that requires multihop support as nodes 
move arbitrarily throughout a network.  The MANET working group of the Internet Engineering 
Task Force was formed to develop and standardize routing protocols that will support networks 
scaling to hundreds of nodes [3]. 
 
MANET routing protocols vary in the approaches they take to provide self-organizing, autonomous 
operation and multihop routing capabilities.  The protocols are typically defined as being 
“proactive,” “reactive,” or “hybrid” protocols.  
 
Proactive protocols are sometimes called “table-driven” protocols.  They attempt to maintain a table 
of valid routes to all nodes in a MANET whether or not the route is actually needed at a given 
instant.  A benefit of proactive protocols is that valid routes are usually available when needed, so 
initial communication latency is very low.  However, the control overhead needed to maintain global 
routing information consumes significant network resources when the network topology changes 
frequently due to node mobility or RF signal propagation effects.  Hence, proactive techniques are 
not widely used in MANET protocols.  
 
Reactive protocols are sometimes called “on-demand” protocols.  They attempt to learn and maintain 
valid routes to other nodes only when communication to those nodes is actually ongoing.  Because 
valid routes are learned “on-demand,” there is usually a higher initial latency compared to proactive 
protocols.  However, the control overhead on the network in conditions of high node mobility is 

Figure 2 Multihop Ad Hoc Network
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generally much lower than that of proactive protocols, leaving more bandwidth for data 
communication.  The resulting overall network performance increase is the main reason that most 
MANET protocols use reactive techniques.  
 
Hybrid protocols attempt to combine proactive and reactive techniques in order to achieve the low 
initial-latency benefits of “table-driven” approaches while maintaining the low control overhead 
benefits of “on-demand” approaches. 
 
The following is a brief summary of some of the many ad hoc routing protocols under development: 
 
Destination-Sequenced Distance-Vector Routing (DSDV):  DSDV is a reactive protocol that 
attempts to maintain a table listing the first relay node (the “vector”) and route length (the 
“distance”) to every other node in the network [4].  A node distributes this routing table, tagged with 
a sequence number, to its neighbors periodically.  The routing information, along with new sequence 
numbers marking updated routes, percolates through the network as each neighbor updates and 
advertises its new table.  A source node chooses the most recently updated path to a destination node 
by comparing the destination sequence numbers advertised by the neighboring relay nodes.  
Although it suffers from high control overheads, this proactive protocol introduces techniques used 
by other reactive protocols.  
 
Dynamic Source Routing (DSR):  DSR is a reactive protocol in which a source node invokes a 
route discovery process using Route Request messages to learn the route to a destination node, 
which uses Route Reply messages to convey the route information back to the source [5].  Each 
packet in the subsequent data stream carries a header containing the complete ordered list of nodes 
through which this packet should pass.  As intermediate nodes receive the packet, they parse the 
header to determine the next relay on the route.  Nodes overhearing these packets can cache these 
inherently loop-free routes for later use. 
 
Ad Hoc On-Demand Distance-Vector Protocol (AODV):  AODV builds on the DSDV protocol 
by replacing the periodic routing table updates with a reactive route discovery process [6].  Distance-
vectors and destination sequence numbers are used to maintain loop-free routes only when the routes 
are actively needed.  A node uses periodic “Hello” messages to notify neighbors of its presence so 
that fresh routing information can be maintained.  These techniques combine to achieve a much 
lower control overhead compared to DSDV. 
 
Optimized Link State Routing (OLSR):  OLSR is a proactive protocol in which nodes attempt to 
maintain an updated view of the network topology at all times by periodically exchanging data 
summarizing the connectivity of all possible network links [7].  To reduce the network overhead that 
this operation might take, the OLSR protocol elects a subset of the nodes in the network to act as 
multipoint relays (MPRs).  To conserve network bandwidth, only MPR nodes exchange topology 
data, and they may elect to share a partial view of the network to reduce overhead further.  
Furthermore, only MPR nodes propagate broadcast or flood packets, helping to limit unnecessary 
network traffic. 
 
Zone Routing Protocol (ZRP):  ZRP is a hybrid protocol that is optimized on the assumption that 
ad hoc nodes are most likely to communicate with nearby nodes rather than distant nodes.  Each 



node defines a zone containing the local neighborhood of nodes within some multihop distance and 
maintains routes to these nodes using a reactive protocol such as DSDV.  To route to a destination 
that is not within its zone, a node initiates a route discovery “on demand” by forwarding a route 
request directly to the nodes on the border of its zone.  These nodes consult their route tables to 
determine if the destination node is within their own local zones.  If not, these nodes forward the 
Route Request directly to their border nodes.  This process continues until a node discovers the 
destination node within the route tables for its zone.  The Route Reply returned back to the source 
contains the hop-by-hop list of nodes that define the path from the source to the destination. 
 
Comparisons between the protocols are typically made based on performance metrics measured 
through benchmarks or simulations, where parameters such as network size and density, number of 
traffic sources, traffic load, and node mobility are varied over some range.  Target metrics generally 
include network efficiency (packet delivery %), end-to-end packet delay average and variance 
(jitter), average route length, throughput as a function of input load, and control overhead.  Fair, 
direct comparisons between all the protocols are difficult to make due to the number of input 
variables and the ever-evolving nature of the protocols themselves.  Comparisons reveal that one 
may excel in high-load cases while another excels in high-mobility cases while another excels when 
the number of nodes is large.  Hence, which protocol performs “best” is highly context and 
application dependent.  
 
 

AD HOC NETWORK COMPLEXITIES 
 
There are a number of complexities that make the practical operation of multihop ad hoc networks a 
challenge.  Some of these difficulties are due to the nature of the wireless nodes, but many are 
inherent to the use of wireless communication medium. 
 
Node-Related Complexities 
 
Many of the nodes envisioned for use in multihop MANETs will be of limited size.  Reduced battery 
capacity limits the power available for radio communications and impacts the transmission range, 
the data rate, and the operational lifetime of the node.  These factors impact a node’s ability to 
function as a router on behalf of other nodes.  Ideally, the power constraints of all the intermediate 
nodes should be factored into the route discovery process. 
 
The mobility of the MANET nodes can cause frequent changes to the topology of the network, 
which can result in performance degradations on a number of levels.  The node movement can cause 
a link breakage and result in dropped packets whether the node is a data source, a destination, or a 
relay node.  Retransmissions of this data consume network resources, so protocols must attempt to 
detect the link breakages as early as possible.  Techniques used for link breakage detection that 
employ beacons or “hello” messages consume bandwidth and add additional overhead.  Packets that 
are delivered on sub-optimal routes will consume additional network resources until a more optimal 
route is established.  The control overhead needed to communicate updated routing information 
limits the overall network bandwidth further. 
 
The Medium Access Control (MAC) or data link layer of the wireless networking interfaces can 
potentially supply useful information to the routing algorithms.  Many protocols could benefit from a 



MAC layer that can report topology changes in the form of announcements of new neighbors or the 
movement of previous neighbors.  This would obviate the need for routing protocol beacons and 
“hello” messages used for this purpose.  Feedback in the form of transmission failure notification 
would benefit algorithms attempting to provide reliable data delivery and could serve as link 
breakage detection.  Information regarding received and transmitted signal power and direction 
could benefit some algorithms.  Unfortunately, this type of communication violates the traditional 
network protocol layering conventions that attempt to isolate link layer issues from network layer 
issues.  New methods for conveying this information between layers are needed. 
 
Wireless Media-Related Complexities 
 
MANETs present multiple security risks that threaten the behavior of the network due to the 
characteristics of the communication medium.  The broadcast nature of the networks elevates the 
danger of eavesdropping, spoofing, man-in-the-middle, and denial of service attacks.  Furthermore, 
the routing protocols function under an assumption of cooperation—that intermediate nodes will 
route packets correctly and that they’ll share accurate routing information with other nodes.  A 
malevolent node can easily break this assumption. Although weaknesses in the IEEE 802.11 WEP 
security have been reported, proper link-layer encryption can mitigate some of these risks [8].  
However, the anonymous nature of certain operational contexts limits the effectiveness of traditional 
security techniques.  
 
The signal propagation characteristics of the radio interface present fundamental issues that every 
protocol must face.  Due to noise, interference, multipath propagation effects and differences in 
transmission power capabilities, two neighboring nodes on a network may create an asymmetric 
link.  The link may support a higher data rate in one direction, or it may simply be unidirectional.  
This condition is likely to be the norm rather than the exception, but many protocols operate under 
the assumption of bidirectional links and do not factor signal strength and error rates into route 
discovery calculations.  
 
RF propagation effects can trigger unintended detrimental behavior in standard networking protocols 
and algorithms designed and optimized for use on wired networks.  For example, packets dropped 
due to isolated signal collisions, momentary multipath interference or noise can invoke the 
congestion control algorithms in the Transmission Control protocol (TCP) even when the channel is 
lightly loaded.  This can degrade network performance unnecessarily.  A full discussion of this 
problem can be found in [9]. 
 
The broadcast nature of the wireless medium results in contention for access to the communication 
channel. The general lack of overall synchronization capabilities makes the use of Time-Division 
Multiple-Access (TDMA) schemes unattractive, so Carrier-Sense Multiple-Access (CSMA) schemes 
are typically employed.  Nodes listen to the channel before transmitting to avoid collisions and use 
automatic repeat request (ARQ) schemes such as “request to send/clear to send” (RTS/CTS) 
handshakes to reserve the channel to avoid. 
 



Figure 3 “Hidden Nodes” and “Exposed Nodes” limit channel capacity 
 
RTS/CTS mechanisms are used to alleviate the “hidden node problem” in which a node cannot use 
carrier sensing to detect an ongoing transmission from a distant node to a nearby node.  A 
subsequent transmission from the node causes interference at the nearby node, corrupting one or 
both messages as shown in Figure 3.  RTS/CTS mechanisms reserve the channel by notifying all 
nodes in the vicinity of the transmitter and receiver about the impending transmission.  Figure 3 
illustrates that these techniques have an unintended side effect known as the “exposed node 
problem,” which limits the spatial reuse of the channel by non-interfering nodes and reduces the 
overall channel capacity.  
 
The inefficient use of channel capacity in a MANET due to broadcast packet collisions in general 
and to the “exposed node problem” in particular can greatly reduce the performance of the network 
[10].  Directional antenna technology is one potential solution to this problem.  A directional 
antenna is able to concentrate signal power toward a designated receiver and limit the interference 
caused to other neighboring nodes.  On the receiving node, antenna directionality boosts signal 
strength and minimizes interfering signals.  When network nodes are in motion the antennas must 
be steered in order to maximize the benefits of directionality. 
 
Adaptive beam forming techniques are frequently used to create reconfigurable directional and 
steerable antennas.  The antennas are adjusted to maximize signal strength at the receiver based on 
the local propagation conditions.  Therefore, the proper transmit and receive orientations are based 
on logical node positions instead of geographic node location.  Thus, the direction finding 
capabilities should come from the antenna system itself if steering is to be based on received signal 
characteristics rather than absolute position. 
 
Directional antennas do not satisfy many of the requirements of MANET protocols where 
omnidirectional antennas excel.  Thus, dual antenna systems or reconfigurable antenna systems are 
warranted, and reconfiguration rates must support the requirements of the underlying wireless 
network.  Packet guard intervals in IEEE 802.11 systems can be on the order of 10–50 µsec.  Thus, 
optimized steerable antenna systems have to be tightly coupled with the MAC layer in order to 
achieve synchronized configuration switching at these high rates. 
 
 

IMPLEMENTATIONS 
 
Sarnoff Corporation has prototyped multiple systems that make use of Ad Hoc network-based 
communications infrastructures.  Our MANET protocol, called DAMAN, was developed as part of 
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the DARPA Small Unit Operations/Situational Awareness System (SUO/SAS) project, where high 
node mobility was the rule rather than the exception.  This protocol was subsequently used in 
systems targeting commercial peer-to-peer applications and wireless “hot spot” range extension.  It 
is currently being used with the networked battlefield sensors described below in a prototype system 
to provide networking support for small rotary wing Unmanned Aerial Vehicles (UAVs) for the Air 
Force Research Laboratory.  A similar effort is currently underway with the U.S. Army’s 
Telemedicine and Advanced Technology Research Center to use this system for relaying 
physiological sensor data for wounded warfighters en route from the battlefield to field hospitals.  
An additional ongoing U.S. Army effort will provide voice and data communications for warfighters 
operating in urban and subterranean environments. 
 
Ad-Hoc Networked Battlefield Sensors 
 
Unattended networked sensors play a critical role in the Army’s strategy for Future Combat Systems 
(FCS) by providing new levels of situational awareness.  Unattended sensor networks are composed 
of multiple sensor nodes that are randomly deployed and supported by an ad hoc network 
communications architecture.  Every node in the network can have the capability to interface to 
sensor devices, to send information to Command and Control (C2) or collection/analysis points, and 
to relay messages for nodes which do not have a direct path to the C2 elements.  The ad hoc network 
will interconnect with the existing fixed networks at one or more nodes to communicate the sensor 
information to remote C2 elements. 
 
Sarnoff Corporation has developed an ad hoc network architecture that is specifically optimized to 
support sensor communications.  The special characteristics of the sensor environment include large 
numbers of nodes, low levels of traffic and very low node mobility.  The sensor network 
incorporates Information Assurance, Quality of Service functionality, inherent Low Probability of 
Intercept (LPI), Low Probability of Detection (LPD), and is designed for very long battery life. 
 
Design 
 
The implementation utilizes commercial-based processing and communications infrastructure 
capabilities to provide low cost ad hoc networking.  The current implementation utilizes both 
Bluetooth and IEEE 802.11b wireless links in a heterogeneous network.  Bluetooth is an emerging 
technology using low power RF components and an associated protocol stack.  It is expected to 
mature into a very low cost, low power solution for wireless interconnects.  IEEE 802.11b is a 
widely utilized commercial Wireless LAN infrastructure. 
 
The Ad-Hoc networking protocol is focused on efficiency in the use of network bandwidth and 
power resources.  The protocol is designed to support high levels of scalability.  Globally optimized 
routing is established via only local neighborhood communications.  Rerouting, when necessary, is 
done using cached next best route information or via reestablishment of local neighborhood route 
information.  This methodology handles the failure of individual routes caused by the unavailability 
of an intermediate relay along the route, and also the cases where all routes from a node are 
invalidated because the node has been moved to a different local neighborhood.  No route update or 
other network “housekeeping” messages are sent as a normal means of route maintenance.  The 



nodes are always silent unless they are polled for information by a C2 element or have a sensor event 
or other information to transmit. 
 
The protocol has been implemented as efficient C software and has been simulated to verify proper 
operation and scalability.  Information Assurance capabilities are fully integrated in the network 
software; nodes and C2 elements are mutually authenticated via the exchange of digital certificates 
and all transmissions are protected with strong commercial grade encryption technologies.  Quality 
of Service capabilities are incorporated to assure prompt, prioritized data delivery in a heterogeneous 
traffic environment.  These protocols can be easily integrated with radio devices other than those 
currently employed.  
 
Hardware Prototype 
 
Fifty Intelligent Sensor Devices (ISDs) have been designed, 
constructed and field tested as prototype network nodes to 
demonstrate the operation of the ad hoc protocols.  The 
prototype, shown in figure 4, incorporates several sensors:  a 
2-dimensional accelerometer (seismic sensor), a temperature 
sensor, an acoustic level detector and a GPS receiver for 
reporting the physical locations.  It also has internal voltage 
sensors for monitoring its health and battery condition and 
will alert the need for battery maintenance.  An optional RF 
ID Tag Interrogator can be integrated with the ISD to 
determine whether sensor alerts are due to known assets.  
The ISD includes RS-232, GPIO and I2C interfaces for 
connection of additional external sensors.   
 

Figure 4 Intelligent Sensor Device 
 
The prototype Sensor Network node can incorporate a Bluetooth wireless interface or attach to an 
external IEEE 802.11 interface.  Sensor nodes equipped with an IEEE 802.11 interface can also 
support a digital still image / video camera.  Images are transmitted on demand or when a sensor 
alarm is triggered. 
 
Software Architecture 
 
The software for the Ad-Hoc Sensor Network nodes is divided among several modules and 
organized to allow each node to perform any or all of the functions of interfacing sensors, relaying 
messages or serving as a gateway to an external network.  The only differences in configurations are 
the physical communications interfaces installed, whether sensors are attached, and whether or not 
the Tactical Control Application (TCA) software is loaded.  A single sensor network node can 
support a TCA and / or an ISD.  It can support multiple communications devices and multiple types 
of communications interfaces, making the Ad-Hoc network protocol software independent of the 
physical radio or wired interface. 
 



At the application level, an Intelligent Sensor Device 
module manages the sensors, accepting and responding to 
commands and queries from the Tactical Control 
Application and formatting sensor activity messages to send 
to the TCA.  The Tactical Control Application (TCA) is a 
prototype C2 element.  It contains a Graphical User 
Interface to display sensor alarms and the multi hop routes 
used for all communications through the network.  A “drill 
down” capability is provided for querying the status of any 
Sensor Network Node.  This interface also provides 
capabilities for setting individual node parameters such as 
sensor alarm thresholds. Figure 5 shows a screen shot of the 
TCA application working in conjunction with multimedia 
visualization windows.      Figure 5 Tactical Control Application 
 
 

APPLICATIONS TO TELEMETRY 
 
Most telemetry is currently carried via direct point-to-point links, typically using high-gain 
directional antennas to boost range and signal strength.  Occasionally these links are relayed via one 
or more intermediate communications nodes, e.g., chase aircraft, intermediate ground stations or 
satellites.  Modern systems will employ clusters of UAVs, multiple linked ground vehicles, groups 
of munitions, or combinations of several types of platforms.  These test articles and their telemetry 
collection platforms will be changing their spatial relationships and their connectivity options 
dynamically.  An ad hoc network architecture can provide a means for automatically supporting 
these dynamic communications environments to maintain network connectivity and provide 
uninterrupted telemetry. 
 
 

CONCLUSIONS / SUMMARY 
 
This paper presented an overview of ad hoc networking concepts.  A summary of five routing 
protocols illustrated some of the key issues involved in learning, using, and maintaining multihop 
routes in an autonomous system of nodes.  Numerous other protocols exist and continue to be 
refined even as new protocols are being developed.  Two major communication complexities 
addressed by ad hoc networks, namely mobility and signal propagation effects, were introduced, and 
some of the ramifications of these complexities were discussed.  Potential solutions to mitigate these 
complexities by using directional antenna techniques were shown to raise some new issues and 
complexities of their own. 
 
To illustrate the utility of ad hoc networking, several implementation examples were discussed.  Ad 
Hoc networking in support of a small UAVs, telemedicine and a commercial telecommunications 
application were outlined, and an  Ad Hoc Networked Battlefield Sensors system implementation 
was discussed in some detail.  Finally, the potential use of ad hoc networking in telemetry systems 
was briefly described. 
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