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ABSTRACT

The Range Instrumentation and Control System (RICS) is the twenty-first century replacement for an
aging time-space-position information (TSPI) distribution and collection system used by the 46th Test
Wing at Eglin AFB, Florida. The purpose of the RICS is to collect TSPI and distribute it across a wide
area network in real-time. It will utilize a multi-threaded C++ program on VxWorks (a real-time
operating system by Wind River Systems) to acquire TSPI from a radar system. The acquired data will
be multicast to several local area networks where the data will be recorded and displayed in real-time
using a Java program on the Linux operating system. This paper describes the design process and design
rationale for developing a distributed, real-time, heterogeneous system.
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INTRODUCTION

Due to the extensive damage to test sites on Santa Rosa Island during Hurricane Opal in October 1995,
the 46th Test Wing (46TW) at Eglin AFB decided to consolidate the actively used test sites. This
decision was made in part due to the excessive cost of rebuilding and repairing facilities, but also to
acquire sites capable of providing more generalized mission support. When completed, the Santa Rosa
Island Reconstitution Program will consist of three Focus Test Sites and the 300 foot Open Air-
Hardware In The Loop tower.



As part of the Santa Rosa Island Reconstitution Program, 46TW chose the Freeman Computer Science
Center (96CG/SCW) to design and develop a replacement for the antiquated Universal Data System, a
time-space-position information (TSPI) collection and distribution system. For twenty-five years, the
Universal Data System has captured radar data at rates ranging from 10Hz to 60Hz and distributed the
data at rates between 3600 bps to a maximum of 244 Kbps. The primary consumer of the data is Eglin’s
Central Control Facility (CCF). The CCF records and displays data in real-time for test-item customers,
and it ensures that Eglin AFB and the surrounding areas are safe during live-fire tests.

The Range Instrumentation and Control System (RICS) is replacing the Universal Data System. RICS is
a distributed, heterogeneous system which will collect, format, record, and verify hi-fidelity real-time
data available at each of the Focus Test Sites. It will dramatically increase the 46TW’s ability to collect
and distribute data in real-time. This paper describes the design process and design rationale for
developing a distributed, real-time, heterogeneous system.
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Figure 1.  Overview of the Eglin Testing Network

SYSTEM DESCRIPTION

To better understand the design of RICS, a description of the Santa Rosa Island infrastructure follows.
The Eglin Testing Network  is composed of the mainland network of Eglin AFB (ENet) and the network
of the Santa Rosa Island (INet). For the purposes of the RICS project, the ENet consists of the CCF local
area network (LAN) and the Microwave Center. The INet consists of three focus-test-site LANs
interconnected via fiber-optic cable and an INet hub (at test site A10). The INet hub is connected to the
Microwave Center hub using fiber-optic cable buried beneath the Santa Rosa Sound, thus providing a
link between the ENet and the INet. Figure 2 shows the components of the INet and the ENet.
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Figure 2.  Overview of the Network Components in the Eglin Testing Network

RICS is functionally and physically divided into two parts: a data collection device, the Data Interface
Adapter (DIA), which will be physically connected to a radar system; and a command and control
interface, the Range Instrumentation Console (RIC), which will be located in a control building. The
data collected by a DIA is distributed to all listeners on the Eglin Testing Network. Listeners include
other DIAs, RIC computers, and the CCF. One or two DIAs may be used at a focus test site during a
mission. A DIA is transportable and may be used at any focus test site; therefore, a DIA may not
permanently reside at a focus test site. The RIC software displays data during a mission, and a RIC
operator uses the software to configure one or more collocated or remote DIAs.

In addition to the RIC and DIA other components of a focus test site include a Cisco 7204 router, a
Cisco 2924 Ethernet switch, an Alcatel 1603/12 SM OC-12 shelf equipped as an OC-3 multiplexor
(MUX), a video switch, one to three VBricks, and four KG-95-2 encryption devices. Figure 3 shows the
components of a focus test site.



The video switch and three VBricks are used to transmit up to three distinct video streams using the
digital network. A video stream is multicast at a rate of 2.5 Mbps on the Eglin Testing Network and can
be received and displayed by any workstation with MPEG capable software; or it can be received by
another VBrick and displayed on an analog monitor and recorded to a video medium.

KG-95-2 encryption devices are used between the router and OC-3 MUX to ensure data confidentiality
between focus test sites and the CCF.
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Figure 3.  Components of a Focus Test Site

DESIGN POSSIBILITIES

We were presented with three interesting challenges when designing RICS. First, how to distribute data
in real-time; second, how to remotely operate a DIA; and finally, how to maximize the longevity of the
system. In this section, we present the pros and cons of the solutions to each challenge.  In the following
section, we will present our solution.



Challenge #1—Real-Time Data Distribution

The real-time constraints for TSPI must be met in order to ensure the integrity of test measurements and
the safety of Eglin AFB and the surrounding areas. For the RICS project, we characterize a real-time
system as predictable and timely. The Universal Data System and the RICS are soft real-time systems.
(Note: For the RICS project, a soft real-time system is a predictable system in which the failure of a
single sample to arrive within the timing constraints does not lead to system failure. A complete
explanation of soft and hard real-time systems, however, is beyond the scope of this paper.) Historically,
the time constraints for real-time data have been dictated by the frequency of data generation so that no
buffering of data occurs. For example, given a radar system that produced data at 50 Hz intervals, the
receive time of a 640 bit message should be less than 20 ms. Because of the age of the Universal Data
System, the data rate has ranged from 3600 bps to 224 Kbps. Given this low data rate, the receive time
has largely been a function of the data rate and not the end-to-end data processing.

For RICS, we define the receive time as the sum of the time required to collect data at a DIA, the time
required to process data at a DIA, the transmission time through the Eglin Testing Network, and the time
required to process data in the CCF. The minimum data rate in the Eglin Testing Network is 100 Mbps,
therefore the effect of the data rate on the receive time is almost negligible when compared to the data
rates of the Universal Data System. Furthermore, if the minimum speed of a DIA processor is 800 MHz,
the processing of 640 bits of data is almost negligible as well. Therefore, with a maximum data
generation rate of 60 Hz and a maximum message size of 180 bytes (including protocol headers), the
criticality of compact, efficient code in meeting the existing timing constraints is greatly minimized. We
do not advocate inefficient code; rather by understanding the nature of the system and the design
constraints, emphasis may be placed on  developing the best design. This freedom led us to consider a
CORBA real-time event service, the NDDS publish-subscribe protocol, and UDP for data distribution.

CORBA Solution

CORBA (Component Object Request Brokering Architecture) is a software component architecture
designed for heterogeneous, distributed systems [1]. It is independent of programming languages,
operating systems, and networking protocols. We considered the CORBA event service as a means of
distributing data from a DIA in real-time to data listeners. We felt that the high level of network protocol
abstraction in CORBA would make the design and implementation of our software clean and
straightforward. However, the standardized CORBA event service is not suited for real-time use; and at
the time of our design, the Object Management Group (OMG) standardization process for the real-time
event service was not complete. We did consider a non-standard real-time event service used by The
ACE ORB (TAO) [8]. However, based on the results in [3], we were concerned that the ease of use
would not balance the level of processing overhead and packet header information introduced by the
object request broker (ORB) and the IIOP protocol given that our data packets are less than 960 bits.
Finally, a high priority task of the DIA is to time stamp the data generated by the radar, and we were
hesitant to give the DIA the potentially processor-burdening task of managing the object references for
every data object that it generated.



NDDS

We also considered NDDS by Real-Time Innovations [7] as a means to distribute real-time DIA data.
NDDS is network middleware for distributed real-time applications. It is based on a publish-subscribe
model, and it seemed ideal for our application because RICS is a real-time publish-subscribe system.
NDDS also provides a means to specify quality of service and reliability goals. Despite these ideal
features, we were concerned with the cost of NDDS and the proprietary design.

Multicast UDP

Our final consideration was to multicast DIA data in UDP packets. In order to develop a scalable,
bandwidth-efficient system, multicasting data was an important feature. However, we were concerned
with the connectionless nature of UDP. Unlike the connection-oriented TCP, the UDP does not
guarantee arrival or ordered-arrival of packets. However, given the available bandwidth and our
bandwidth requirements, we speculated that contention would not be a critical factor. To test our
hypothesis, we built a test network consisting of a Cisco router connecting four 10 Mbps subnets. One
subnet contained a simulated DIA as a data source, and a second subnet contained a node that acted as a
data sink. The third and fourth subnets contained nodes that sent and received data and video as cross-
traffic. When transmitting 100 byte data packets (excluding protocol headers) at 10 Hz, we observed no
loss of data, no data arriving out of order, and only a 1% difference in arrival times. Therefore, we
estimate with some degree of confidence that multicasting UDP packets will suffice.

Challenge #2—Remote Operation of a DIA

A primary task of the RIC software is to provide a facility for the operator to control and configure a
DIA, which may or may not be resident at a focus test site. We considered two solutions. First, we could
develop a client-server solution where the RIC would issue a set of predefined commands to a server on
the DIA. But we knew that this was a very labor-intensive solution. The second possible solution was to
use CORBA to expose the necessary objects on the DIA to the RIC. This seemed like the obvious
choice; but in order to develop a reliable system, we could not tolerate a single naming service, and
thereby a single point of failure, in our system. We considered a federation of naming services, but were
concerned about the complexity of this solution.

Challenge #3—System Longevity

Given the amazing progress of technology, it may seem that attempting longevity is almost a laughable
task. But because the Universal Data System has been in use for twenty-five years, we felt that it was
necessary to build a long-lasting system, if possible. To this end, we adopted two simple but important
principles:

• when possible use a vendor independent solution,
• stick to the standards.



OUR SOLUTION

To solve the challenges, the RICS design team incorporated aspects of the above technologies to form
one complete solution.

Solution #1—Real-Time Data Distribution

It was difficult to determine the best solution to distribute real-time data. We liked the CORBA solution
because the resulting system would by highly extensible, but using a non-standard real-time event
service and potentially designing a single point of failure with the naming service did not make sense.
NDDS seemed to be a straightforward solution, but it contradicted our longevity principles. Therefore,
we chose the UDP and IP multicast solution because it is simple and introduces the least amount of
header information and processing overhead. However, we are concerned with the scalability of this
option.

To minimize the risk of our uncertainty, we chose to use the Proxy pattern [2] to implement the transport
functions of the DIA. By using this pattern, a client object can send and receive data through the
TransportProxy without knowledge of the transport protocol (see Figures 4 and 5). If necessary,
this will give us the freedom to try alternate transport solutions without modifying the client objects.
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Figure 4.  Object Model for the Proxy Pattern
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Solution #2—Remote Operation of a DIA

To solve the challenge of remote DIA operation, CORBA seemed like the obvious choice. It provides a
straightforward facility for the RIC software to access objects that reside on a DIA. So, to resolve the
fault tolerance problems, we do not use the naming service. Rather, to a known IP address each DIA
periodically multicasts the stringified Interoperable Object Reference (IOR) of a manager object. This
manager object exposes the methods and properties necessary to configure and operate a DIA. The RIC
software simply “listens” for the stringified IOR from the IOR IP address and maintains a hashtable of
the available DIAs and their IORs. For each DIA, the ORB used by the RIC software can use the IOR to
locate the manager object. Fortunately, the number of configuration and operation methods are few, so
this method is not cumbersome. Besides its simplicity, this method provides a level of security with only
the necessary DIA operations exposed.

Solution #3—System Longevity

To adhere to our longevity principles, we chose to write the RIC software in Java for the Linux
operating system, and the DIA software in C and C++ for the VxWorks operating system. In addition,
the DIA uses TAO, and the RIC uses the JacORB [5] object request broker. Linux, TAO, and JacORB
are open-source components. By possessing the source code, we are not bound by vendor decisions such
as discontinued support of a product or a required upgrade. In addition, we have found that open-source
software tends to be more secure because it has been tested by a large audience.

Traditionally, a platform specific library such as MFC, OWL, Motif, or GTK would be required to
develop the graphical user interface. By choosing such a library, we constrain ourselves to a single
operating system. We chose Java for the RIC software so that we remain platform independent.
Theoretically, the RIC software should run on any platform with a Java Virtual Machine. Admittedly
other cross-platform libraries are available, but none have the support of Java.

We only deviated from our longevity guidelines in choosing VxWorks [12], a proprietary real-time
operating system by Wind River Systems. Another project within our organization is using VxWorks, so
we chose VxWorks to remain consistent. In addition, VxWorks has broad support in the embedded
systems community, and the Tornado II integrated development environment by Wind River has several
useful development and debugging facilities.



CONCLUSION

A requirement for “real-time" performance does not exclude one from using new software technologies.
By having a proper understanding of the network and the real-time goals, one can effectively use
advanced technologies when designing a heterogeneous, distributed, real-time system. We expect our
combination of CORBA, Java, C++, Linux, and VxWorks will meet our design goals, minimize
development time, minimize maintenance time, and lead to a long-lasting system.
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