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ABSTRACT

The Range Commanders Council (RCC) Range Safety Group (RSG) is conducting a study into the next
generation of ground-based flight termination technology, known as the Enhanced Flight Termination
System (EFTS) study. The study was initiated by the RCC in April 2000 and scheduled to be complete
in March 2002. The Government is performing the study with support from contractors and academia. In
addition to the RSG, the Telemetry Group, Frequency Management Group, Telecommunications and
Timing Group of the RCC support the study. Additionally, the National Security Agency is providing
key support along with vendors who design, build, and test range safety systems. This paper will
describe the background, goals, and current status of the study.
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NOMENCLATURE

AFFTC Air Force Flight Test Center
DFRC Dryden Flight Research Center
DOD Department of Defense
EAFB Edwards Air Force Base
EC Executive Committee
EFTS Enhanced Flight Termination System
FMG Frequency Management Group
FTS Flight Termination System
FTSC Flight Termination Standing Committee
MRTFB Major Range and Test Facility Base
NASA National Aeronautics and Space Administration
NSA National Security Agency
NTISSP National Telecommunications and Information Systems Security Policy



RCC Range Commanders Council
RSG Range Safety Group
TG Telemetry Group
TTG Telecommunications and Timing Group
UAV Unmanned Aerial Vehicle

INTRODUCTION

Range Safety is used to provide definitive, quantifiable criteria to evaluate the risk to people and
property from potential hazards related to flight operations on or originating from national test ranges.
To prevent unmanned test vehicles from leaving controlled airspace, a mechanism called a flight
termination system (FTS) is generally used. The FTS’are designed and tested to be extremely reliable
and independent systems used by a range safety officer to halt forward motion of an errant vehicle by
placing it in a condition of zero lift (nominally) and zero thrust to establish a known impact point or
debris footprint. The type of termination action can vary from the use of a parachute to an explosive
charge that destroys the vehicle. Activation of these systems (to date) is through a series of sequenced
analog tones generated and amplified by a high-power transmitter.

The FTS, which was developed in the early 1950s was found to work well for many years. In the era of
high-altitude, long-endurance unmanned aerial vehicles (UAV), the system presented some
unanticipated interference issues. Specifically, high-altitude UAVs have line-of-sight to FTS
transmitters that could negatively affect the FTS on board the vehicle by introducing interference or
unintended commands. In addition, long-endurance vehicles allow for this vulnerable situation to last for
many hours. For years (and even today), Range Safety relied on the frequency management
deconfliction system to handle occurrences of the use of similar frequencies. With these newer types of
vehicles and missions, it was found that the line-of-sight potential was not addressed and deconfliction
with other uninvolved ranges was not considered or coordinated.

Based on this and the antiquated technology being used, it was recognized that studying the use of a
more sophisticated technology that prevented this type of interference and provided more security for
FTS was imperative. In order to provide a solid team that could look at all issues surrounding the
implementation of a new system, NASA-Dryden Flight Research Center (DFRC) and the Air Force
Flight Test Center (AFFTC) at Edwards AFB, California, decided to use the Range Commanders
Council (RCC) forum as the mechanism to coordinate this endeavor.

The RCC was founded in August 1951 upon the recommendation of the Commander, Naval Air Missile
Test Center, Point Mugu, California, to the Commanding General, White Sands Proving Ground, New
Mexico, and the Commander, Patrick AFB, Florida. The RCC is now made up of members representing
all of the DOD major range and test facility bases (MRTFB) and NASA launch and flight research
facilities. The RCC structure consists of the Range Commanders, Executive Committee (EC), standing
and ad hoc groups as may be established, and the Secretariat. The RCC was organized to preserve and
enhance the efficiency and effectiveness of member ranges, thereby increasing their research and
development, operational test and evaluation, and training and readiness capabilities. The scope of the
RCC is to:

a. Resolve common problems
b. Discuss common range matters in an organized forum
c. Exchange information thereby minimizing duplication
d. Conduct joint investigations pertaining to research, design, development procurement, and

testing



e. Coordinate major or special procurement actions
f. Develop operational test procedures and standards for present and future range use
g. Encourage the interchange of excess technical systems and equipment

In alignment with this scope and the objectives of the RCC, one of the standing groups within the RCC,
the RSG (and its subcommittee, the Flight Termination Standing Committee [FTSC], developed a task
to study robust command link message formats and modulation methods for FTS’. Several other groups
within the RCC were also consulted to be part of the study team. These groups include the
Telecommunications And Timing Group (TTG), The Frequency Management Group (FMG) and the
Telemetry Group (TG). In addition to these RCC groups, the National Security Agency (NSA),
academia, and industry experts were solicited to join the Enhanced Flight Termination System (EFTS)
team.

A key objective of the EFTS study is to examine improved security. The RCC FTS Commonality
Standard 319-99 traces security policy for space launch vehicle FTS’to two documents. The first is the
National Telecommunications and Information Systems Security Policy (NTISSP) No. 1 “National
Policy on Application of Communications Security to U.S. Civil and Commercial Space Systems,” dated
17 June 1985. The second is the National Security Telecommunications and Information Systems Policy
(NSTISSP) No. 100 “National Policy on Application of Communications Security to Command Destruct
Systems,” dated 14 September 1999. To update these documents so that a clear and definitive
understanding could be obtained for the intent of these policies in light of today’s launch missions, a
new document was drafted and approved. This superseding document is the NSTISSP No. 12 “National
Information Assurance Policy for U.S. Space Systems,” dated January 2001. This policy and associated
RCC requirements are the basis for determining the use of secure and nonsecure FTS’today.

GENERAL/PURPOSE

RS-38 Task lists the scope and specific objectives that are summarized here; some objectives have been
combined for clarity.

- Security, including protection against unintended commands, and selectable termination for
simultaneous multiple operations

- Use of the radio frequency spectrum including different frequency bands

- Impact on existing ground and airborne (including failsafe) equipment

- Impact on transmission and processing time (latency)

- Maturity and reliability of anticipated technologies and design solutions

- Immunity to interfering signals

- Cost

In order to accomplish these objectives, the task has been structured in a phased approach. The phases
are being conducted serially. For example, Phase I and Phase II must be accomplished to get the
required value out of Phase III and Phase IV. The results of each of the phases will culminate in a report
describing the salient facts and outcome of the effort with appropriate recommendations. The task will
also provide an estimation of cost and provisions required to allow each range to continue the use of the



legacy system in conjunction with the new approach. The FTSC-recommended approaches will be used
to perform modeling and simulation for the next generation of flight termination command links.

The EFTS schedule is predicated on several factors, the most significant being resource availability. The
personnel supporting this study are primarily providing part-time support. As this support is instrumental
to the success of the study, the lack of full-time participation increases the length of time needed to
complete the task. Based on the limited expertise in this field, this is not a case where it is possible to
shorten the schedule by increasing funding.

SCHEDULE

FUNDING

Funding for this study has primarily been provided by both the NASA-DFRC and the AFFTC.

PHASE I - REQUIREMENTS DEFINITION/RANGE INFRASTRUCTURE STUDY

Requirements were defined to provide a guideline for the study. The requirements analysis was
conducted by visiting a representative sample of the different communities involved with the FTS. The
different users of the FTS are tactical vehicles, remotely piloted vehicles (RPV), unmanned serial
vehicles (UAV), full-scale and subscale targets, sounding rockets, and expendable (ELV) and reusable
launch vehicles (RLV). Each of these users has unique requirements that need to be addressed. For
instance, the UAV community generally uses large geographical areas expanding over several ranges
with the FTS, all remotely controlled, whereas the Access to Space community (Eastern and Western
Ranges) is able to cover their vehicle from a single range, but require larger slant ranges and, therefore,
higher transmitter power.

The requirements definition effort focused on researching the existing standards and directly interfacing
with the range safety community to determine current requirements that had to be addressed in any
proposed new FTS technology. A baseline version of design guidelines was generated from the
requirements analysis. The purpose of these guidelines was to provide the basis for an Enhanced Flight
Termination Receiver (EFTR) and the associated ground support equipment. Due to the nature of the
study, the Design Guidelines are a living document and will be updated as required based upon new
information.

The FTS ground infrastructure for all of the MRTFBs was researched and documented in the Phase I
report which was released on 15 September 2000. The information gathered clearly shows that the
current ground systems supporting the MRTFBs share the same core capabilities. In addition, with
minor modifications, all ground systems can be upgraded to use certain types of digital techniques.



Coordination with all of the MRTFBs is important to ensure that if a new technology is proposed, that
those bases are capable of supporting the upgrade technologically.

The information on the airborne flight termination receivers shows that there is a common set of
requirements or guidelines that can be defined for the entire range safety community supported by the
RCC. Phase II and III are expected to demonstrate that these requirements can be met.

PHASE II - TECHNICAL ASSESSMENT

The objective of Phase II was to perform an assessment of all potential technologies without regard for
their current application. An extensive assessment of current analog and digital modulation techniques
was explored and analyzed.

The method used to perform the assessment was to generate technical approaches. These approaches
were developed with the aid of a description guide and evaluation criterion. By utilizing this method,
each proposed technical approach would address the same requirements and could be judged upon a
standard measure.

The EFTS team understood that there were many qualified sources for generating valid approaches for
an EFTR and the associated ground equipment. The three sources were vendors, EFTS team members,
and the MRTFBs.

Soliciting vendors who currently manufacture flight termination receivers and vendors who manufacture
the ground support equipment was imperative. Also solicited, through the Commerce Business Daily
(CBD), were any other vendors who had an interest in the field of flight termination. To explain the
goals and purpose of the EFTS study, an Industry Day was held at NASA DFRC on 8 November 2000.
Invitations were sent out to vendors who had expressed an interest in the CBD synopsis to ensure
maximum participation. Following the Industry Day, vendors were contacted to determine their interest
in developing a potential approach.

The developers were asked to submit descriptions of their approaches following the format established
in the description guide. A list of these and their authors are included in Table 1

TABLE 1.  CONTINUOUS PHASE FREQUENCY SHIFT KEYING

Approach Author Title
1 BAE/Cincinnati Electronics Bi-Phase Frequency Shift Keying (FSK) Approach
2 EFTS Team Bi-Phase-level CPFSK * Technique
3 BAE/Cincinnati Electronics Enhanced High Alphabet Approach
4 L-3 Communications - Conic Division Enhanced Secure Flight Termination System Technique
5 System Planning Corporation Non-Coherent 3 of 13 Tone Messaging
6 EFTS Team Pseudorandom Code Technique
7 EFTS Team Scalable 3-DES Encrypted BPSK Modulated Technique
8 AIIM L-Band Command Destruct

Table 1.* Continuous Phase Frequency Shift Keying (CPFSK) is used synonymously with pulse code modulation frequency
modulation (PCM/FM). PCM/FM is the term widely used in the telemetry community.



PROPOSED EFTS APPROACHES

To provide explanations of the descriptions, a conference was held to provide a forum for presentation
of approaches, inviting all interested parties. At this conference, the vendors and EFTS team presented
their approaches and answered pertinent questions. Due to comments made prior to the presentation
meeting and at the presentations, it was determined that the method of pursuing a single approach was
not the optimum evaluation technique. The evaluation team made the decision, prior to evaluating, to
select beneficial characteristics from the different approaches submitted. This allowed the evaluation
team the option of combining different elements of the approaches into a composite recommendation.

The final step in the Phase II technical assessment was the evaluation of the technical approaches. The
evaluator’s independent evaluations were consolidated and a meeting was held to arrive at a consensus
recommendation on which of the technical approaches to perform further analysis in Phase III of the
study.

After evaluating the proposed seven approaches and discussing the advantages, disadvantages and risk,
the modulation schemes that were determined to warrant additional analysis in Phase III were the
CPFSK and Modified High Alphabet schemes. These schemes were chosen based on their attributes
from various perspectives including the overall system, environmental considerations, performance, and
human factors.

The decision was made to not pursue the Binary Phase Shift Keying (BPFSK) or the Code Division
Multiple Access (CDMA) methods because of the inherent problems associated with coherent schemes.
Currently, it is believed that the FTS radio frequency (RIF) environment is characterized by significant
Doppler shifts, high-phase noise, and significant co-channel interference. None of these characteristics
define a friendly environment for coherent schemes. Thus, if a coherent scheme were to be used,
sophisticated signal processing would be required to overcome these impairments. A further
complication is the preference to reduce the cost of upgrading range infrastructure by retaining the
existing nonlinear power amplifiers.

To build the data format and determine the security technique for EFTS, all of the approaches will be
examined during Phase III to find the optimum solution.

PHASE III - TECHNOLOGY DEMONSTRATION

The technology demonstration phase will go a step beyond traditional study methods to provide
verifiable answers to complex questions. The candidate solutions to be further explored in Phase III are
modified high alphabet and CPFSK modulation schemes. A lifecycle cost analysis will be developed for
these solutions to ensure that cost impacts are identified and provided to the range safety community.

Other activities taking place during Phase III will be development of software models, RF analysis
testing, studies, and operational concepts. All of these activities will be investigated upon implementing
the new FTS approach. A more detailed explanation of Phase III can be found in the ITC 2001
proceedings paper, “EFTS Study. Phase II and III Status”.



PHASE IV - RCC STANDARDS RECOMMENDATION

The final product of this study will consist of performance specifications for EFTS ground-based
transmitters and airborne receivers. In addition, recommended standard updates to RCC 319-99, RCC
313-XX, etc, will be provided to the RSG FTSC for review. It is anticipated that these recommended
standard updates could be the starting point of a new or supplemental RCC document.

The Phase IV efforts will be started prior to the completion of Phase III. The draft performance
specification will not be completed until after the completion of the Phase III draft report. This provides
the RSG FTSC members with the information of the study concurrent with the draft specification.

FOLLOW-ON ACTIVITIES

As the EFTS study progresses the team is concurrently investigating funding sources and developing an
implementation plan which will lead to deployment of the EFTS system on the national ranges. This
plan will include development of first articles for both the airborne and ground segments of the EFTS
and integration of this hardware on selected ranges for testing and evaluation. The test ranges selected
will provide a cross section of the range safety mission including space lift, ballistic missile, and UAV
operations. The team proposes to conduct actual flight testing of the EFTS hardware with equipment
instrumented and carried as payload/experiments on representative vehicles. Potential sources of funding
and manpower for the follow-on effort include direct DOD/NASA sponsorship or partnering with
existing DOD development and upgrade programs. Currently under consideration for participation is the
Central Test and Evaluation Investment Program (CTEIP), Joint Advanced Missile Instrumentation
(JAMI) program. The goals of JAMI include development of a package of integrated instrumentation
components for applications in tri-service small missile test and training. Components developed will
support telemetry, time-space-position information (TSPI), and flight termination and end-game scoring
in a low-cost, modular package that will allow worldwide test and training.

SUMMARY

The EFTS task will provide the Range Safety community and the range user with information and
specifications for the design, development, and testing of an enhanced range safety system incorporating
improved security and robust command link message formats using digital modulation techniques. The
study, as it exists today, represents a well defined, technically sound approach which has and will
continue to meet all cost and schedule milestones. This system once fielded will provide the national
ranges an affordable and supportable advanced command destruct capability for the future.
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