
The Impact Of Wireless Security Protocols
on Post Processed Telemetry Data Transfer

Item Type text; Proceedings

Authors Kalibjian, Jeffrey R.

Publisher International Foundation for Telemetering

Journal International Telemetering Conference Proceedings

Rights Copyright © International Foundation for Telemetering

Download date 19/05/2023 15:31:03

Link to Item http://hdl.handle.net/10150/606320

http://hdl.handle.net/10150/606320


 
The Impact Of Wireless Security 

Protocols on Post Processed Telemetry 
Data Transfer 

 
 

Jeffrey R. Kalibjian 
Hewlett Packard Corporation 

 
 

ABSTRACT 
 
Commercial wireless protocol use (e.g. Wireless Access Protocol, Bluetooth, etc.) is 
becoming widespread as the demand to access computing devices in remote locations 
grows.  Although not widely prevalent today, wireless access of post processed telemetry 
data will become a common activity.  Essential to the use of such a capability is the 
security of the wireless links involved in the data transfer.  Each wireless protocol has an 
associated security paradigm.  Some protocols have stronger security schemes than others 
and this should influence protocol selection for particular telemetry data transfer 
applications. 
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INTRODUCTION 
 
Today there are many wireless protocols used to communicate digital information.  All 
utilize security schemes. After reviewing the various wireless protocols and their security 
paradigms (e.g. Wireless Transport Layer Security) examples will be given of how they 
might be deployed to transfer post processed telemetry data in a remote field operation. 
 

THE 802.11 STANDARD 
 
The IEEE 802.11b Wireless Local Area Network [1] (WLAN) standard operates in the 
2.4GHz unlicensed Radio Frequency (RF) band.  It has a theoretic maximum 
transmission rate of 11 Megabits per second (Mbps), although dynamic rate shifting 
allows data rates to be adjusted down for noisy conditions (anywhere from 5.5Mbps to 1 
Mbps).  802.11b uses either Frequency Hoping Spread Spectrum (FHSS) or Direct 
Sequence Spread Spectrum (DSSS). The standard defines only the bottom two levels of 
the Open Systems Interconnection (OSI) model (the physical and data link layers).  The 
802.11b standard implies two modes of operation.  The first is peer to peer mode (also 
known as “ad hoc” mode) in which wireless nodes directly communicate.  The second,  
requires two pieces of equipment to operate: the wireless node and an Access Point (AP) 
which acts like a hub between the wireless systems and a wired network (Figure 1).  This 
mode of operation (also known as “infrastructure” mode) is the more familiar 



client/server infrastructure where the hub acts as bridge to the wired network.  Access 
points typically have ranges of 20 to 100 meters. The IEEE has also already issued a 
specification for 802.11a, which will operate at 5.7GHz and support a 54 Mbps data rate.  
The 802.11b, and 802.11a high data rates do come at a cost, to support the data rates, 
fairly medium to high power is required. 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 1.  A simple 802.11b network architecture 
 
 
 
 
 

802.11 SECURITY ISSUES 
 
Before utilizing the AP, the wireless client and the AP must establish a relationship 
known as an association.   This is actually a process in which the client goes through 
three phases with respect to the AP:  
 

• Unauthenticated and unassociated – not connected. 
 

• Authenticated and unassociated – A client can listen to identify access points 
within range or actually send out specific requests to find an access point.  
Information is exchanged (known as management frames).  There are two types 
of authentication open system authentication in which anyone is authenticated, or 
Shared Key authentication, which uses a classic challenge/response paradigm. 
 

• Authenticated and associated – After being authenticated the client sends an 
association request frame; then after receiving the association response frame the 
client is on the wireless network. 

 
 
Privacy is achieved by use of what is known as Wired Equivalent Privacy (WEP) [2].  
This involves the use of a shared key, and the RC4 encryption algorithm.  When a frame 
is to be sent a CRC (i.e. checksum) of the frame is calculated an it is appended to the 
frame.  Next a 24 bit Initialization Vector (IV) is chosen and append to the shared key to 
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form what is known as the “per packet” key.  This entity is used to derive a RC4 key 
schedule.  RC4 is used to generate a key stream equal to the length of the frame payload 
and the CRC.  The sender will exclusive OR the generated key stream against the 
plaintext payload data and CRC.  The sender also inserts the IV into the appropriate field 
in the frame header and marks the frame as encrypted.  A receiver checks to see if the 
frame is marked as encrypted.  If so, it will extract the IV and append it to its copy of the 
shared key to generate the per packet key and subsequent RC4 key schedule.  RC4 is 
applied to the schedule to produce a key stream the length of the packet’s encrypted 
payload.  The key stream is then exclusive ORed against the encrypted payload to extract 
the plaintext.  The receiver can then recalculate the CRC and compare it to the decrypted 
CRC value to insure that data drop out or data tampering has not occurred. 
 
While a key length of 40 bits makes the RC4 algorithm vulnerable to brute force attack; 
upping the key length to 128 bits eliminates this direct risk.  However, the overall WEP 
scheme is still vulnerable.  RC4 being a stream cipher is susceptible to the following 
effect: encrypting the same two messages under the same IV can reveal information 
about both messages.  IV’s end up being re-used due to poor IV management techniques 
or simply exhausting the 24 bit IV space due to heavy traffic at the AP.  There have been 
various proposed fixes for these problems.  The IEEE formed a committee to address 
these vulnerabilities (known as the 802.11 Task Group I).  Their proposed solution 
involves using new ciphers (TKIP and AES) that afford for packet integrity and 
confidentiality.  Some vendors are now shipping equipment that use the new ciphers and 
better authentication mechanisms that utilize the Extensive Authentication Protocol 
(EAP).  The EAP work was done by the IEEE 802.1X committee. 
 

BLUETOOTH 
 
The Bluetooth [3] [4] standard also makes use of the 2.4GHz frequency range.  Blue 
tooth frequency hops (Frequency Hop Spread Spectrum), FHSS. The operating frequency 
range is cut into 79 channels that must be used in a pseudo random pattern ( no more than 
.4 second use per channel in a 30 second period).  This frequency hoping effect 
sometimes makes Bluetooth a little more impervious to interference than 802.11.  
Operating range for Bluetooth devices is approximately 10 meters (although 20 to 30 
meters have been reported in “clean” environments) with a maximum data transfer rate of  
723.3Kbps.  Bluetooth and 802.11 can coexist in the same environment; but the potential 
does exist for them to interfere with each other.  Bluetooth is essentially intended to 
replace cables between devices (due to its limited range and low power requirements). 
 
Bluetooth has a fairly extensive protocol stack beyond the radio layer described above, 
there is the physical Baseband layer which manages physical channels and links in 
addition to providing other services like error correction, hop selection, and security.   
The Baseband protocol is implemented as a link controller that is managed by the next 
layer up in the stack, the Link Manager.  The Link Manager handles link initialization 
and configuration.  It uses a Link Manager Protocol (LMP) to talk to other Bluetooth link 
managers.  The LMP utilizes many protocols that accomplish such things as 
authentication, encryption, timing and clock functions, etc.  The next layer is known as 



the Host Control Interface (HCI) layer.  It provides a command interface to the Baseband 
controller and the Link Manager.  The Logical Link Control and Adaptation Protocol 
(L2CAP) provides connection oriented (Synchronous Connection Oriented, SCO) and 
connectionless (Asynchronous Connectionless, ACL) data services to upper level 
protocols.  Finally, the RFCOMM Protocol layer provides emulation of serial ports over 
the L2CAP Protocol.  Higher level networking protocols like IP, TCP, UDP maybe run 
on top of the Bluetooth protocol stack. 
 

BLUETOOTH SECURITY 
 
Bluetooth has three different security modes [5] [6].  In mode 1 the device will not 
initiate any security.  In mode 2 no security is initiated until connection establishment on 
the L2CAP level.  This implies security will be carried out at a higher application level.  
In mode 3 security procedures are established before a link is completed.  Bluetooth 
devices use a combination of a Personal Identification Number (PIN) and a Bluetooth 
address to identify devices.  In mode 3 both authorization (i.e. a device must be 
authenticated) and privacy (data secured going between two devices) are implied.  128 bit 
keys are used for authentication and encryption.  Key initialization and exchange must 
occur a priori before devices can securely communicate with one another.  This process 
occurs in several steps. First and initialization key is generated after a PIN is input to the 
device (the PIN can also be stored in non-volatile RAM on the device).  Next, 
authentication of the devices is accomplished via a challenge response paradigm.  After 
this a link key is generated and exchanged; then, the link key is used to derive an 
encryption key.  The encryption key can then be used for secure peer to peer 
communication.  The encryption key can range from 8 to 128 bits.    Security concerns 
involve man in the middle type attacks were key exchange is not being done with the 
intentended peer (made a little more difficult with the reduced 10 meter operational range 
of Bluetooth) and the length of the device PIN. 
 

THE GLOBAL SYSTEM FOR MOBILE COMMUNICATION (GSM) 
 
Frustrated by the incompatibilities of analog cell systems on the European continent in 
the early 1980’s, the Europeans formed a study group called the Groupe Special Mobile 
(GSM) to develop a pan-European public cell system.  Commercial service was started in 
1991 and today GSM systems exist on every continent.  The GSM system [7] can be 
divided up into three parts, the mobile device, the Base Station that controls the link with 
the mobile device, and the Mobile Switching Center that performs the switching of calls 
between the mobile users and between mobile and fixed network users.  Mobile device to 
Base Station communication (uplink) occur over the 890-915 MHz frequency range; 
while the 935-960 MHz range is used for base station to mobile station communication 
(downlink).  Bandwidth is divided up utilizing a combination of time and frequency 
division multiple access.  The FDMA part involves a division by frequency, while the 
time division of the carrier frequencies is done using a TDMA approach. 
 
 
 



GSM SECURITY 
 
The GSM security model [8] is based on a shared secret between the mobile device 
Subscriber Identity Module (SIM) and the GSM provider.  The device is allowed access 
to the network if a random challenge issued by the Mobile Switching Center is correctly 
responded to.  The shared secret is a 128 bit key that is used to generate a 32 bit response 
and a 64 bit session key.  The session key will be subsequently used to encrypt the 
data/voice from the mobile device to the base station.  Vulnerabilities in the GSM 
security model include the ability to attack a SIM to extract the shared secret, or plaintext 
attacks on GSM frames taking advantage of the fact that GSM frames have repeated 
information in them. 
 

THE WIRELESS APPLICATION PROTOCOL  (WAP) 
 
The Wireless Application Protocol was created by the WAP Forum [9] (a consortium 
created by Motorola, Ericcson, Nokia, and Phone.com) with the goal of providing mobile 
phone devices access to the wired Internet.  A set of protocols were defined that could 
run on top of the world’s wireless phone networks.  The WAP protocol stack is 
comprised of the following layers: 
 

• The Wireless Application Environment (WAE) provides an environment for 
running applications that can display information encoded in the Wireless Markup 
Language (WML) or execute Wireless Markup Language Scripting code 
(WMLScript) 

 
• The Wireless Session Protocol (WSP) provides methods for reliable content 

exchange between client/server applications. 
 

• The Wireless Transaction Protocol (WTP) provides additional, convenient, 
transaction facilities. 

 
• The Wireless Transport Layer Security (WTLS) provides security functionality 

including authentication and privacy facilities.  This protocol is very similar to the 
Internet Secure Sockets Layer (SSL) (now known as TLS) protocol.  The essence 
of WTLS (and TLS for that mater) is exchange of material between a client and 
server entities that allows for a derivation of a secret key (also known as a shared 
secret) that is used to encrypt information between the client and server.  This is 
known as WTLS Class 1 operation.  In WTLS Class 2 the server additionally 
provides the client a certificate for authentication.  In WTLS Class 3, the client 
also provides the server a certificate.  The vulnerabilities of TLS (and hence 
WTLS) have been fairly thoroughly studied [10] and while active attacks centered 
on changing the cipher spec or key exchange spoofing are possible, overall the 
protocol is very solid. 

 



• The Wireless Datagram Protocol (WDP).  This is the transport layer that shields 
the upper layers of the protocol stack from the bearer (e.g. Circuit Switched Data, 
CSD, Simple Message Service, SMS, etc.) 

 
The implication of WAP is basically a mini web browsing environment on a cell 
phone enabled devices.  Entities known as WAP Gateways link wireless WAP 
requests into the wired Internet, allowing the mobile WAP browser a capability to 
access data placed on Internet servers that are in a WML format.  WAP Gateways can 
provide additional functionality including converting HTML based Internet data into 
a WML format data for diaply on the mobile device.   
 

LEVERAGING WIRELESS TECHNOLOGY IN THE FIELD 
 

The two wireless technologies that hold the most promise for telemetry post processing 
field analysis are clearly 802.11b and the commercial cell phone GSM network. Due to 
the relatively short range of 802.11, and the costs associated with setting up 802.11 
access points, it is suggested that the most cost effective approach maybe utilizing the 
WAP protocol stack on top of the commercial GSM network.  A caveat being that 
commercial GSM service is available at the test range. 
 
A simple field test operation utilizing WAP and GSM is depicted in Figure 2.  In this 
example test data (E1) is downlinked and collected at a receiving station (E2) that also  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 2. Simple WAP Architecture for field review of telemetry test data. 
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has computer network connectivity to data reduction and post processing facilities (E3).  
In order to make use of WAP, a WAP gateway (E5) will be set up that has access to the 
reduced data. Once the data is reduced it must be made available for WAP browsing.   
This can be accomplished by appropriately formatting the reduced data to be displayed 
using the WML language.  The WML data must be served via a standard web server (E4) 
that has been set to serve WAP MIME types.  The client WAP device (E9) obtains access 
to the WML data by utilizing the commercial phone wireless and wired networks (E7, 
E8) and dialing into a remote access server ((RAS) (E6).  The RAS server must have 
access to the network hosting the WML server.  Depending on the data speeds of the 
phone lines connected to the RAS server (and the data capabilities of the GSM network) 
data speeds will typically range from 9.6 to 40 kbps.  When General Packet Radio 
Service (GPRS) (an enhancement to GSM networks) becomes more generally available, 
data speeds will be much faster over GSM networks. 
 

CONCLUSION 
 
Wireless data technologies will revolutionize when and where we examine information.  
The most popular wireless protocols include 802.11b, Bluetooth, and GSM.  While these 
underlying wireless protocols support security, most have security holes that require 
better security paradigms (e.g. WTLS) from the higher level applications (e.g. WAP) 
running on top of the wireless infrastructure.  An example was given illustrating how 
WAP and the commercial wireless information infrastructure (GSM) maybe used to 
deliver reduced telemetry test data to wireless data devices in the field. 
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