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ABSTRACT 

The current paradigm for data acquisition and recording systems for flight test applications does 
not meet today’s demand for high reliability and timing performance. Such systems are better 
served through a network-based approach that can provide the capacity at which systems must 
acquire, record, process, and telemeter data. As with any complex system, this approach does 
have challenges. This paper describes the methods used to develop a network-centric flight test 
system, including simulators, IEEE 1588 time synchronization, network message protocols, and 
addresses the integration issues involved such as network topology and reliable latency-bounded 
throughput.  Solutions used in overcoming these integration issues in previous system designs 
are also presented. 
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INTRODUCTION 

The design for data acquisition and recording systems for flight test applications has 
predominately been influenced by the Pulse Coded Modulation (PCM) approaches in the IRIG 
106 suite of standards with good success. However, with the ongoing advances in flight 
application technologies, such as new types of test article data sources and devices that can 
produce and consume data at higher rates, the design is no longer able to scale to meet the 
demand for high reliability and timing performance that it once did. In response to these 
limitations, flight test applications are evolving to a more network-centric approach. A recent 
network-based flight test application has been developed [1] for commercial flight test. This type 
of application utilizes existing network technologies, such as Ethernet and IP, for data 
acquisition and recording, making the system easily adaptable. The use of a common message 
protocol between devices on the network increases the flexibility of the system as different types 
of devices can be easily added to the system. These devices include recorders, data processors, 
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telemetry gear, and avionics busses to name a few. The connectivity of the network also 
increases the scalability of the system as data acquisition is spread across the network reducing 
overall processing load. While the reliability and bandwidth of data transport can be affected by 
an increase in devices, much of the impact can be reduced through proper design of network 
topology. In addition, networking applications can efficiently utilize network resources by using 
multicast network messages to transport data only to those consumers interested in receiving the 
data, a capability not otherwise possible with the IRIG approach. A network-centric approach not 
only optimizes data acquisition and recording systems, but cabling complexity is reduced as 
there is no need to follow a rigid physical structure, and the same resources can be reused to 
transport both timing information and data. 

As mentioned previously, a network-centric flight test system has been developed and is 
currently being used for commercial flight test [1], proving that a network-centric design is a 
viable solution for future flight test applications.  As with any complex system, however, this 
approach does have challenges. This paper focuses on the integration issues encountered with 
such a system and presents a list of items that should be considered when developing and 
integrating a network-based flight test system. 

INTEGRATION ISSUES 

Developing a network-based system involves much preparation in the design phase as there are 
many elements that can have an impact on the system. Some of the design considerations that 
need to be addressed include the following: 

• Non-deterministic transport of IP networks 
• Distribution of timing information 
• Support for various network data rates 
• Environmental conditions to withstand 

For a detailed description of these major issues that must be addressed in order to design and 
implement a real-time network application, refer to [1].  Thinking through possible integration 
issues during this design phase increases the probability of a seamless integration and lowers the 
risk of discovering an issue late during the integration phase that requires a redesign of the 
system.  Yet even with careful planning, many issues are not revealed until the system is fully 
integrated and running in real-time. Based on previous experience developing a network-based 
system, this section will describe the integration issues that were anticipated as well as those that 
were not, and will present some helpful tips for discovering those unanticipated issues.   

Due to an aggressive schedule, many of the components for our system were developed 
concurrently and by different vendors.  Developing an Interface Control Document (ICD) for 
each component was critical to ensuring reliable communication among all the systems on the 
network as they describe the required interfaces that each component must adhere to.  Physical 
and electrical interfaces were also captured in ICDs in order to ensure proper connector mating 
and pinouts.  Establishing a rigid set of interfaces for all these components was imperative to 
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making the integration of this system successful.  The logical interfaces include a common data 
message format, a common time synchronization protocol such as IEEE 1588, and other 
common communication protocols such as SNMP, IGMP, and ICMP.    The ICDs provided the 
guidance that all partners involved needed in order to move forward with developing their 
component and eliminated the dependence on the completion of other partners’ devices.  One of 
the challenges of developing these subsystems concurrently was validating the component 
interfaces early in the design since we did not have a complete system. To overcome this 
obstacle, test tools were developed to facilitate the assessment of the network fabric and end 
nodes under network traffic representative of the real system. In particular, software-based data 
source simulators were created to generate network data at varying rates and sizes to determine 
the amount of load the network fabric and end nodes could handle. Software-based data 
consumer simulators were developed to verify that acquisition devices were producing data at 
correct rates to the proper multicast addresses. 

These software-based simulators were also useful in several other areas.  They allowed the 
individual manufacturers of data acquisition nodes and data consumers to have a “gold standard” 
of their interface early in development.  As the development of the data acquisition nodes and 
data consumers matured, the software-based simulators allowed the manufacturers to test their 
components before submitting the devices to us for more complete system-wide integration 
testing.  The software-based simulators also allowed Southwest Research Institute® (SwRI®) to 
perform initial system testing using the devices that were available at the time without having to 
wait until all devices were available.  This was critical in meeting the aggressive schedule.  
These software-based simulators were able to be developed rapidly and cost-effectively due to 
the fact that this is a network-based system and there is a wealth of software tools to quickly 
develop network applications. 

Given the complexity of the system and all the interactions required, it can be difficult to 
determine where the faults of the system may reside. There are three key aspects of the system to 
consider when integrating and troubleshooting a network-based design. In particular, 1) How the 
network affects the end nodes of the system, 2) How the end nodes affect the network, and 
3) How end nodes affect each other.  Answering these three questions can give great insight to 
addressing possible integration issues. The following sections provide some guidance to 
answering these questions. 

Impact of Network on End Nodes 

There are inherent limitations of the network transport that can impact the end nodes of the 
system. In particular, Ethernet and IP network technologies were designed to be best-effort, non-
deterministic data transports.  This affects systems that require high timing accuracy and reliable 
throughput from the end nodes. To ensure time is distributed accurately across the network, we 
employed the IEEE 1588 Precision Time Protocol (PTP) to synchronize all end nodes on the 
network.  All data acquisition units (DAUs) are able to synchronize to one grandmaster clock in 
the network with sub-microsecond accuracy.  The DAUs are responsible for timestamping the 
data as it is acquired, ensuring the most accurate timestamp.  Supporting both timing accuracy 
and high data rate transport posed a challenge in itself as, at the time of developing this system, 
there was no gigabit switch that supported the IEEE 1588 protocol. To address this setback, the 
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network topology was carefully designed so as to route the PTP timing packets to all devices on 
the network requiring high timing accuracy without the PTP packets traversing through the non-
PTP capable gigabit switch.  A sophisticated set of configurable packet filters was applied to all 
network switches, allowing for one gigabit switch to have multiple 100 Mbps uplinks from the 
switches providing network connectivity to the DAUs.  

Another characteristic of a network-based flight test system is that DAUs buffer individual 
acquired data for 10s to 100s of milliseconds before sending a packet to balance system latency 
with network efficiency.  Since individual DAUs acquire data at different rates, this results in 
consumers receiving data from the network that is out-of-order as well as a non-continuous flow 
of data. This is problematic for real-time data acquisition and processing systems that need to 
process data with the equivalent real-time relationship. To resolve this, real-time buffering and 
re-sorting of the data is done at the consumer [5].  

Impact of End Nodes on Network 

It is imperative that the network bandwidth does not become overloaded for any given link on 
the network.  Otherwise this can prevent the network fabric from receiving data, ultimately 
resulting in data loss at the consumers. Certain procedures are taken for setting up the 
configuration of the system to prevent the network from becoming overwhelmed.  The first of 
these procedures is the physical layout of the network.  The physical location of end nodes on the 
network can impact the network’s performance. For instance, Figure 1 represents a portion of a 
network system.  The figure depicts two network switches, one that is capable of 1,000 Mbps 
and one that is only capable of 100 Mbps.  There are four DAUs connected to the 100 Mbps 
switch, each producing high-rate network packets.  There is also a flight recorder and a telemetry 
unit connected to the gigabit switch.   
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Figure 1.  Portion of a Data Acquisition Network 

 

Since the fastest link speed supported on the 100 Mbps switch is 100 Mbps, the link to the 1,000 
Mbps capable switch will only operate at 100 Mbps.  Therefore, the short-term cumulative 
average rate of all four DAUs cannot exceed 100 Mbps or the link to the 1,000 Mbps switch will 
be overloaded, resulting in data loss.  If a greater cumulative data rate is desired from these four 
DAUs, then some of the DAUs can be connected to another 100 Mbps switch with a separate 
uplink to the 1,000 Mbps switch.  An example of this is displayed in Figure 2. 
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Figure 2.  Multiple Uplinks Support Higher Cumulative Data Rates 

 

If physical network expansion is not a viable option (due to lack of resources, not scalability 
limitations) to prevent oversaturation of a link with data, the second method is to configure the 
maximum allowable data rate per DAU.  When designating the data rates of the DAUs, one must 
keep in mind the bandwidth limitations along the path from the DAUs to the data consumers.  To 
that end much consideration must be taken when setting up the topology of the network, as well 
as establishing the configuration of the end nodes. The NETGEN tool [3] was developed to 
facilitate this process. This tool contains a model in which users can describe the system in 
graphical terms, allowing users to easily view and modify the topology of the network so that the 
design meets the bandwidth constraints. In turn, the configuration and metadata for this system is 
generated which captures all the information expressed in the graphical model. Furthermore, a 
multicast algorithm was developed to balance the traffic on the network. This algorithm 
considers the configuration of the network, including the topology as well as the expected data 
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rates of each device, to determine the proper multicast assignments in order to effectively use the 
available network bandwidth.  

The configuration of switches can also impact the network. For instance if the switches are not 
configured properly, a broadcast storm could be encountered which will bring the network to a 
halt. An algorithm was developed to discover and examine the topology of the network to allow 
the topology to be validated before any configuration of network switches occurs. For more 
detail on this algorithm refer to [4]. 

Impact of End Nodes on Each Other 

The rate at which source end nodes send data on the network can affect the consuming end 
nodes. If the data rate at which devices are sending is too fast, a consumer may become 
overwhelmed by the volume of incoming data, preventing it from processing the incoming data 
which results in data loss. On the other end, if devices are not generating data in a timely manner 
after it is first received by the DAU, then the data becomes stale and should be discarded from 
real-time analysis and processing applications.  Measures should be taken on the DAUs to 
constrain the latency that they introduce between acquiring data and generating a network packet 
containing that data.  While these variations in data rates cannot always be prevented, tools have 
been developed to exercise the data consumers in these conditions. As mentioned previously, 
software-based simulators have been used to generate simulated network traffic.  However, 
changing the data rate requires a reconfiguration of the system. To circumvent this, another tool 
was developed that allows users to specify the bandwidth of simulated data during runtime. In 
addition to generating simulated data, this tool can also play back previously recorded data, a 
feature useful in testing the consumers with real network traffic.  

Having a complex system such as this requires an overall system manager to configure, control, 
and monitor the health and status of devices on the network. For more information on how such a 
system is managed refer to [2]. Correct configuration of the end nodes, in particular the sources 
and consumers, is critical to successful integration of this system. Having an invalid 
configuration can result in consumers not receiving the correct data, either because DAUs are 
sending data outside the allowable constrained latency time window, or the consumer has not 
subscribed to the data set. 

As the system matures and technology advances, there are likely to be firmware and/or software 
upgrades to perform on the system components.  These upgrades may have an impact on the 
behavior of the system.  When introducing new functionality into the system, it is likely that 
other component flaws may surface since the new functionality may provide visibility into an 
interface not previously accessible.  Controlling upgrades to the system will help identify the 
cause of improper system behavior and provide an avenue for a quick resolution to the newly 
discovered issues.  This will also serve to reduce the impacts that result from these upgrades.  
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FUTURE DIRECTIONS AND CONLCUSIONS 

It is clear that the IRIG 106 PCM approach increasingly lacks the scalability to meet the 
demands of current and future data acquisition and recording system requirements. The future of 
flight test applications is moving towards a more network-centric approach. We have 
demonstrated that such a system has been developed and is successfully being used in a real-time 
commercial flight test application. While this approach has many advantages over the traditional 
methods, it is still a complex system and, as with any complex system, integration of system 
components will produce a new set of challenges. However, with proper planning and some 
foresight, these obstacles can be overcome in the early stages of integration.  This paper 
discussed some of the major integration issues encountered while developing such a network-
based system and provided guidelines to preventing and overcoming these issues.  
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