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ABSTRACT 
 
A common concern in telemetry post-processing environments is adequate disk storage 
capacity to house captured and post-processed telemetry data.  In today’s network 
environments there are many storage solutions that can be deployed to address storage 
needs.  Recent trends in storage systems reveal movement to implement security services 
in storage systems.  After reviewing storage options appropriate for telemetry post-
processing environments; the security services such systems typically offer will also be 
discussed and contrasted with other third party security services that might be 
implemented directly on top of a networked storage system. 
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IINTRODUCTION 
 
Telemetry post processing activities require large amounts of storage space to be 
available.  Modern disk arrays embedded in Networked Attached Storage or Storage Area 
Networks can provide such storage capacity.  Due to the sensitive nature of the telemetry 
data, protecting it from unauthorized access or disclosure is a paramount issue.  
Telemetry data stored on disk can be protected utilizing cryptographic technologies. 
Some of these technologies have even been embedded in storage systems---others have 
not and thus may need to be implemented with COTS third party software. 
 

TELEMETRY DATA AT REST SECURITY CONCERNS 
 
There are four primary security concerns with respect to post processed telemetry data 
resting on disk storage.  First there is a data access concern: only authorized individuals 
with a need to know should be able to access the data.  Second, there is a data privacy 
issue with regard to sensitive data; that is, when the data is at rest, it should protected so 
that if it should fall into the hands of an unauthorized user, that user would still be unable 
to view the data.  Third when the data is examined, the user should be able to verify its 
integrity to insure the data has not been altered or modified in an unauthorized matter 
since its creation.  Finally fourth, data ownership must be established---who created the 



data and what type of post processing operations were carried out to create it.  These 
security concerns are summarized in Table 1. 
 
Table 1 Security Issues with Telemetry Data Stored on Disk 
 
Post Processed Telemetry Data Security Concerns 

Data Access 
Data Privacy 
Data Integrity 

Data Origin and Owner 
 
 

IMPLEMENTING POST PROCESSED TELEMETRY DATA SECURITY  
SERVICES 

 
Data privacy, data integrity, data access, and data owner services can be implemented 
utilizing a branch of mathematics known as cryptography [1].  A core cryptographic 
operation is to disguise data---–that is to render the data unintelligible.  This is known as 
data encryption.   A set of random, but unique bits (referred to as the cryptographic key) 
is associated with the encryption algorithm.  Only these set of bits will enable a user to 
decrypt (or un-disguise) the data.  When the same cryptographic key can be used to both 
encrypt and decrypt the data --- that key is said to be an symmetric key. There are a 
number of symmetric key encryption/decryption algorithms.  Some of the more popular 
include DES, Triple DES, and AES.  There are another set of cryptographic algorithms 
that utilize two keys to encrypt and decrypt data.  These keys are said to have a reciprocal 
relationship.  That is, if one key is used to encrypt the data, then only the other associated 
key can be used to decrypt the data.  This is known as dual asymmetric key cryptography.  
The most famous dual asymmetric algorithm us known as the RSA algorithm [2],   Dual 
asymmetric key cryptography can be used to establish digital identity.  A user wishing to 
establish his digital identity might create a RSA key pair.  If she widely distributes one 
key (known as the public key); but keeps the other key private; then others would be able 
to identify content that person created. An example will illustrate this point.   
 
Assume Jan wanted to invite her friends to a party.  She proceeds to create an invitation 
using a text editor and saves it as a file.  Next, she calculates what is known as a hash of 
that text file (using a utility program), then encrypts the hash with her private dual 
asymmetric key.  A hash generates a unique set of bits as a function of all the bits making 
up a file.  It is a one way function that is unique.   The most popular hashing algorithm is 
known as SHA-1.  
 
Next, Jan e-mails the invitation and the encrypted hash to her friends.  Since e-mail 
messages can be easily spoofed, her friends decrypt the hash using her public key and 
then compare that decrypted hash with a hash they generate on their own local computer.  
After performing these two operations, Jan’s friends can now be rest assured of two 
things.  First, that the invitation was indeed authored by her.  Since the only way her 
public key could have decrypted the hash successfully would be if she indeed encrypted 



the hash with her private key.  Second, the invitation itself had not been altered.  This is 
because the hash calculated by her friends on their local machines was the same hash she 
had encrypted with her private key.  
 
When Jan encrypted the hash she was creating what is known as a digital signature When 
her friends decrypted the hash they were doing what is known as digital signature 
verification.   Observe that in a digital community managing public keys is difficult  
challenge.  Public keys are typically embedded in objects known as X.509 certificates [3].  
These are binary files that not only include a person’s public key, but other useful 
information about a person, such as their name and e-mail address. X.509 certificates are 
digitally signed themselves by entities known as certificate authorities (CAs).  These CAs 
vouch for the legitimacy of the public keys found in certificates they sign. 
 
Observe that while digital signatures can be utilized to implement data access, and 
ownership services; they can also be implemented by using a computer’s operating 
system file services.  However, most operating systems are not secure.. One person with 
the root administrator password can easily manipulate access privileges and ownership 
information.  If cryptographic key management is carried out properly, implementing 
data access and ownership via cryptographic means is much more robust. 
 

MANAGING CRYPTOGRAPHIC KEYS 
 
The most important aspect of cryptographic services is cryptographic key management---
--whether the key is a symmetric key or a dual asymmetric key.  Key management 
implies protecting the key so that it cannot be used in an unauthorized manner.  Since 
cryptographic keys protect important information (identity data, financial transactions, 
national security secrets) this is an important aspect of security.  In its most robust form, 
key management implies ensuring that the bits that make up the cryptographic key cannot 
be observed by third party entities (processes, people, etc) in any way.  This usually 
restricts the key use to computing environments that have very rigorous security 
certifications (e.g.NIST FIPS 140-2 Level 1-4 [4]).   
 
The National Institute of Standards and Technology (NIST) has established a Federal 
Information Processing Standard that specifies the security requirements within a system 
protecting sensitive information (FIPS 140-2).  The standard defines four increasing 
levels of security; Level 4 is the highest and requires physical security that detects and 
responds to all attempts at access including environmental condition changes such as 
temperature and voltage changes.  These FIPS 140-2 environments essentially make it 
very difficult for key material to “leak” outside the process space using the key.  
Cryptographic keys should never be stored in the clear.  They are usually stored 
encrypted by other cryptographic keys.  In their simplest form, the other cryptographic 
keys can be derived by hashing pass-phrases.  In more robust environments it may take 
several people (each with a portion of the encrypting key bits) to derive a key encryption 
key. 
 

 



STORAGE PRIMITVES 
 
Beyond individual disk drives in servers themselves, the next most prolific storage 
element seen on networks today is the disk array.  A disk array is comprised of many 
individual disk drives integrated together with controllers, software, cache memory, and 
redundant power supplies to offer very robust storage service, usually resistant to single 
points of failure.  Tape drives are also storage systems albeit slow speed and with limited 
serial access.  Integrated tape archive units manage large numbers of individual tapes. 
 

STORAGE PARDIGMS 
 
Storage Area Networks (SANs) are remote storage devices such as disk arrays, tape 
libraries, etc. and are made to appear local to an operating system running on a server. 
These devices are actually on their own network.  Hubs and switches can be placed on 
this “storage network” to enable many to many connections between the storage devices 
themselves and other servers.   Observe network connections between these servers and 
the SAN carry I/O traffic only, no application data.  High speed communication like 
Fibre Channel can be utilized to facilitate very fast server/storage device communication. 
Network Attached Storage (NAS) uses file based protocols (e.g. NFS) to access virtual 
file constructs from access storage devices.   This might be a storage array device that 
incorporates a file system or a networked file system protocol.  NAS devices would have 
their own IP address 
 

INTEGRATNG SECURITY AND STORAGE 
 
Security services can now be found integrated into both disk arrays and tape drives.  
Some companies offer disk arrays that utilize symmetric key encryption to encrypt any 
data saved to disk.  This does offer a measure of security should the disk be lost or stolen.  
However, the key management utilized on such systems is often not robust and could be 
easily compromised by an experienced adversary.  Similarly tape back-up systems are 
now also available that use symmetric key encryption to protect any data placed on tape.  
Therefore, if any individual tape were lost or stolen, the data would not be compromised.  
However, cryptographic key management in these systems is also unsophisticated.  Some 
of these key management shortcomings can be obviated by utilizing a FIPS 140-2 
certified key management product.  While this will robustly protect keys generated and 
used for both tape back up and disk arrays; the key could still be potentially compromised 
when it is transferred out of the secure key management device to the disk array or tape 
encryption unit for use. 
 
Finally it is worthy to point out that some operating systems now offer encryption 
services for any data written to disk with its file system.  Key management is also an 
open issue in these products. 
 

 
 
 



STORAGE CONISDERTIONS IN TELEMTRY POST PROCESSING 
ENVIRONMENTS 

 
Dedicated server storage, SAN, or NAS storage utilizing individual disks, disk arrays, 
tape drives, or integrated tape archives are all viable options for post processing telemetry 
environments.  Integrated tape archive may be particularly useful for telemetry data no 
longer accessed frequently.  If such systems have “built in” security features such as 
encryption it is important to realize their key management schemes are likely vulnerable 
to compromise, unless the product has a FIPS 140-2 evaluation.  Third party security 
solutions may be deployed to avoid “built in” security shortcomings----or may be utilized 
to implement features not yet available as built in (e.g. digital signature services). 
 

SUMMARY 
 
Security services such as encryption, digital signature, and access control are important to 
utilize in order to protect post processed telemetry data.  Modern storage systems such as 
disk arrays, and tape back-up drives now offer integrated data encryption services that 
insure data is automatically encrypted when stored and automatically decrypted when 
retrieved.  The key management systems for these devices are typically not FIPS 140-2 
evaluated.  In these cases external key management devices can sometimes be utilized 
with these systems; thereby, making them more robust.  Digital signature services are not 
currently integrated into storage solutions so third party software would need to be 
obtained to derive such services as data integrity and data ownership.    
 



References 
 

 
 
[1] Schneier, Bruce, Applied Cryptography, John Wiley and Sons, Second Edition. 
 
[2]  Rivest, R, Shamir, A, Adelman, L, A Method for Obtaining Digital Signatures and 
Public- Key Crypto Systems, http://people.csail.mit.edu/rivest/Rsapaper.pdf 
 
[3]  IETF, Internet X.509 Public Key Infrastructure Certificate and Certificate 
Revocation List (CRL) Profile, http://www.ietf.org/rfc/rfc3280.txt 
 
[4] NIST, Security Requirements for Cryptographic Modules, 
http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf 
 

http://people.csail.mit.edu/rivest/Rsapaper.pdf
http://www.ietf.org/rfc/rfc3280.txt
http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf



