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ABSTRACT 

The use of IEEE 802.11 Wireless LAN (WLAN) technology offers numerous advantages over 

wired Ethernet including high bandwidth, device mobility, and the elimination of network 

wiring within the aircraft. With such benefits, there are certain caveats associated with the 

ability and performance of WLAN technology to carry time-sensitive and critical telemetry 

data using current IEEE 802.11 WLAN standards. In this paper, the limitations of WLAN for 

real-time data transmission are experimentally investigated. In particular, it will be shown 

how the fundamental wireless access mechanism and contention impact on the WLANs ability 

to carry real-time data. Although telemetry data is constant, the wireless access mechanism 

causes the WLAN throughput and per-packet delays to vary over time. Moreover, with the 

increased popularity of the IEEE 1588 Precision Time Protocol (PTP), the ability of the 

WLAN to provide time synchronisation is investigated. It is shown that asymmetric data loads 

on the uplink and downlink introduce synchronization errors.  To mitigate some of these 

issues, this paper will discuss how the Quality of Service (QoS) Enabling WLAN standard, 

IEEE 802.11e, can be used to provide differentiated services and prioritised transmission for 

critical data.  

 

1. INTRODUCTION 

 

The use of IEEE 802.x Ethernet technology in FTI offers many benefits for data acquisition 

systems including flexible, scalable architectures, management, and prioritization features all 

of which can be used to provide statistical Quality of Service (QoS) guarantees.  Moreover 

network-wide end-system synchronization can be achieved through the use of the IEEE 1588 

Precision Time Protocol (PTP) with sub microsecond accuracy. The use of wireless Ethernet 

networking technologies offer additional benefits including the removal of network wiring for 

inaccessible and/or mobile wireless Data Acquisition Units (wDAU) within the aircraft. 

WLAN technology is hindered by many physical layer impediments such as collisions, signal 

attenuation with distance, signal interference and channel management etc.  These radio 

propagation and electromagnetic issues associated with the use of wireless networking 

technologies are outside the scope of this paper.  

 

The provision of Quality of Service (QoS) over Wireless LAN (WLAN) networks is 

particularly challenging as the capacity of the network (in terms of throughput, delay, and 

jitter) varies over time. This variability is further affected by the characteristics of the offered 

load, number of transmitting devices, and link conditions. Time-sensitive telemetry data has a 

strict bounded end-to-end delay constraint from sensor to display, that is, every telemetry data 

packet must arrive at the display device with enough time to extract the encapsulated 
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parameters from the packet payload and display the data in real-time. Therefore, it is critical 

that every segment of the network is tuned to minimize packet propagation and switching 

delays in order to ensure that the bounded delay constraint can be honored.  

  

In this paper we shall demonstrate the challenges of providing real-time telemetry data over 

IEEE 802.11b WLAN technology and discuss how such challenges can be met through 

making use of the QoS enabling features of IEEE 802.11e. The remainder of this paper is 

structured as follows. The IEEE 802.11b standard is described in Section 2. Section 3 details 

an experimental investigation of the ability of the WLAN to carry time-sensitive telemetry 

data. This section shows the negative effects of inter-device contention and built-in 802.11 

access mechanisms on the packets propagation delay. When many wireless DAUs are 

contending for access to the wireless medium, this results in an increased number of deferrals, 

retransmissions and collisions on the WLAN medium. Moreover, this behaviour has 

implications for transmitting IEEE 1588 time synchronization packets. In Section 4 the QoS 

enabling IEEE 802.11e standard is described and we show that by providing differentiated 

services, telemetry data transmission and PTP traffic can be prioritized to improve the QoS 

and reliability of the system. Finally we present some conclusions and recommendations for 

WLAN technology usage.  

2. OVERVIEW OF IEEE 802.11B 

 

The IEEE 802.11b standard is currently the most popular and widely deployed wireless LAN 

(WLAN) technology. The IEEE 802.11b operates in the unlicensed Industrial, Scientific, and 

Medical (ISM) band at 2.4 GHz and supports a mandatory bit rate of 1 Mbps and an optional 

higher rate of 2 Mbps. In September 1999 the IEEE approved the HR or “high rate” extension 

to the standard, known as the IEEE 802.11b, which supports data rates up to 11 Mbps. The 

WLAN standard uses the 802 LLC protocol but provides an independent Physical layer 

(PHY) and Medium Access Control (MAC) sub-layer specification. There are two modes of 

operation in WLAN, the Distributed Coordination Function (DCF) and an optional mode of 

operation, the Point Coordination Function (PCF) that is not widely supported. PCF supports 

prioritised access by employing a contention free service. PCF splits the time into a 

Contention Free Period (CFP) and a Contention Period (CP). Only wireless stations (STAs) 

polled by the Point Controller (PC) may transmit during the CFP. Although PCF can offer 

some priority access, it cannot differentiate between traffic sources with time-sensitive data. 

Furthermore, the start time and duration of the CFP varies since the PC must contend with 

other STAs to gain control of the medium. Neither DCF nor PCF provide service 

differentiation mechanisms that can be used to ensure QoS guarantees such as bounded 

delays, loss or throughput constraints.  

2.1. DCF 

 

The basic access scheme used in 802.11 WLANs is the Distributed Coordination Function 

(DCF). STAs can access the medium without the need for a centralized controller using an 

access mechanism known as Carrier Sense Multiple Access with Collision Avoidance 

(CSMA/CA). This allows for asynchronous data transfer on a best effort basis where all STAs 

must contend with each other to access the medium in order to transmit their data. CSMA/CA 

is a “listen-before-talk” access protocol whereby any STA wishing to transmit must first use 

the carrier sense mechanism to determine whether the medium is busy or idle. If the medium 

is busy, the STA defers its transmission until the medium has been idle for a period of time. 

The deferral process uses a collision avoidance mechanism where the STA randomly selects a 
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Backoff Counter (BC) value in units of Time Slots (TS) (i.e. BC*TS where each TS is 20us) 

for the Contention Window (CW) that is between [0, CW] where CW is initially set to 

CWmin value which is doubled when transmission fails up to the maximum value defined by 

CWmax. In IEEE 802.11b WLAN the CWmin is 31 and CWmax is 1023. The BC is 

decremented when the medium is idle, paused when the medium is sensed as busy, and 

restarted when the medium is sensed idle again for a period of time that is at least DIFS (or 

EIFS as appropriate). When the BC reaches zero, the STA can initiate the transmission of its 

frame. In DCF all STAs have equal probability of gaining access to the medium and share it 

according to equal data frame rate and not according to equal throughput. When multiple 

STAs are deferring and go into random backoff, the STA selecting the smallest BC value will 

win the right to transmit. If two or more STAs choose the same BC value, this will lead to a 

collision whereby the STAs involved will transmit their frames at the same time. In order to 

resolve collisions between STAs, an exponential backoff scheme is adopted whereby the size 

of the CW is doubled after each unsuccessful transmission. 

 

Packet priorities are implemented by defining three different length inter-frame spaces (IFS) 

between the frame transmissions. The IFS intervals are mandatory periods of idle time on the 

medium. The relationship between these IFS is shown in Figure 1. The 802.11 standard 

defines four different IFS intervals as follows:  

• Short Inter Frame Space (SIFS): is used for the highest priority transmissions (i.e. control 

frames), such as ACK and RTS/CTS frames. In 802.11b, SIFS = 10us. 

• PCF Inter Frame Space (PIFS): is used by the point coordination function (PCF) during 

contention-free operation. STAs with data to transmit in the contention-free period can 

transmit after PIFS has elapsed and pre-empt any contention-based traffic. In 802.11b, 

PIFS = 30us.   

• DCF Inter Frame Space (DIFS): is the minimum idle time for contention-based (i.e. DCF) 

services. After this interval has expired, any DCF mode frames can be transmitted 

asynchronously according to the CSMA backoff mechanism. DIFS is determined as 

SIFS+2*TS = 50us. 

• Extended Inter Frame Space (EIFS): is used to recover from a failed transmission attempt. 

It is derived from the SIFS, DIFS, and the time required to transmit an ACK frame at the 

basic rate of 1Mbps. 

 

 
Figure 1 IEEE 802.11b Inter-Frame Spaces 

3. LIMITATIONS OF REAL-TIME TELEMETRY DATA TRANSMISSION OVER WLAN 

 

There are many performance-related issues associated with the delivery of time-sensitive and 

critical telemetry data using current IEEE 802.11 standards. Among the most significant are 

low delivery rates (e.g. theoretically up to 11Mbps for IEEE 802.11b, but in practice only a 

maximum throughput of approximately 6Mbps can be achieved due to the protocol and access 

overhead), high error rates due to the wireless media characteristics, contention between 

devices for access to the medium, collisions, signal attenuation with distance, signal 
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interference, etc. Under these conditions it is difficult to provide any QoS guarantees for time 

critical data. In the following section, the QoS inhibitors, the wireless access mechanism and 

contention, are investigated.  

 

 

3.1. EXPERIMENTAL TEST BED 
 

Figure 2 shows the experimental set up used to investigate the use of WLAN technology for 

transmitting time-sensitive telemetry data. The WLAN consists of one or more saturated 

wireless DAUs (wDAU) transmitting UDP/IP telemetry data on the uplink via the Access 

Point (AP) to a Logger on the wired LAN. Under saturation, the wDAU always has a data 

packet to transmit and in this way the data carrying capacity of the WLAN or throughput is 

maximised. By analyzing delays for consecutively transmitted packets it is possible to 

measure access and transmission delays for the best-case scenario of WLAN usage. In this 

work the Cisco Aironet 1200 Access Point (AP) with firmware version IOS 12.3(8)JA was 

used. The AP can be configured to operate in IEEE 80.11b or IEEE 802.11e/WMM mode [1]. 

The AP is configured with a QoS policy where the Differentiated Services Code Point 

(DSCP) values in the IP header are used to apply a particular Class of Service (CoS) to the 

incoming packets. For IEEE 802.11b mode all DSCP values are mapped to a single CoS 

which is then subsequently mapped to a single transmission buffer with the standard settings 

for DIFS, CWmin, CWmax.  

 

Since delay has a significant impact on time sensitive telemetry data transmission, in this 

paper we observe performance related issues by measuring the end-to-end delay. To measure 

the end-to-end delay the packet monitoring tool WinDump [2] was used to record the packets 

being sent and received. The delay is measured as the difference between the time at which 

the packet was received at the link-layer of the transmitting wDAU and the time it was 

received at the link-layer of the Logger. The clocks of both the wDAU and Logger are 

synchronised before each test using the Network Time Protocol (NTP) application, NetTime 

[3]. However, in spite of the initial clock synchronisation, there was a noticeable clock skew 

observed in the delay measurements and this was subsequently removed using Paxson’s 

algorithm as described in [4]. 

 

Figure 2 Experimental Test Bed 
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3.2. ACCESS DELAY AND TRANSMISSION DELAY 

 

The primary factors affecting packet delay over 802.11 wireless technologies include access 

delays, over the air transmission delays, queuing, and buffering delays at the Access Point 

before it is passed on to the wired network. In this work, we consider the best-case scenario 

with a single saturated wDAU transmitting data packets on the uplink to the Logger. Since 

there is a single wDAU, there are negligible medium access contention effects. Figure 3(a) 

shows the end-to-end delay for data packets to be transmitted from the wDAU to the Logger. 

Since the WLAN network is saturated there is a gradual increase in the measured delay for 

consecutive packets. This is due to queuing of the outbound packets from the AP where the 

packet arrival rate exceeds the service rate at the AP. When the arrival rate is less than the 

service rate, this gradual increase in delay due to queuing will not be observed. Interestingly, 

it can be seen in Figure 3(a) that there is a quasi-constant interval between consecutive packet 

delays.  This interval maps to the access and transmission delay and corresponds to the best-

case situation when the WLAN is not saturated. To further investigate this access delay, the 

Inter-Packet Delay (IPD) is defined as the difference in the measured delay between 

consecutively transmitted telemetry data packets. For 1024B sized packets, the mean IPD is 

1.34ms and varies in the range (1.0ms, 1.66ms). For 512B sized packets, the mean IPD is 

0.96ms and varies in the range (0.64ms, 1.28ms). This IPD delay range includes the access 

delay (i.e. DIFS and SIFS intervals, MAC Acknowledgement and the randomly chosen 

Backoff Counter) and the data transmission delay. This can be seen in Figure 3(b) where there 

is an upper plateau with 32 spikes corresponding to each of the possible 32 Backoff Counter 

values with a secondary lower plateau that corresponds to the proportion of packets that were 

required to be retransmitted through a subsequent doubling of the contention window under 

the exponential binary backoff mechanism employed in the 802.11b MAC. Although the 

access delays are the same regardless of packet size, the packet transmission delay over the air 

varies with packet size causing the distribution for the 1024B sized packets to be right shifted. 

Using this analysis it can be determined that the maximum throughput under ideal conditions 

with a single wDAU transmitting 1024B sized packets is 6.11Mbps and while transmitting 

512B sized packets is 4.26Mbps [5, 6]. The throughput is reduced for smaller packet sizes 

since in order to achieve a given throughput using smaller packet sizes, more packets must be 

sent, however for each packet that is transmitted there is an access delay. It must be stressed 
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that although Constant Bit Rate (CBR) 

traffic is being transmitted, the 

CSMA/CA access mechanism causes the 

WLAN throughput and per-packet delays 

to vary over time.  

 

3.3. CONTENTION 

 

The IEEE 802.11b MAC mechanism is 

considered to be “fair” in the sense that all 

wDAUs contending for access to the 

wireless medium have an equal 

probability of winning a transmission 

opportunity. However, although stations 

enjoy the same probability of winning  

access opportunities, they do not share the 

bandwidth equally as this depends on the 

size of the transmitted packet.  When a wDAU has gained access to the medium, all other 

wDAUs must pause their backoff process until the medium becomes idle again. In this way, 

contention for access increases the end-to-end delay for each packet as wDAUs are forced to 

wait longer for a transmission opportunity. As the level of contention increases, it takes longer 

to win a transmission opportunity and consequently the maximum achievable service rate is 

reduced which increases the probability of buffer overflow. By increasing the number of 

wDAUs contending for access to the medium to transmit their uplink telemetry data to the 

Logger on the wired network, the effects of contention can be demonstrated. Figure 4 

compares the IPD when there is a single saturated wDAU, as previously shown in more detail 

in Figure 3(b), and 10 saturated wDAU’s. When there are many wDAUs contending for 

access to the medium, the access delay becomes distorted as shown by the long tail on the 

IPD distribution with 0.01% of packets incurring an access and transmission delay of 50ms. 

This is caused when the wDAU must pause decrementing its backoff counter whilst another 

wDAU is transmitting. Such variations in turn cause a time-varying throughput of the WLAN 

ranging between the best-case scenario of 6.11Mbps and worst-case scenario of 163kbps (i.e. 

if all 1024B sized packets incur an access delay ~50ms).   

 

3.4. IEEE 1588 PRECISION TIME PROTOCOL (PTP) OVER WLAN TECHNOLOGY 

 

In a distributed networked telemetry system, accurate time synchronization is a fundamental 

requirement to ensure synchronicity between sampled parameters, accurate data and event 

timestamping. The PTP protocol allows a distributed network of end devices to synchronize 

with a Grandmaster clock. Using a two-step procedure, synchronization is achieved by first 

communicating the clock offset, followed by communicating the propagation delay incurred 

to transmit this offset. The PTP protocol assumes that the propagation delay is symmetric. 

However, in general, telemetry networks are heavily asymmetric in that the DAUs transmit 

data at much higher data rates than they receive. It has been shown that the packet 

transmission delays over WLAN are highly variable due to the DCF access mechanism, 

contention effects, and retransmissions. In IEEE 1588, each SYNC and Follow-up message 

transmitted by the Grandmaster is transmitted via the AP to the wDAU. Due to the asymmetry 

of the data flow, the AP must contend for access to the medium in order to transmit these 
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messages from the Grandmaster. Similarly PTP delay requests from the wDAU to the 

Grandmaster experience contention and variable delays.  To overcome some of these issues, 

the IEEE P1588 and AV Bridging task groups are currently addressing timing and 

synchronization issues over WLAN as part of the project P802.1AS. P802.1AS is based on 

the emerging IEEE 1588 v2 standard [7]. However, it is also possible to overcome the 

limitations of WLAN technology by availing of the QoS enabling features in the IEEE 

802.11e standard, to not only reduce access delays, but also reduce the variability of access 

delay for time sensitive data including PTP messages and telemetry data.  

 

4. IEEE 802.11E QOS ENABLING FEATURES 

 

 A significant limitation of IEEE 802.11b is its inability to enable QoS or take into 

consideration the characteristics and performance requirements of the traffic. DCF provides 

channel access with equal probabilities to all wDAUs contending for the channel access in a 

distributed manner regardless of the requirements of the traffic. Contention and congestion 

manifests itself as bursty losses and increased delays for time sensitive data packets. 

Moreover there are significant implications for distributing multicast IEEE 1588 PTP over 

WLAN. However by using the QoS enabling features of the IEEE 802.11e QoS MAC 

Enhancement standard [8], up to four Access Categories (ACs), with different access 

priorities can be defined. Prioritized access allows the QoS enabled AP (QAP) to provide 

differentiated service to different applications, for example, PTP traffic, telemetry data, and 

management traffic.  

 

Enhanced Distributed Channel Access (EDCA) is designed to provide differentiated, 

distributed channel accesses. EDCA can be used to provide 8 different levels of priority (from 

0 to 7).  EDCA is not a separate coordination function. Rather, it is a part of a single 

coordination function, called the Hybrid Controller (HC) of the 802.11e MAC. The HC 

combines the aspects of both DCF and PCF.  The 802.11e standard defines four AC queues 

into which packets with different priorities traffic streams can be directed. The definition and 

mapping of these AC’s are aligned with the respective packet priorities. For telemetry the four 

AC’s can be defined as: High; Real-Time (RT); Non-Real-Time (NRT); and Low, as shown 

in Figure 5. Each packet arriving at the 

MAC layer with a given priority is 

mapped to a particular AC. For 

example, the High AC should have the 

lowest amount of traffic but the most 

stringent timing requirements, PTP 

messages and Alarm traffic. Critical 

time-sensitive telemetry data should be 

mapped to the RT AC, while non-time 

critical data packets should be mapped 

to the NRT AC. Finally all other 

background traffic, such as network and 

usage monitoring statistics, should be 

mapped to the Low AC.  

 

Each AC behaves as a single enhanced 

DCF contending entity where each AC 

has its own EDCA parameters (i.e., 
 

Figure 5 IEEE 802.11E Access Categories  
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AIFSN, CWmin, CWmax) and maintains its own Backoff Counter BC. By choosing smaller 

EDCA parameter values, an AC can gain access to transmit with higher priority. When two or 

more competing ACs finish the backoff process at the same time, the collision is handled in a 

virtual manner. The frame from the highest priority AC is chosen and transmitted while the 

lower priority ACs perform a backoff with increased CW values. The EDCA parameters can 

be used in order to differentiate the channel access among different priority traffic. Smaller 

AIFSN and CWmin values reduce the channel access delay and provides a greater capacity 

share for the AC. However using smaller values of CWmin across all AC’s increases the 

probability of collisions occurring between competing AC’s.  The EDCA parameters are 

announced by the AP via beacon frames and can be dynamically adapted to meet the traffic 

requirements and network load conditions.  

 

5. CONCLUSIONS AND WLAN USAGE RECOMMENDATIONS 

 

As part of ACRAs on-going research and development in network technologies, in this paper 

we have experimentally investigated the challenges for delivering time-sensitive telemetry 

data over IEEE 802.11. Before choosing to use WLAN technology the following points 

should be considered.   

1. Although telemetry data is constant over time, the CSMA/CA access mechanism causes 

the WLAN throughput and per-packet delays to vary over time.  

2. Larger packets make better use of the WLAN capacity and improve the throughput. The 

maximum throughput for a single wireless DAU is 6.11Mbps using 1024B sized packets 

and 4.26Mbps using 512B sized packets.  

3. Wireless DAUs should transmit data packets at a rate lower than the maximum throughput 

of the AP in order to reduce queuing delays, and prevent a creeping increase in packet 

delay.  

4. The inherent access mechanisms in 802.11b cause a large variation in delay. With a single 

wDAU, the mean access delay and transmission delay for a 1024B sized packet is 1.34ms 

and varies in the range (1.0ms, 1.66ms) whilst for 512B sized packet is 0.96ms and varies 

in the range (0.64ms, 1.28ms).  

5. The number of wDAUs should be kept to a minimum as contention dramatically affects 

the access delay. When there are ten wDAUs contending for access to transmit over the 

WLAN medium, the access delay varies in the range (1ms, >50ms).  

6. The consequence of contention and large access delay variations results in an unavoidable 

time-varying throughput from the WLAN in the range 6Mbps to 163kbps.  

7. The WLAN CSMA/CA access mechanism and the unidirectional nature of telemetry data 

flow accentuates the end-to-end packet delay asymmetry, which heavily impacts on the 

accuracy of 1588 Precision Time Protocol conversations.  

8. The IEEE 802.11e standard should be used to prioritise data packets and reduce the 

variation access delays.  

9. Using a higher capacity 802.11 standard will not solve the problem. The IEEE 802.11g 

standard offers 54Mbps but uses the same access mechanisms and as such experiences the 

same variability in delay, throughput and contention effects.  

GLOSSARY AND ACRONYMS 

AC: Access Category 

AP: Access Point 

BC: Backoff Counter 

CBR: Constant Bit Rate 
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CFP: Contention Free Period 

CoS: Class of Service 

CP: Contention Period 

CSMA/CA: Carrier Sense Multiple Access/Collision Avoidance 

CW: Contention Window 

DCF: Distributed Coordination Function 

DIFS: DCF Inter-Frame Space 

DSCP: Differentiated Services Code Point 

EDCA: Enhanced Distributed Channel Access 

EDCF: Enhanced Distributed Coordination Function 

EIFS: Extended Inter-Frame Space 

HC: Hybrid Controller 

IFS: Inter-Frame Space 

IPD: Inter-Packet Delay 

MAC: Medium Access Control 

NTP: Network Time Protocol 

PC: Point Controller 

PCF: Point Coordination Function 

PIFS: PCF Inter-Frame Space 

PTP: Precision Time Protocol 

QAP: QoS-enabled AP 

QoS: Quality of Service 

SIFS: Short Inter-Frame Space 

STA: Station, generalized WLAN client device 

TS: Time Slot 

WDAU: Wireless Data Acquisition Unit 

WLAN: Wireless Local Area Network 
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