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ABSTRACT 
 
The Integrated Network Enhanced Telemetry (iNET) Project established a standards working 
group to address the integrated management of telemetry network systems and to ensure 
interoperability among various pieces of equipment.  The group has been studying the benefits 
and drawbacks of various system management technologies with the goal of identifying a set of 
management interfaces which will provide long-range benefit to a large and diverse telemetry 
test system.  This paper discusses control, configuration, status, performance, and fault 
management.  It addresses these from several viewpoints such as multi-test articles, multi-ranges, 
and dynamic test environments. 
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INTRODUCTION 
 
The Integrated Network Enhanced Telemetry (iNET) Project was set up by the Department of 
Defense (DoD) Central Test and Evaluation Investment Program (CTEIP) to chart a forward 
path for telemetry testing and training.  Some of the goals include the development of standards 
which will provide device interoperability while supporting many different and potentially 
dynamic setups.  Since the scope of the standards may include multiple vehicles, multiple types 
of vehicles or test articles, and multiple ranges, there is a very wide field of standardization to 
cover.  As such, several different working groups have been established to focus on specialized 
segments of the problem.  The System Management Standards Working Group (SMSWG) was 
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formed to address the integrated management of telemetry network systems while ensuring 
interoperability among various pieces of equipment.   
 
The iNET System Management standard should emphasize connectivity of devices to provide 
information flow across the network.  It should be compatible with products from multiple 
vendors and build upon well-established practices where possible.  These goals will provide for 
rapid deployment of future test and training networks with the help of off-the-shelf components 
and introduce the freedom to move test articles between ranges with no fears of ground station 
incompatibilities.  The SMSWG has established the core technology which will be used as a 
foundation for the commands and controls provided by the standard.  The process of this 
technology selection is described here.  
 
 

FOUNDATIONS OF SYSTEM MANAGEMENT  
 
System Management provides the tools which give the test technicians or engineers options for 
custom levels of system status and system control.  This may be as broad as the overall health of 
the test network (a simple “good”-“bad” idiot light) to something as detailed as setting up the 
firmware on individual Data Acquisition Units (DAUs).  
 
While historical architectures for projects such as iNET included the concept of “Network 
Management,” there was no central concept for control, configuration, status, performance, and 
fault management of all test elements.  The Network Management paradigm provided a basis for 
management of the elements that ensure the flow of data on the network – a basic wires and 
switches approach.  While this basic connectivity level must still be the first goal of the iNET 
standards, System Management presents a much broader view, unifying status and control of all 
elements to allow for a more complete treatment of the system.   
 
The unification of System Management above and beyond Network Management is an important 
aspect because network elements do not exist in a vacuum.  Tests with only a network 
configuration might fail in situations that could be corrected with overarching System 
Management.  For example, a switch might be overloaded if it is sent more data than it can 
handle.  System Management could allow an operator to configure a DAU to send data at the 
proper rate for that test network.  In another example, all network elements might be correctly 
configured to send and receive data, but a recorder might have no space left on its media.  
System Management provides the tools that allow an operator to be alerted of such situations and 
to take corrective action if appropriate (Figure 1). 
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Figure 1. System Management -- Low Media Alert 

 
Previous technology standards have addressed the breadth of concepts which are encompassed 
by System Management.  Following the work of such groups helps build confidence that all key 
areas of management are being considered in the iNET System Management standard.  The 
International Telecommunications Union (ITU) developed a specification of System 
Management [1] commonly referred to by its acronym of FCAPS and divided into the following 
categories: 
 

Fault Management 
Fault Management entails the data and procedures required to monitor and 
respond to system faults. 

Configuration Management 
Configuration Management includes not only the setup and verification of the test 
elements, but also describes the monitoring of device status and the control of 
device states.  

Accounting Management 
Accounting Management describes the data and procedures required to keep an 
accounting of test element usage.  In the telemetry environment, this may include 
information required to bill users for bandwidth usage. 

Performance Management 
Performance Management tracks the overall performance metrics of the system.  
Quality of Service analysis falls into this category. 

Security Management  
Security Management details the processes and data required to maintain system 
security including communications security and authorization and authentication 
policies. 
 

The management categories enumerated by the FCAPS model provide good guidelines for 
analyzing the configuration, controls, and status elements needed for providing a well-rounded 
System Management standard.  Experience building a network-based flight-test system for a 
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commercial aircraft manufacturer [2] has also shown that these categories accurately describe the 
management information required.   
 
A study of the types of scenarios found in a telemetry test environment revealed that a fairly 
basic set of functions could be used to support System Management and the FCAPS ideas.  The 
Query-Respond function pair is used to collect information and describes many of the operations 
needed for Fault, Status, and Performance management.  The Command-Acknowledge function 
pair provides the tools to configure and control devices.  The Event-Reset function pair allows 
the test element to send immediate notification of faults or other time-critical information.  These 
basic function types implement the FCAPS management ideas and provide the structure on 
which the iNET System Management standard is built.    
 
It is interesting to note that the highly successful FCAPS standard does not mandate a particular 
management philosophy.  In fact, it specifically avoids mandating how to manage a network.  
Rather, the standard allows for a variety of “managers” to be implemented.  We think this is part 
of the key to its success and have therefore tried to mimic this portion of the standard.  That is, 
we have set up to define standard “interfaces” for system management rather than specific 
“managers”.  Figure 2 illustrates some system management interfaces for a given test 
configuration.  The system managers shown in the picture interact with these interfaces to 
configure, status, and control the devices.  Several other interfaces (time sources, radio frequency 
transceivers, etc…) have been omitted for simplicity, but would normally be included in the 
system management interfaces. 
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Figure 2.  System Management Interfaces 

 
 

SYSTEM MANAGEMENT AND INET 
 
While these broad tenets of System Management provide insight into what is required to build a 
successful networked instrumentation system, factors more specific to the telemetry test 
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environment should also be considered.  These include considerations for multi-test articles, 
multi-ranges, and dynamic test environments. 
 
The iNET Project has a goal of supporting a variety of environments and test setups.  This 
includes networks from the very simple to the very complex.  The standard should include tenets 
necessary to record data from one DAU onto one recorder and the framework required to flow 
data from multiple DAUs to recorders or from DAUs across a telemetry link to the ground.  The 
standard should also support the ability to have multiple planes fly between multiple ranges.  
Further down the road, it is envisioned that the standard will provide the rules required to move 
information across networks as diverse as those composed of artillery or individual soldiers on 
the ground. 
 
There are complex issues which must be solved to enable System Management of these various 
test and training scenarios.  Configuration and control in a dynamic environment could be 
impacted by dropped links, so verification of the device settings and device state are key 
components of the standard.  While status collection is important in monitoring the overall health 
of the network, it should be remembered that the first goal is the transmission of latency and 
throughput critical (LTC) data, such at test data.  Performance management should be able to 
support the dynamic reallocation of resources when required to meet changing user needs.  Fault 
management must be able to track problems in the global network, but must also be able to act 
appropriately on subnetworks if (for instance) a communications link between a test article and 
the ground station is dropped.  During the development of the standard, these and other 
important scenarios will be addressed. 
 
 

SYSTEM MANAGEMENT TECHNOLOGIES 
 
With the needs of the telemetry networked flight test system in mind, this paper will consider the 
benefits and drawbacks of various system management technologies to the iNET System 
Management Standard.   
 
The core technology for System Management describes the tools used to interact with Telemetry 
Network System (TmNS) end-node devices attached to the Test Article (TA) Vehicle Network 
(vNET) and the Ground Network (gNET).  This core technology defines only the interfaces to 
those devices and does not define the technologies used to implement the range-specific system 
manager algorithms.  The iNET System Management Standard Working Group was charged 
with selecting a core technology that was proven, open, and extensible. 
 
Vendor-Specific Management Tools  
Most commercially available test instrumentation or networking devices come with some flavor 
of vendor-specific management tools.  This is certainly a convenience to getting started quickly 
with device management; often the device can be operated out-of-the-box without requiring 
construction of additional software.  All custom features of the device are likely to be accessible, 
allowing the test network to take full advantage of a vendor’s design.   
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The drawbacks to vendor-specific software, however, are easy to spot and point directly to the 
need for standardization.  There is no guarantee that a device will interoperate with other 
devices; packet formats or even low-level network protocols may be mismatched.  Without a 
standard set of management interfaces, custom solutions are required to control and monitor each 
different type of device added to the test network.  The user is also left at the mercy of potential 
interface changes which may cause the need for updates to any custom handling software which 
has been developed for the test environment. 
 
FTP, Telnet, SSH, and CLI  
The File Transfer Protocol (FTP), telnet, Secure Shell (SSH), and Command-Line Interface 
(CLI) methods of system management provide good access for humans but are not conducive to 
providing a complete and flexible management tool [4].  These device interfaces have long been 
used for device configuration and are especially useful during debugging while test elements are 
in the development stage.  They allow the user to get a direct, hands-on view of the device.  This 
allows a great deal of flexibility, but may not extend easily into the development of a more 
autonomous system manager required to support large systems.  If these interfaces are to be 
wrapped into an executable program, scripting or script-like commands are often required.  The 
timing and sequencing of these commands without the designed-for “human-in-the-loop” can 
also be tricky.  FTP for transfer of configuration files is one exception as fairly standard 
programming libraries have been developed to handle this operation. 
 
SNMP  
The Simple Network Management Protocol version 3 (SNMPv3) provides the tools necessary for 
System Management of the TmNS and its subsystems.  SNMPv3 is described by the Internet 
Engineering Task Force Request for Comment 2571 [3].  This protocol is available both in open-
source (such as Net-SNMP) and proprietary implementations.  These implementations include 
network tool suites and application programming interfaces (APIs).  The SNMP standard 
commands of snmpget, snmpset, and snmptrap map naturally to the ideas of Query-Respond, 
Command-Acknowledge, and Event-Reset which support the management paradigm.  This 
natural fit means that no time need be expended defining the format of the management 
functions.  Instead, the standards group may focus on defining the parameters required to provide 
coverage for the intended uses of the TmNS system.   
 
SNMP is well supported by industry.  Many devices (DAUs, Recorders, Network Switching 
devices, Encryptors, etc.) already implement a suite of SNMP status and control interfaces.  
SNMP provides a predefined “off-the-shelf” set of management parameters (such as sysDescr.0 
for the system description) commonly implemented by many vendors around the world.  It also 
allows easy customization of parameters through the addition of Management Information Bases 
(MIBs) for vendors who wish to provide support more specific to their particular device. 
 
While SNMPv2c is still heavily used, the additional authentication, message integrity, and 
encryption features provided by SNMPv3 make it a good choice to allow support of a wide range 
of security scenarios.  A combination of all, some, or none of these features may be implemented 
according to the needs of the specific ranges. 
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The use of SNMP has a long track record in network management and has been used to 
implement a commercial network flight test system recording hundreds of megabits per second 
of data while managing a large number of devices (recorders, switches, DAUs, telemetry and 
data processors).  SNMP continues to be a topic of research and development in the network 
industry.  The Network Management Research Group of the Internet Research Task Force was 
still actively working on SNMP topics as of March 2008 meeting.  It is compatible with future 
growth while supporting many legacy devices.  Since SNMP is an IP-based technology, it may 
be integrated with other network technologies such as Simple Object Access Protocol (SOAP) to 
build forward-looking system managers which communicate with current and future SNMP-
based devices. 
 
Web Services  
Web services based on HTTP, XML, and remote-procedure call implementations such as SOAP 
are up-and-coming technologies which may help enable a flexible management strategy for 
future instrumentation networks.  The basis on XML and HTTP provides the extensibility to 
support a variety of functional interactions.  The recently ratified (April 2008) Web Services 
Management Standard (WS-Management) [5] was developed to provide guidance for the system 
management of devices.  While there is a broad base of corporate sponsorship (Microsoft, 
Novell, and Hewlett-Packard to name a few) for the WS-Management standard, the number of 
embedded devices (such as DAUs and flight recorders) that currently implement a full web 
services management interface is limited.  As of this writing, the iNET System Management 
Working Group was able to find only examples of some DAUs which support a limited HTTP 
interface for setting of a few parameters while using a very extensive SNMP interface for 
configuration, control, and status of the device.  The Working Group has concluded that web 
service technologies may be valuable in the future, but have not yet demonstrated stability and 
broad adoption in the instrumentation market.  As shown in Figure 3, potential future interactions 
between SNMP and HTTP systems are not difficult to implement (as with a translational 
gateway) if this technology becomes key as the market support advances. 
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Figure 3. Considerations for Potential Multi-Protocol Interactions 
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TENA/CORBA 
A significant investment in resources has been made by the United States DoD in test and 
training ranges.  These ranges are geographically separated and are used by the military services 
and other agencies for evaluating systems and their effectiveness.  Historically, ranges have 
developed unique instrumentation systems, thereby creating a system of ranges that do not 
adhere to the concepts of interoperability and reuse championed by the Office of the Secretary of 
Defense (OSD) CTEIP.  In order to achieve reuse and interoperability across range resources, 
CTEIP created focus areas by forming investment projects to address these issues.  One of these 
projects was the Foundation Initiative (FI) 2010 project which created an architecture, the Test 
and Training Enabling Architecture (TENA), that defines a common language, establishes a 
communication mechanism, and provides context that enables divergent systems to communicate 
via a middleware framework [6,7]. 
 
TENA is built upon The Adaptive Communication Environment (ACE) Object Request Broker 
(ORB) (TAO). TAO is an open-source, standards-based CORBA middleware framework that 
provides distributed objects that have methods that can be remotely invoked [8]. TENA 
leverages the benefits of the TAO middleware by providing the tools to create distributed 
objects, a common repository of distributed objects that can be used by the test and training 
community, software tools for administrating and executing a distributed runtime environment, 
and a common architecture that ensures interoperability and reuse. System management can be 
accomplished by using both SNMPv3 and TENA. The actual devices would be managed via 
SNMPv3, but TENA would provide a distributed object interface for each device. Using a 
publish and subscribe paradigm, TENA would publish the devices that can be managed, and 
TENA would allow a system management application to subscribe to any and all devices 
available in the system. Because of the TENA framework, all device objects would appear as 
local objects to the system management application; and developers of the system management 
software would not need to focus on the transport of configuration and management commands.  
 
Though there are many benefits for using TENA, there are some drawbacks.  First, the TENA 
libraries have memory requirements that are not generally found in test hardware. Next, the 
TENA framework does not currently support reduced instruction set computing (RISC) or field-
programmable gate array (FPGA) based processors. These two drawbacks would seem to 
preclude the use of TENA on a large number of available aircraft test devices as the TENA 
framework could not operate on the device. However, instead of hosting the TENA framework 
on the actual device, a TENA “gateway” could be used. This gateway could be hosted on an x86-
based embedded platform and would provide the distributed objects for each device in the 
system. 
 
After studying the benefits and drawbacks of these System Management technologies, the iNET 
System Management Working Group has adopted SNMPv3 as a core technology.  While it is 
also envisioned that web-services, CORBA, or other technologies may provide important 
elements of flexibility in the future, SNMP is well-proven and accepted by current vendors, 
providing a solid foundation to build on.  While SNMP has been chosen as the core technology, 
the Standards group will focus on a broad-reaching set of information content, policies, and other 
key building blocks so as not to be limited by the choice of one technology.  This focus should 



 9

allow a migration path for the System Management standard to grow with future changes to the 
testing environment ranging from new instrumentation to new core technologies.  
 
 

CONCLUSION 
 
System Management is becoming an increasingly important topic as the complexity and 
capabilities of networked flight test and telemetry systems grow.  The iNET System 
Management standard is being developed to provide a solid foundation for the future of 
telemetry test systems.  A basic structure of management function types has been laid out and a 
framework for defining management information through the FCAPS model has been provided.  
With these ideas in mind, various technologies were reviewed to determine a core choice for 
System Management.  SNMPv3 was chosen by the System Management Standard Working 
Group as the best fit for the iNET Project and its goals because of its proven track-record, its 
support for security features, and its extensibility to allow not only support of unknown future 
device interactions, but also interactions with other future IP-based technologies.  
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ACRONYMS 
 

Acronym Description 
ACE Adaptive Communication Environment 
CLI Command-Line Interface 
CTEIP Central Test and Evaluation Investment Program 
DAU Data Acquisition Unit 
DoD Department of Defense 
FCAPS Fault, Configuration, Accounting, Performance, and Security Management 
FI  Foundation Initiative 
FPGA Field-Programmable Gate Array 
FTP File Transfer Protocol 
gNET Ground Network 
iNET Integrated Network Enhanced Telemetry 
ITU International Telecommunications Union 
LTC Latency and Throughput Critical 
MIB Management Information Base 
ORB Object Request Broker 
OSD Office of the Secretary of Defense 
RISC Reduced Instruction Set Computing 
SMSWG System Management Standards Working Group 
SNMP Simple Network Management Protocol 
SOAP Simple Object Access Protocol 
SSH Secure Shell 
TA Test Article 
TAO The ACE ORB 
TENA Test and Training Enabling Architecture 
TmNS Telemetry Network System 
vNET Vehicle Network 
WS-Management Web Services Management Standard 
 




