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ABSTRACT 
 
Network-based telemetry systems are increasingly being used to improve the flexibility and 
longevity of flight test systems.  Modern network-based flight test systems utilize large numbers 
of devices including high-speed network switches, data acquisition devices, recorders, and 
telemetry interfaces, all of which must be managed in a coordinated fashion.  The move to 
network-based testing provides the ability to build a standards-based System Management 
interface which can status and control a diverse set of devices.  The benefits include the ability to 
easily tailor System Management tools to support many different styles of user interactions and 
to quickly integrate new types of devices.  While the new capabilities presented by System 
Management are exciting, the very openness of the system presents challenges to ensure that 
future growth will be seamlessly supported.  This paper will discuss issues encountered while 
implementing flight test System Management tools for a network-based telemetry system. 
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INTRODUCTION 
 

In an effort to improve the flexibility and longevity of flight test systems, the makeup of the 
modern telemetry test network is moving towards increased use of the ubiquitous Internet 
Protocol (IP) standard in place of serial or proprietary links for instrumentation [1].  Many 
devices already offer support for IP, including high-speed network switches, data acquisition 
devices, recorders, and telemetry interfaces.   
 
IP network-based flight test systems have many advantages over the earlier test network 
technology.  The introduction of IP as a standard network technology allows integration to be 
more rapid and more affordable with the use of more off-the-shelf hardware and software.  The 
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flexibility of IP also allows the test network to utilize larger numbers of devices and a variety of 
topologies.  This provides opportunities for new levels of complexity in test development, 
creating the need for dynamic, real-time monitoring and configuration of the test system. 

 
 

COORDINATION OF SYSTEM MANAGEMENT 
 

For a network-based flight test system to perform in an optimal manner, devices must be 
managed in a coordinated fashion.  While past instrumentation networks have supported the idea 
of “network management,” the management of just the network switching fabric, the idea of 
actively managing all devices on the test system including the test components is fairly recent.  
The evolution of such management is due in part to the move to IP-based network test systems.  
The concept of System Management allows the coordination of all aspects of the test.  This 
includes centralized control of all test elements (switches, DAUs, recorders, telemetry links, 
etc…), the ability to coordinate responses to changing test scenarios, and an ability to provide a 
level of transparency, allowing a user to interact with a diverse set of devices in a uniform 
way [2].  
  
The control and statusing of a group of devices may be implemented by a process known as a 
“system manager.”  There may be one system manager for the entire network or there may be 
several system managers, each on a localized subnetwork or even on individual test elements.  
The management information may be passed up a tree in a hierarchical manner or may be 
funneled to a centralized repository for distribution to any endpoint requiring system status.  
Figure 1 shows examples of both geometries.  In the first distributed (tree) example, there are 
two system managers, one at the Test Article (TA) level and one on the Ground Support 
Equipment (GSE).  Information is relayed between the two managers.  If the GSE system 
manager needs information about the recorder, the Test Article system manager collects local 
information and passes it to the GSE.  In the second example (centralized management), there is 
only one system manager shown.  This system manager has the ability to collect information 
directly from any element of the network.  In this centralized example, all system management 
data is distributed from and returned to the Ground Support Equipment.   
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Note that because the Ground Support Equipment is not part of the active flight, this implies that, 
in this particular example, the system manager is only used for pre-test configuration and post-
test operations.  The actual flight is conducted without a system manager present locally on the 
test article.  These are just two management scenarios out of many that would be possible.  The 
key is to have a process or processes designated to perform system management based on a 
geometry that best complements the test and range setup being used. 
 
The process of selecting a system management geometry is based on the required distribution of 
device information.  As status about individual devices is gathered together, more powerful 
system views and operations become possible.  One system management action is the collection 
of status data from a large set of devices to be presented to the user in a unified display.  Such a 
coordinated data display allows the user to understand the interactions of various elements of the 
network as the test progresses.  This centralized knowledge also means that actions like 
configuration of the test elements or enabling of all data recorders can be performed with as little 
as one single command.  The system manager accepting this command takes care of the behind-
the-scenes details of dispatching device-specific commands to the correct elements of the 
network needed to carry out these operations.  This means that only minimal user intervention 
and knowledge is required to set up and run a large and diverse test.  This strength is a direct 
result of the collection of device information in a centralized system manager. 

 
A system manager may also be given knowledge of how to perform derived actions in response 
to changes in the system.  One example of a derived action would be the ability of the system 
manager to shut off network packet generation.  This might need to be done when the system is 
set into a mode which plays back recorded data to prevent the mixing of current and past data 
streams.  This requires knowledge of which devices to disable and how to disable those devices.  
This also requires the ability to confirm that the devices were actually disabled before playback 
commences.  These derived actions are examples of things that may be coordinated by a system 
manager without user intervention. 
 
The examples of multiple-device control or derived actions are two instances of transparent user 
control.  The user does not need to know the details of low-level device information unless 
necessary (for advanced operations like debugging).  At the highest level, the system status is 
either “good” or “bad.”  If the system is in a good state, it can generally be assumed that all parts 
of the system are functioning correctly for the test.  If there is a problem with the system, it may 
be identified at a component level such as “bad recorder,” or there may be more detailed 
information presented such as “the DAU on the left wing is over temperature by four degrees 
Celsius.”  The user may easily determine when a system fault puts a test in jeopardy without 
knowing the particular set of commands required for collecting this information.. This 
transparent control allows the test engineers to spend more time on their real jobs (running tests 
and analyzing data) and less time on configuring and monitoring the test network devices. 
 
The move to network-based testing provides the ability to build a standards-based system 
management interface which can status and control a diverse set of devices.  The benefits of 
coordinated system management include the ability to simultaneously status and control many 
devices, to coordinate derivative actions, and to enable different styles of user interactions 
(transparent user control). 
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CHALLENGES AND SOLUTIONS IN SYSTEM MANAGEMENT 
 

While the new capabilities presented by system management are promising, the very openness of 
the system presents challenges to ensure that future growth will be seamlessly supported.  There 
are many low-level design decisions to make when implementing a system management solution 
for a telemetry test network; however, it is also important to consider the high-level aspects of 
the problem.  When designing a system, flexibility is a highly desirable feature.  Two key areas 
which may support customization include device interfaces and the policies of the system 
manager.    
 
Plug and Play versus Standard Interfaces 
Device interface customization is a question of how the device interface information (commands, 
controls, and status variables) will be published.  The system manager needs this information in 
order to interact with the devices.  One common model is to allow the device to provide this 
information on the fly (plug and play).  Another idea is to enforce standard interfaces on the 
devices, so that the same types of information and controls are always available using the same 
variables from one device to another.  Both ideas have benefits and drawbacks.   
 
The future growth of any telemetry system will no doubt include new types or brands of devices 
not known today.  The challenge is to be able to recognize, authenticate if necessary, and interact 
with those devices.  A system that could accommodate new device types without requiring 
changes to any management processes would be ideal.  There are two ways to accomplish this 
goal.  One is to build an infinite amount of flexibility into the system, and the second is to build 
new devices compliant with a device management standard.   
 
To build a system with maximum flexibility, a set of capabilities files could be established 
specifying all facets of device identification and behavior.  The management program would 
need only to consume these capabilities files to understand which devices to interact with and 
how those interactions should proceed.  This would even allow for a plug and play environment 
whereby a device could provide its capabilities specification at the time when it first attaches to 
the network.   
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Figure 2. Plug and Play vs. Standard Interface Discovery 

 
While this would allow for infinitely flexible system management, it puts heavy demands on the 
system management program and on the device itself.  The manager must rapidly collect and 
parse many capabilities files to get the system into an operational state.  During power-up of the 
whole system, that might include hundreds of devices transmitting capabilities files to be 
consumed and understood by the manager or managers.  In addition, each device would be 
required to store and provide a complete description of its capabilities.  For small, embedded 
devices, this is a large burden.  Figure 2 shows an example of a startup process for a network 
with plug and play-type transmission of capabilities and startup for a network with standardized 
interfaces.  The end-nodes (DAUs and Recorders) in the system are colored green if they have 
been registered with the system manager.  In the plug and play interface network, the system 
manager has processed some of the capabilities files and will have to receive and process the rest 
before the test is ready to start.  The standardized interface network has recognized all devices 
are ready to begin testing since the system manager deterministically knows the details of each 
interface from the standard.  It is likely that (as in this example) the plug and play interface 
network would take longer to start up than the standardized network due to multiple file transfers 
and associated processing at the system manager. 
 
Allowing devices to broadcast their capabilities also places a large burden on the network itself, 
requiring that many capabilities files be transmitted prior to data transmission.  If a new test 
article joins an ongoing test, a trade will need to be made between continuing to collect the 
latency/throughput critical (LTC) data and transmitting the capabilities of the elements of the 
new test article.  Such resource decisions need not be made if the system manager already knows 
the standardized interfaces for communicating with the new test article. 
 
Using capabilities files for devices also does not completely escape the idea of standardization – 
after all, the capabilities file for each device must be standardized in such a way that the manager 
understands how to parse and consume it.  If standardized interfaces are defined for device 
identities, controls, and status variables, new devices can be built conforming to these standards.  
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This will allow new devices to be dropped into an existing test system without requiring 
modifications to the system management software on that test network.  
 
Configuration of System Managers 
While it is expensive to create a highly configurable plug and play test system, there are features 
of the system manager itself that may benefit from configuration.  Configuration parameters may 
be applied to the system manager to provide a level of customized control without incurring the 
heavy cost of supporting individual device configuration files.  Features such as recognition and 
handling of different status and fault scenarios and an enumeration of types of devices to 
recognize are all things that may be customized for improved management of each unique test 
scenario.   
 
Configuration of the system manager can provide the right information at the right time.  If the 
test elements are built with standard interfaces, they will provide a set of known status and fault 
information.  Despite the fact that there is a priori knowledge of the information being provided 
by the test devices, there are cases where the test engineers will have a need to tailor the status 
and fault information they are receiving.  If an engineer knows that a network time source is 
missing and allows the system to free-run, messages from the network devices indicating that the 
external time synchronization has been lost will quickly overwhelm the user with unnecessary 
information that effectively masks less-frequent real error events.  If the system manager accepts 
configuration for which fault messages to display and which to ignore, users can customize the 
information they receive.  Other fault and status configuration modes might include when to log 
information and when to forward the information to another part of the system. 
 
Customizing a system manager by providing a list of recognized device types is another valuable 
form of configuration.  If the system manager has a list of device types to recognize, this serves 
as both a means for introducing new device types and a way to perform a very low level of 
authentication.  As mentioned before, it will not be likely that every possible device type and 
vendor may be enumerated during system design time.  If the manager knows which types of 
devices it expects to deal with, it can reject those that it does not know.  This can also serve as a 
warning to the test conductors when there are unexpected or undesirable types of devices on a 
network (Figure 3).  If an unmanageable data acquisition unit is present on the network, it might 
generate unwanted data that would corrupt the test results.  A list of device types to be 
recognized might also allow for division of labor between managers.  In some situations it might 
be beneficial to have a type-specific manager – a “recorder manager” or a “telemetry manager.”  
For these benefits, and to more easily allow for future expansion of the standard, it is beneficial 
to have a device type configuration for the system managers. 
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Figure 3.  Alert Issued for Unknown Device 

 
These different types of system manager customizations allow a degree of specialization in the 
test network without the burden of dynamic configuration.  The information provided to the user 
is configurable.  The tuning of status and fault information allows for fine-grained control and 
keeps information from overwhelming the user.  Configurable device type recognition provides 
authentication as well as a framework to grow the standard to include unknown future test 
elements.  
 
 

CONCLUSION 
 
System Management has evolved from network management as a means of statusing and 
controlling all elements of a flight test network.  The information provided by system 
management provides an overall picture of test health and status in a customizable form.  The 
trade-offs of having fully plug and play devices versus having standards-driven device interfaces 
were presented.  The concept of configuration of a system manager was introduced as one level 
of information customization which can be achieved without placing a large management burden 
on the network.  These implementation ideas were born from experience with implementing a 
system manager for a telemetry flight-test network.  The options enumerated here will help 
future test network developers make good choices when constructing their system management 
infrastructure.  
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