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ABSTRACT 

With the cost of microprocessor systems dropping steadily, sensor networks are becoming more 

and more viable for replacing traditional “dumb” sensors. This presents a host of advantages to 

the system collecting data, and allows for unprecedented system flexibility. In parallel to these 

developments, RFID “tagging” has come a long way and has also entered the realm of 

affordable sensor solutions. The merger of these ideas enables transient, modular, and 

reconfigurable asset identification and tracking systems. In this paper, we explore the feasibility 

of implementing such a network with commercial off-the-shelf (COTS) parts for real world 

applications. Specifically, we create a drop-in system for managing documents and records in a 

medical triage center, based on identifying assets and personnel by means of RFID. A self-

reconfiguring sensor network provides the foundation, allows for the system to be deployed in 

minutes, both on a battlefield or in a hospital, and once deployed, the hospital beds may move 

around freely. The advantages of this platform will be discussed alongside the unique 

requirements that are introduced in this type of project. 

INTRODUCTION 

The spectrum of technologies that are commercially available provides only a few decent 

methods for identifying assets of an organized system. Old and proven methods such as bar 

codes are very effective at the task, but they are clumsy in the sense that they require a human 

operator or carefully aligned machine to almost directly interface the printed bar code, and bar 

codes are too easy to duplicate or modify. Newer technologies such as biometric identification 
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make the identification of people more secure, and optical recognition such as face recognition 

make the identification process much faster and more flexible. 

Radio-frequency identification (RFID) and its ancestors date back to the 1970s, but only recently 

have the manufacturing costs of RFID "tags" (the passive device that returns information to the 

reader) become affordable enough that RFID is a cost-effective system for identifying tagged 

objects. The current decade has seen widespread RFID implementations for identifying 

catalogued vehicles on toll roads, so that the toll can be paid as a driver enters the road, and for 

identifying international travelers by the inclusion of RFID tags inside of passports. This system 

has advantages over bar codes, biometrics, and other competing systems because tags have the 

ability to store digital information within the tag, limit access to the information using 

cryptography, and be read at a reasonable distance. 

Designing a new system to identify or track objects is beyond the capabilities of many 

engineering teams, and certainly beyond the scope of most projects. For applications with 

ordinary requirements or goals that do not break new ground in this market, it is usually most 

beneficial to integrate commercial off-the-shelf (COTS) products with a customized controller. 

In order to explore the feasibility of using commercial RFID solutions, we designed a novel 

telemetering application for hospital document management.  By using only COTS materials in 

our solution, we were able to study the unique requirements of using COTS products in a 

telemetering project. 

THE EXPERIMENTAL APPLICATION 

In today’s battlefield triage situations, doctors and corpsmen cannot count on accuracy, speed of 

delivery, and security of patient data and treatments. Usually, these doctors rely on a primitive 

form of record keeping, such as jotting notes down onto a clipboard. While it is a proven system, 

the clipboard has inherent flaws including, but not limited to, lack of speedy access, secure data 

storage and transmission, and a high probability of misinterpretation of information. These flaws 

can easily be remedied by engineering a COTS telemetering and RFID system to replace the 

clipboard. The strengths of RFID include accuracy and security, and by incorporating wireless 

sensor networks, a medium for telemetering, data can be made available where it is needed, 

when it is needed. 

This project set out to completely replace the current system for managing data in a battlefield 

triage center and provide a mobile system that manages, stores, and provides quick and secure 

access to patient data to authorized doctors. Because this application decreases the one-on-one 

time staff has with each patient, it must be done safely. A loss in medical data or access typical 

of that seen in common wireless networks cannot be tolerated. This project will seek to provide 

instant verification of patient and practitioner proximity and provide patient data access to 

authorized personnel within range of the patient. Thus, accuracy is a critical quality to the 

solution. 

Besides highlighting the benefits of an RFID system, this project also depends on the underlying 

wireless sensor network that reads RFID tags and passes data to a central location for storage in a 

database. It is essential that the network be capable of independent movement of each node so 
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that the entire system can be deployed and maintained in a mobile environment, such as one 

where patient beds move from room to room or within a battlefield triage center. We chose the 

Crossbow system, a COTS wireless network, because it provides features that allow for mobility 

and scalability. The sensor nodes used SkyeTek RFID readers, because they provide a reading 

range that does not hinder the effectiveness of our solution in the environment for which it is 

intended. 

THE RESULTING DESIGN 

The design produced for this experiment focuses on a multi-hop wireless sensor network 

composed of many Crossbow MICAz Motes, which host radio frequency identification (RFID) 

reader and are capable of RF communication. The system is responsible for two distinct features. 

The first is remotely supervised patient information via RFID and a central workstation/database. 

The second is the accurate remote transmission of a patient’s data using Motes for wireless error 

recovery. In order to effectively communicate between Motes and base station, Software is 

needed to query the RFID reader and interpret the results. The RFID reader is connected to the 

Mote via the UART (universal asynchronous receiver/transmitter), so this software module 

generates and interprets serial data. The Mote runs TinyOS, an open source operating system 

which targets wireless sensor networks. It was primarily developed by the University of 

California, Berkley in cooperation with Intel Research and is written in the specialized 

programming language nesC. It has a component-based architecture and is able to operate within 

the severe memory constraints imposed by a sensor network. The database software runs on the 

same PC that belongs to the base station or a dedicated machine. It runs an off-the-shelf SQL 

database, which we will use to store patient records, medication allowances, doctor information, 

and a permissions matrix. The base station sits between a Mote and a PC. It enables a Mote to 

communicate with the PC over a serial channel (our choice is USB). The base station software is 

split into two parts. The base station Mote has to have unique software to handle sending 

relevant information to the PC, and the PC must be running software to receive the information 

and handle it. 

With wireless sensors offering impressive computational resources for processing data, in this 

project, hardware only represents the first half of the system design; software embedded in the 

wireless Motes represents the second half. With computational power coupled with the sensor, 

wireless sensors Motes are capable of autonomous operation. Without a physical link existing 

between individual wireless sensors and the remainder of the wireless sensor network, wireless 

sensors must know when to act autonomously or collaboratively. Software embedded in the 

wireless sensor’s computational core is responsible for its autonomous operation including the 

collection and storage of data, computation of measurement data, and deciding when and what to 

communicate to other wireless sensors in the wireless sensor network. 

REQUIRED CUSTOM HARDWARE 

Very little hardware modification was needed to make the systems work together. They were 

chosen because they both support UART serial transmission, thus only simple wiring and power 

circuitry was needed. One of the small, but essential components that enabled the two devices to 
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operate from a single power source is a small voltage regulation circuit.  The custom power 

circuit was built around the commercially available LM117 variable voltage regulator in the 

circuit shown in Figure 1.  This enabled the Crossbow Motes to run from a 3.2 volt rail and 

enabled the SkyeTek M7 module to run on a 5 volt rail while the entire assembled device ran off 

of a single plug. To achieve this in a small space, we employed the Crossbow MDA100 

prototyping sensor board. Using the MDA100 hardware, which is designed specifically to plug 

directly into the Motes, it was possible to build the power supply and the UART interface 

between the MICAz Mote and the M7 RFID module.  Without the use of the prototype board, it 

would have been rather difficult to provide an interface for dual device power and Mote to RFID 

reader communication. The completed hardware design is shown in Figure 2. 

 

Figure 1: The customized LM117-based power regulation circuit 

 

Figure 2: The assembled and operational RFID scanning system. 
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SOFTWARE CONTROLLER 

A key element to the project was the software that went into it.  Using the Crossbow system, we 

developed a software system that would gracefully interact with the SkyeTek M7 module to read 

and broadcast RFID tag data back to the base station.  The Mote software was designed to 

initialize the attached M7 on startup using simple commands and listen for all tag data read by 

the M7, regardless of the rate of tags being read.  The Mote software would then package each 

datum into a simple packet format that would wrap the RFID tag data and broadcast the packet 

back to the base station.  RFID tag data collision is inevitable when tags are scanned in close 

proximity, so tags are read very quickly, making it impractical to process the data on the Motes.  

All of our data processing is then done by the computer attached to the base station, where we 

created an Application Programming Interface (API) that would let managing programs listen for 

our decoded RFID tag data from all the currently connected base stations, thus allowing the 

utilizing programs to listen to multiple sensor networks from the same computer for RFID tag 

data being passed around.   

To truly utilize the capabilities of the Crossbow mesh network, the Mote software utilizes the 

built-in ad-hoc network connection to send the RFID tag data to the base station by way of 

hopping the data from Mote to Mote until the data reaches a Mote that has a reliable connection 

to the base station.  Since our method of transmission utilizes the existing Crossbow technique, 

not only can additional Motes be added to the network to increase the number of RFID readers, 

but the additional Motes can even have unique programming, so long as ad-hoc networking is 

enabled.   

Since the Motes themselves are wireless, management becomes tricky when the number being 

utilized grows large.  Since some Motes may be broadcasting RFID data infrequently or not at 

all, it was necessary to include a method of checking for life.  Periodically, each Mote sends out 

a “heartbeat” signal that hops just like the RFID packets back to the base station.  Like the RFID 

packets, our API includes a method for the managing programs to listen for this signal so that the 

managing program can update its timers and react when a Mote loses power or strays too far 

from the network.  This was necessary to ensure that reliability can be kept high and is built into 

our Mote software so that installation can be expedited.   

For our particular implementation, we created an application to use our API and store the tags 

and heartbeats in our SQL database.  The program simply used Microsoft’s C# and .NET 

platform to connect to our API and listen for incoming RFID data and heartbeats.  Whenever tag 

data is received, it is immediately stored in the database.  The same occurs for the heartbeat to 

ensure that all data is up to date.  Since processing would be done on the cached data by 

whatever clients were listening, rather than on the live data, we could then expand the system 

further to use any kind of database and even store the data on a different location from the 

computer connected to the base stations.   

For our experimental implementation, we created a web based API that helped to present the data 

being logged in the SQL database to users in a manner that would allow for up-to-date record 

retrieval.  Since the implementation was designed for triage patient record retrieval, we 

associated each RFID tag datum with a patient’s record and stored the extra data in the SQL 

database as well.  We designed the web API to contain links to the patient records as well.  To 
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demonstrate this web API, we created an iPhone Web App and a Silverlight 2 web page, the 

latter of which is shown in Figure 3.  Both interfaces were designed to regulate access to records 

by requiring authorization.  They were also designed to display only relevant records by listing 

only the patients nearest to the last location that the currently logged in user last visited.   

 

Figure 3: The fully implemented patient identification system as shown through the Silverlight 2 

web implementation. 

MANAGEMENT TECHNIQUES FOR A COTS SYSTEM 

One of the primary tasks of the project was to ensure the optimization of the design process in 

order to truly discover the benefits of using off-the-shelf parts. A typical team which included 

electrical engineers, computer engineers and a systems engineer were assigned the task of 

completing the project and began with a complete understanding of the desired system 

functionality. Since requirements definition is a critical step in the design process, our team 

carefully researched the technology marketplace for telemetering technologies in order to find 

what useful systems could be purchased for integration into a working solution. The design 

process continues from analysis of current design goals and investigating similar design solutions 

in the field or related topics.  

Market research relied on an ongoing cost-benefit analysis considering the advantages, 

limitations, and prices of available technologies. This phase of design is not present in typical 

engineering product cycles, but was essential for a project such as this. Once hardware was 

selected, less time was spent creating and documenting new interfaces, and more time was 
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dedicated to understanding the interfaces already enforced by existing hardware. In several ways, 

the process tended to be more experimental than usual, with the movement through the product 

cycle being governed by the success of systems integration.  

The design process in place resembled a waterfall design process, where first requirements are 

understood, and then a design is conceived, built, and tested, with verification following each 

stage of the cycle. The modifications required to this methodology were all preliminary to the 

actual construction of prototypes, and mostly just elaborate the time spent understanding the 

requirements of the customer. It should not be difficult to elaborate this phase in any kind of 

design process in order to adapt a process to use COTS parts as heavily as this one. 

CONCLUSION 

The experimental project was completed on time and without noteworthy disasters. At times, 

scheduling around potential risks was clumsy, but proper risk assessment could have held the 

reins of the project tightly enough to avoid calamity. In short, any other organization wishing to 

repeat the steps taken here should be cautioned to schedule enough time for proper assessment of 

the technology market and an effective cost-benefit analysis of available technologies. 

Further improvement to our results may be possible by adopting a more modern design process 

than the waterfall method. For instance, a method that reiterates prototypes until a suitable 

solution has been found could avoid the risk of available technologies being incompatible for 

integration or ineffective at reaching a suitable solution for the customer. 

Finally, the experiment undergone does indeed verify that a solution for identification and 

tracking of assets from an organized system can in fact be realized by heavy dependence on off-

the-shelf parts. The market for such technologies has matured to the point of making this a 

possible and cost-effective method for engineering new telemetering systems of this type. 
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