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ABSTRACT 
 

An integral component of networked Flight Test Instrumentation (FTI) and Health and Usage 

Monitoring Systems (HUMS) is the networked Data Recorder. The high data rates achievable in 

networked data acquisition systems put increased demands on the recorder to support ever faster 

read and write rates. Key to the success of the networked recorder is the format in which the 

data is recorded. The data recording file format should be network-centric with a low processing 

overhead to support the recording demands. In this paper the popular file formats, Chapter 10 

and the Packet CAPture (PCAP), that are used for recording networked FTI are analyzed and 

compared.  
 

I. INTRODUCTION 

 
Data recording is an important aspect of an aircrafts networked data acquisition system for both 
Flight Test and the continual monitoring and archival of data as part of the aircrafts Health and 
Usage Monitoring System (HUMS). With the adoption of Ethernet technology, networked data 
acquisition systems have sufficient capacity to carry 100Mbps over Fast Ethernet to 1000Mbps 
of data over Gigabit Ethernet links. During flight test the network data recorder allows for a 
superset of the acquired data to be recorded since it is not always possible to transmit all the data 
over bandwidth constrained PCM RF links. In relation to HUMS, the primary benefits of data 
recording and monitoring systems include reduced equipment costs, reduced maintenance costs 
and reduced service times, thereby extending an aircrafts lifetime. By adopting a networked-
based data recording solution there is greater recording capacities, flexibility, scalability and 
inter-operability with the ground station infrastructure. For example, in the past using non-
networked data acquisition and recording systems, in order to perform the recorder system 
checks and retrieval of archived data, an operator was required to manually remove the recording 
device from the aircraft, transfer the unit to the replay facility, replay the data, analyze the data 
and return the unit to the aircraft. However, this is no longer necessary with the adoption of 
Ethernet based technologies as a common core communications infrastructure technology for 
data acquisition, recording and mining activities.  
 
In recent years there has been a shift from proprietary and closed solutions for Flight Test 
Instrumentation (FTI) networks towards more open standards-based systems using Ethernet 
technology. These provide a standardized open common technology platform enabling fast data 
transfer and data mining rates. Not only does Ethernet provide high-speed data links but it also 
enables greater interoperability between devices and ease of connectivity. For example, an 
operator can use a standard laptop to remotely mine data from the recorder. The developments in 
high-speed data communications links alone are only part of the solution. These advances are 
coupled with increased memory capacities and faster read/write speeds. As a consequence of the 
paradigm shift towards a networked data acquisition and recording system, network-centric data 
recording file formats should be adopted. The most popular recording format used in the flight-



testing community is the IRIG-106 Chapter 10 standard. This is a multi-interface, sophisticated 
and complex recording standard that specifies not only the format of the data to be recorded but 
also the physical properties of the communications interfaces. Notably, Chapter 10 was not 
designed nor optimized for Ethernet based systems since Ethernet is specified as being an 
optional interface for the on-board recorder. In contrast, the most popular network data recording 
file format used in the networking and telecommunications domains is the Packet CAPture 
(PCAP) file format defines only the file format. PCAP files may be opened and viewed with 
Wireshark, the most popular network analysis tool.   
 
This paper presents a cross-section of the Ethernet technologies that are used for data recording 
systems. It is assumed that the reader is familiar with Ethernet networking technologies, 
background information can be found in [1]. In particular this paper focuses on the IP network 
recorder (abbreviated to NET/REC throughout the remainder of this paper), the storage formats 
and storage media used for multi-flight data recording solutions. In addition this paper describes 
the technologies and protocols that can be used for telecontrol and data mining activities. 
 
Section II of the paper describes the paradigm shift that is occurring within FTI as Ethernet 
network based multi-flight data acquisition solutions are becoming increasingly prevalent. 
Section III focuses on describing the benefits of Ethernet technologies for multi-flight data 
recording. Critical to the design of the networked multi-flight data recorder is the having the 
most appropriate and efficient recording file format and storage media. Section IV briefly 
outlines network based telecontrol technologies to facilitate non-intrusive system configuration 
and remote data mining with the networked data recorder. Finally, Section V describes how 
these network technologies can be practically applied to multi-flight Health and Loads 
Monitoring systems.  
 

II. DATA ACQUISITION SYSTEMS: PAST, PRESENT AND FUTURE 

 
Traditional FTI systems were based around the Master-Slave hierarchy whereby one DAU was 
designated the master and the rest were slaves. The Master was responsible for synchronizing the 
Slaves and gathering data from them for transmission as PCM. The Master-Slave configuration 
and PCM data transmission is highly deterministic in that it was possible to know in advance 
exactly how long it would take for a sampled parameter to reach its destination. However, this 
rendered the system inflexible. It was difficult to make configuration changes to a slave DAU 
without resulting ramifications and potential conflicts with the master DAU. Changing even a 
single configuration sometimes required stopping the data acquisition process and restarting the 
device with the configuration change. Furthermore, the technologies and protocols used in the 
Master-Slave topology were not fully standardized – creating integration and deployment 
challenges for multi-vendor systems.  
 
With the adoption of standardized networking technologies, there is much greater flexibility 
afforded to the FTI engineers, systems integrators and analysis engineers. A networked approach 
allows for DAUs to become independent devices that can be individually configured. Each 
networked-DAU is essentially a Master in its own right, responsible for its own configuration, 
data acquisition, synchronization, packetization and data transmission [2]. The use of open-
standard Ethernet provides a common technology that allows for multi-vendor systems to be 
more easily and readily deployed. Since Ethernet is a ubiquitous data transmission technology, it 
is future proof.  
 
In particular for multi-flight data acquisition and recording, this autonomy allows the FTI system 
to be flexible and easily adapted to satisfy the changing logging and recording requirements of 



each flight. The IEEE-1588 Precision Time Protocol (PTP) is one of the more important standard 
network technologies that provided the enabling platform for Ethernet technologies to be 
adopted [3]. Before the development of PTP, the time synchronization accuracy of the standard 
Network Time Protocol (NTP) was insufficient to meet the timing requirements of networked 
FTI. By using the PTP protocol, all distributed DAUs in a networked FTI system may be 
synchronized to within 100ns [4]. Additionally, developments in wireless IP technologies are 
further driving the move towards networked-based data acquisition and recording solutions. In 
time, PCM/FM links may be replaced with such IP-centric wireless technologies. There has been 
much development of bi-directional IP centric mobile wireless technologies that should provide 
greater bandwidth over the air-to-ground links. However, it is unlikely that wireless IP 
technologies will have sufficient capacity to carry the ever increasing bandwidth demands of 
flight test data acquisition and HUMS. Moreover, due to the error prone and fallible nature of 
wireless links, particularly at high velocities and long ranges, on-board networked data recording 
systems will be required to support real-time read-while-write interactivity.  
 

III. ON-BOARD NETWORKED DATA ACQUISITION AND RECORDING SYSTEMS 

 

In networked data acquisition systems, the DAU is a key component that interfaces to a wide 
variety of inputs including analog, digital, audio, video, GPS, Fiber channel, Firewire and 
avionics busses (Mil-Std-1553, Arinc-429 etc.). The DAU must support several standards and 
technologies that allow it to operate in an Ethernet environment so that it can transmit the 
acquired data as Ethernet frames. Moreover, the DAU must be capable of being synchronized 
using the IEEE-1588 PTP protocol to ensure that the telemetered data is transmitted reliably and 
without interruption in real-time to the IP network recorder and ground analysis stations. 
Network switches are used to interconnect networked DAUs, NET/REC and data processing 
analysis stations. The primary function of the switch is to relay and forward Ethernet frames 
between source and destination reliably and with minimal latency. By basing the data acquisition 
system on standard Ethernet technologies, there is greater reliability, flexibility and adaptability 
for networked DAUs to meet both the current and future needs of multi-flight networked data 
acquisition and recording systems. In addition, The modularly designed DAU extends this 
flexibility and provides superior solutions to meet the individual system requirements since as 
new inputs, sensors and bus technologies are developed and deployed, the modular DAU 
provides a fast and effective solution to access the new technology as only a new module needs 
to be developed. 
 

A. Networked Data Recorder 

 

Since the telemetered data is transmitted as IP packets over the network, the recording device 
must also be IP-network centric. The NET/REC developed by ACRA CONTROL is a 
ruggedised dedicated stand-alone Ethernet recorder as shown in Figure 1. Incoming Ethernet 
frames are written to a Compact Flash (CF) card 
with a FAT32 file system. The NET/REC may be 
configured via the Ethernet port to enable/disable 
recording filters. Recording filters are used to 
determine which data should be recorded, for 
example, selectively recording data only from 
certain devices as identified by either their source 
or destination IP or MAC address. For multi-flight 
recording, it may be necessary to Start/Stop 
recording so that specific test maneuvers are 
recorded across multiple flights. This may be 

 
Figure 1. NET/REC/001  

IP Network Recorder 
 



achieved by Starting and Stopping the recording or equally by pressing the Event button that 
injects Event markers into the data-recording stream. During post-processing these Event 
markers can be easily found so that the data for the specific maneuver can be analyzed. The 
features of the NET/REC include high speed; high capacity memory storage with an efficient 
network-centric recording file format that enables read-while-write functions.  
 

B. Recording Formats – IRIG 106 Chapter 10 and PCAP 

 
An important aspect of recording data is choosing a suitable file format that facilitates fast read 
and write functions in real-time on high speed links. The simplest solution to this is to record the 
data in its packetized form, that is, timestamp and record the Ethernet frames as they arrive and 
write them quickly and reliably to the storage media. There are two predominant and popular 
recording standards that are suited to networked data acquisition systems: IRIG-106 Chapter 10 
and the Win Packet CAPture (PCAP) file format.  
 
The IRIG-106 Chapter 10 [5] standard, developed by the Range Commanders Council (RCC), 
Inter-Range Instrumentation Group (IRIG), defines the physical interfaces and recording formats 
of incoming data. For on-board recorders, Chapter 10 specifies Ethernet as an optional interface 
and that it should use the iSCSI protocol. In contrast, for ground-based recorders Ethernet is a 
required interface and additionally uses the Telnet protocol [6] to support the IRIG-106 Chapter 
6 Command and Control set. The standard defines the format for different data types to be 
recorded including PCM, analog, video etc. Chapter 10 also makes provisions for Ethernet data 
to be recorded. Recorded Ethernet frames stored contiguously and are prepended with an 8Byte 
intra-packet timestamp followed by a 12Byte intra-packet data header. The intra-packet data 
header contains various frame flags indicating frame errors, captured data content type, the 
Ethernet link speed, network interface identifier, and the Ethernet frame length. Chapter 10 data 
packets are stored in data files that are nested in a complex data hierarchy consisting of layers of 
directories and directory blocks.  
 
The Packet CAP (PCAP) file format defines a similar mechanism to record Ethernet frames to 
file [7]. The PCAP file format is a widely used file format in the networking domain and is most 
notably supported in the Wireshark application. Wireshark is the most popular network analysis 
tool that has millions of users and is used in many networking applications not limited to data 
acquisition systems. In the PCAP file format, Ethernet frames are recorded contiguously with a 
16Byte intra-packet PCAP header prepended to each Ethernet frame. This PCAP packet header 
contains an 8Byte frame capture timestamp and frame length field. From a user perspective, an 
open-standard and simple file format allows custom applications and software to be easily 
developed to post-process the recorded data. The NET/REC/001 from ACRA CONTROL is a 
ruggedized native IP recorder that stores IP packetised data using the PCAP file format. 
Therefore, PCAP files recorded on the NET/REC may be opened, viewed and processed using 
Wireshark. 
 
Figure 2 illustrates the similarities between the formats used by Chapter 10 Ethernet Format-0 
and Wireshark PCAP file format; for example, both contain the capture timestamp of the 
Ethernet frame and the length of frame. It is important to note that Figure 2(a) shows only the 
data structure and format of the Ethernet data packets in a Chapter 10 file and does not show the 
full Chapter 10 file format nor the full Chapter 10 file hierarchy and structure. The primary 
disadvantage of Chapter 10 is that for a device to be considered fully Chapter 10 compliant, it 
must implement the standard in full supporting Fiber Channel and/or Firewire interfaces in 
addition to the optional Ethernet interface for on-board recorders. Although the Chapter 10 
Ethernet format-0 data packet bears resemblance to the PCAP file format with similar per-packet 
recording overheads, Chapter 10 mandates a complex directory structure for the Chapter 10 



Ethernet files that results in a significantly larger total overhead required to support Chapter 10 
compliance. PCAP defines only the file format as shown in Figure 2(b). A single PCAP file has a 
24Byte global header at the beginning of the file and a 16Byte PCAP packet header prepending 
each recorded Ethernet frame.  
 
 

C. PCAP Recording Efficiency 

 

In networked data acquisition systems with finite constrained bandwidth and storage resources, 
the transmission and storage format of data should be optimized. To minimize bandwidth 
utilization, it is good practice in Ethernet networks to design the packet streams such that the size 
of the packet is close to but not exceed 1500B 
in order to avoid packet fragmentation and 
minimize per-packet network header 
overhead. Figure 3 shows how the 
packetization and transmission efficiency 
increases with increasing numbers of data 
samples packed into a single packet. In PCAP 
files, the network headers are also recorded. 
Recording the network headers does not 
significantly alter the recording efficiency of 
the PCAP file format. For example, Table 1 
calculates the efficiency of storage efficiency 
of recording an Ethernet frame in the PCAP 
file format. It is clear that although the packet 
headers are recorded, a storage efficiency of 
93% can be achieved by using large packets 
with 500 samples of data recorded in the 
packet. The additional packet header 
information may be useful for post-processing 
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Frame Header

Ethernet
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Figure 2 (a): Chapter 10 Ethernet Frame Format 0 Structure 
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Figure 2 (b): PCAP File Format 

 

0

20

40

60

80

100

0 200 400 600 800

#Samples/Packet

E
ff

ic
ie

n
c
y
 %

 
Figure 3 Per-Packet Storage and Transmission 

Efficiency 



and analysis, for example, knowing the IP and MAC addresses of the source and destination 
devices in a particular configuration where these devices may be swapped in and out over time. 
 

Table 1 Structure and Storage Efficiency of PCAP Data 
Abstract Packet Encapsulation Layer Layer overhead (Bytes) 

PCAP Packet header 16 

Link Layer – Ethernet MAC 14 
Note: Ethernet FCS need not be recorded in PCAP files 

Internet Layer – IPv4 20 

Transport Layer - UDP  8 

Minimal Application Layer 16 
Note: Generic application layer assuming: 

- 4B Stream Identifier 
- 8B PTP Timestamp 

- 2B Sequence Number 

- -2B Payload Length in Bytes 
500 x 16-bit Data Samples 1000 

Total Packet Size 1074B 

Storage Efficiency 93% ≈ (500 * 2B) / (74B + (500*2B)) 

 

D. Storage Media 

 
There have been many advances in Compact Flash (CF) solid-state memory over recent years 
that have propelled its popularity and application in both the consumer and industrial sectors. 
This trend can only increase with CF cards supporting higher capacities and faster read/write 
speeds and with extended temperature range support. CF is suited to on-board data acquisition 
recording with its key benefit being that there are no moving parts and as such they are more 
robust than conventional disk drives. CF cards also have significantly reduced power 
consumption at around 5% that required by small disk drives, typically 3.3V or 5V. Industrial 
versions of flash memory cards can operate at a range of −45 to +85 °C with Hi-G ratings of 
1000G plus. Finally, there is flexibility and potential in using CF technology since it is 
compatible with IDE/ATA. With such an interface the CF card can be connected to PCI, IDE, 
and SATA enabling the card to act as a solid state drive. On the storage media itself, typically a 
FAT32 file system is required where the capacity exceeds 2GB. For example, the ruggedized 
Pretec 100GB card supports a write 
speed of 35MBps and is housed in a 
ruggedized metal enclosure making it 
10 times more durable and resistant to 
impact and shock over a standard CF 
card. By combining the use of CF 
technology with an efficient file 
format such as the PCAP file format, 
months of uninterrupted, continuous 
and multi-flight recording is possible. 
For example, Figure 4 shows that a 
64GB CF card can hold 
approximately 1086 hours of data of 
8000 samples per second (i.e. 500 
samples per packet with 16 packets 
recorded per second). Coupled with 
an efficient storage format and the 
rapid developments in storage 
capacities of solid state in the order of 
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Figure 4 Hours of Recorded Packetized Data 

 



terabytes of data, more data than ever before can be recorded. Some of the possibilities for long-
term multi-flight recording systems include: 

• The ability to record all the data (raw and processed) for post flight processing. 

• Monitoring multiple processes such as engine and fatigue performance. 

• Recording high-speed data such vibration, flutter and video snapshots commanded by an 
external event. 

• Recording the aircraft life history. 

• Reduces chance of errors in calibration. 

• Usage model comparisons for airframe, engine etc. 
 

IV. TECHNOLOGIES FOR TELECONTROL AND ON-DEMAND DATA MINING  

 
On-demand data mining is a core function that a NET/REC should support – particularly for 
multi-flight recording systems where the IP recorder may hold hours or weeks of archived data 
that may need to be historically processed at any time and compared with the latest 
measurements. Telecontrol and remote data mining requires the existence some bi-directional 
communication path between the ground control and analysis stations and the on-board data 
acquisition network. There has been much research in recent years in the development of open 
standard, off-the-shelf mobile wireless IP technologies. These technologies are advancing at a 
rapid rate allowing for higher data rates, greater coverage distances and higher mobile velocity 
support. For example, the Worldwide Interoperability for Microwave Access (WiMax, IEEE 
802.16E standard released in 2005) is a bi-directional IP-centric technology that allows for 
coverage distances of up to 50km or data rates of 70Mbps [8]. Similarly the Mobile Wireless 
Broadband Access (MBWA, IEEE 802.20 standard released in 2008) [9] allows for low latency 
(<20ms), lower rates at 1Mbps and ranges less than 15km. 
 

By taking advantage of the emerging wireless technologies, a new generation of network based 
FTI telecontrol services is possible. The Real-Time Streaming Protocol (RTSP) is a network 
protocol designed to facilitate data streaming [10]. RTSP is analogous to a TV remote control 
with standard PLAY, PAUSE, and time-based requests that allow the user to request and play 
back the desired data stream for any time window of interest if the data exists in the NET/REC. 
The RTSP protocol only describes the request-response mechanism between the client analysis 
station and the on-board RTSP server. RTSP is completely independent of the protocols used to 
transmit the requested data to the client. For example, consider a networked multi-flight data 
acquisition system with a packetised stream called 0xAAAA in which each packet contains N 
timestamped samples of the measurand left-wing vibration. RTSP can be used to request this 
data from the IP recorder for any time interval of interest including the current time. Moreover, 
RTSP allows for multiple requests to be transmitted in parallel since there is an RTSP server 
inside the IP recorder that handles all these. Using an RTSP server embedded in the NET/REC 
ensures the read-while-write functions are possible. Read-while-write is the ability of the 
NET/REC to continue recording and writing data whilst in parallel it can satisfy ad-hoc 
asynchronous data mining read requests as shown in Figure 5. 
 



 

Figure 5: Read-while-Write 
 
 

In addition to mining data, it is possible using standard network protocols to remotely configure 
and manage networked DAUs. This may be beneficial for multi-flight recording systems 
whereby the recording requirements may change over time. The Simple Network Management 
Protocol (SNMP) is a simple but powerful utility that can be used to telecontrol or configure 
(SET) and query (GET) devices for key information on-demand [11]. In addition, a device can 
be configured to set a trap for key events (TRAP), for example, send an SNMP event message 
when the temperature of the device exceeds some set threshold. This trapped event can then be 
directed to an analysis station monitoring such events or equally it could be recorded on the IP 
recorder for post-processing analysis.  
 

V. APPLICATION AREAS FOR NETWORKED MULTI-FLIGHT RECORDING 

SOLUTIONS 

 
One such application area for network based multi-flight recording solutions is the area of 
Prognostic Health Monitoring (PHM) systems. Within the PHM domain there are many variants 
with distinct degrees of specialization for example Adaptive HUMS (A-HUMS), Engine HUMS 
(E-HUMS) and so on.  Owing to the versatility and flexibility of networked-based systems, a 
single Ethernet solution can meet specialist PHM system requirements. A vital requirement 
common to all PHM systems is the need for data management, inclusive of acquisition, storage, 
archival, retrieval and analysis. Interfacing to and accessing the data management system is 
facilitated through open standard Ethernet technologies. Moreover, standard COTS Ethernet 
equipment simplifies and eases systems integration between the on-board multi-flight PHM 
networked components and the ground based management and monitoring systems.  
 
The greater capacities of networked based multi-flight recording systems allow for more 
parameters to be monitored over time. These parameters include sensor data (e.g. RPM, wheel 
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speed, pressure, temperature, vibration, airframe stress), bus monitoring (e.g. Mil-Std-1553, 
Arinc-429, Arinc-573/717, mission computer), video, audio, cockpit ergonomics etc. Recording 
and monitoring more parameters over multiple flights has numerous benefits including  

• Maintenance benefits: condition-based maintenance, profitable Power By The Hour 
(PBTH), reduced mission aborts, less AOG, simplified logistics for fleet deployment. 

• Cost: “maintain as you fly” maintenance flights are not required. Performing repairs 
when the damage is minor increases the aircraft MTBF and decreases the MTTR. 

• Operational: improved flight safety, improved mission reliability and effectiveness, less 
unscheduled maintenance, improved fleet availability, fewer maintenance flights, lower 
fleet operational cost,  

• Performance: improved aircraft performance, reduced fuel consumption.  
 
In addition to the ability to interface to the PHM system it is necessary to provide a Maintenance 
Management Information System (MMIS) to provide a comprehensive interface to the complete 
fleet maintenance system. By using an Ethernet-based system, MMIS can be realized using open 
standard networking protocols such as SNMP.  
 

VI. CONCLUSIONS 

 
Ethernet technology offers many benefits to the FTI community including open standards-based 
technologies, greater vendor inter-operability, system design flexibility and simplicity. This 
paper presented an overview of networked FTI systems and the motivating factors behind its 
adoption. In particular this paper focused on networked multi-flight recording systems. The key 
features of a networked multi-flight recording system are high data rates, fast read/write rates 
and an efficient network-centric file format. One such recording device is the NET/REC which 
records networked data in the Wireshark PCAP file format. This is a simple lightweight and 
open file format that allows for any files recorded in this PCAP format to be viewed and 
processed in the freeware Wireshark application or through custom built software tools. 
Moreover since the file format is network-oriented and lightweight it readily lends itself to multi-
flight recording systems. In particular, it facilitates telecommand and read-while-write 
possibilities using standard networking technologies such as RTSP.  Networked multi-flight 
recording solutions are particularly suited to Prognostic Health Monitoring systems where 1) 
standard Ethernet technologies can be used to seamlessly integrate the on-board network with the 
data processing and analysis network, 2) data is recorded in its native packetized form reducing 
the processing required to perform read-while-write activities, 3) data mining is accomplished 
using standard IP based protocols 4) modifications to the DAUs configuration can be 
“telecommanded” using standard IP based protocols, and finally 5) asynchronous alerts and 
warnings can be programmed into the DAU to warn the PHM of critical events and states 
detected in the aircraft.   
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