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ABSTRACT 

With  the  emergence  of  higher  bandwidth  Ethernet  networks  on  ranges,  many  ranges  are 
converting their data transport from ATM(Asynchronous Transfer Mode) networks to Ethernet 
networks.   Both  networks  have  their  respective  advantages  and disadvantages,  however  one 
reoccurring issue  is  product  interoperability.   The  RCC (Range  Commanders  Council)  TTG 
(Telecommunications and Timing Group) created the Telemetry over IP (TMoIP 218-07) solution 
with input from various ranges and vendors to solve this issue.  This specification allows ranges 
to use different vendors together for Telemetry over Ethernet, based on specific needs at each 
site. This paper targets those who are thinking about converting from ATM to Ethernet networks. 
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INTRODUCTION

Ethernet technology is becoming faster and more cost effective, graduating students have more 
knowledge in Ethernet than Asynchronous Transfer Mode(ATM), but what is the most efficient 
way to transform or convert the current ATM network backbone to support Ethernet for testing? 
When testing the Ethernet Telemetry equipment, to resolve future issues, such as lack of support 
for products, failed businesses, faulty equipment, or the time to learn and support new products, 
the setup and protocols used by the Ethernet Telemetry equipment should be studied before being 
used. 

PERCEIVED DISADVANTAGES OF ETHERNET

Ethernet was originally designed for transferring information between computers.  This 
information was in the form of files, interpersonal communications, etc. which were not by any 
means real-time transfers.  Unlike ATM, the packets sent were not guaranteed for bandwidth or 
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lossless data transfers.  However, over time there have been advances in protocols, switches and 
routers which allow for the transfer of real-time data such as voice, video and telemetry. 
Protocols allow for quality and class of service via Virtual Local Area Network(VLAN)'s User 
Priority, IP's Differentiated Services Code Point(DSCP) and Real-Time Protocol(RTP), to name a 
few.  Switches and routers must support these protocols in order to be used.  Such switches are 
generally termed smart or managed switches.  Most ranges have managed switches such as 
Cisco, HP, Netgear, or Linksys to name a few.

Major contributors of packet losses occur due to signal degradation and over saturated networks. 
Since the majority of TMoIP streams will be transmitted over a LAN or managed Wide Area 
Network(WAN), both of these issues can be relatively contained.  For example, the signal 
degradation can be handled by using Category 6(CAT 6) cabling for local networking and optical 
fiber for longer distances.  Over saturated networks can account for both packet loss and delay. 
Using the above stated protocols and features in smart and managed switches can remove the 
issue for TMoIP streams.  In Figure 1, TMoIP A and B are both transmitting 30 Mbps streams to 
TMoIP C and D respectively.  

This takes approximately 60% of the 10/100 backbone for the entire network.  Each of the 
computers may be transmitting bursts of emails and file transfers of 5+ mbps.  At this rate, the 
backbone may be saturated a certain times.  If the network administrator knows that 60% of the 
backbone is required for a real time data stream, switches C through E can be configured so that 
the port connected to the backbone can only transfer 5 mbps or less.  Then on switch B, the port 
connected to the computer can be configured to limit the computer to 5 mbps as well.  In this 
case, the total aggregate of the computer traffic can only reach 20 Mbps, leaving 80 Mbps for the 
two TMoIP streams.

If packets from the computers reach the backbone or a switch at the same moment as the TMoIP 
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Figure 1: Example Network with TMoIP Data



data the computer traffic may be handled first, which will have a major effect the delay of the 
TMoIP system.  In order to negate this, the switches would use the priority levels of the packets 
to determine which packet is handled first.  This can be determined by either the TMoIP priority 
levels or the levels set by the switches, which is explained further in this paper.

ETHERNET ADVANTAGES

The advantages for Ethernet include low cost (COTS components, as well as leveraging the 
commercial R&D efforts), low maintenance, high rates (gigabit and 10 gigabit) and ease of 
upgrading to the higher rates.  For example, if a stream of TMoIP traffic was to be multicast to 
multiple computers with a software decom, the switches and network interface cards would be a 
fraction of the cost of similar ATM equipment.  As most offices already have Ethernet 
equipment, transporting the telemetry data to the computers in this fashion will only incur the 
cost of upgrades to a few Ethernet switches to smart switches.  Since computers are increasing to 
speeds where decomming telemetry streams may only take a few percent of the overall computer 
CPU power, this will become a price-savvy solution to hardware decoms.  

ATM AND ETHERNET

When migrating from ATM networking to Ethernet networking, there are many options available 
to use the existing ATM network to transport Ethernet data.  A common protocol to use is the 
AAL (ATM Adaption Layer) Type 5 in order to transport Ethernet over ATM.  This allows testing 
Ethernet products without the cost of an entire Ethernet backbone.  Major Ethernet switch 
companies and many telemetry transportation companies offer such solutions.  Figure 2 displays 
running a parallel test using existing ATM equipment and Ethernet over ATM transport.
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Figure 2: Parallel TM Paths through ATM



As mentioned earlier, two of Ethernet's disadvantages are over saturation of the network and 
signal degradation.  If the existing ATM network is used for the WAN between the TM Source 
and the TM Decom, this would reduce the chances of these two occurring over the longer links.

ETHERNET CONSIDERATIONS

When initially constructing an Ethernet backbone and/or corresponding network, select one 
which is faster than what is currently needed.  While the current bandwidth usage between point 
A and point B may currently be 70 Mbps, select Gigabit switches and routers in order to remove 
the cost of upgrading later.  Fast Ethernet(100 Mbps) and Gigabit Ethernet(1000 Mbps) are 
rather comparable in price and Gigabit Ethernet is faster than OC-12(622.08 Mbps).  The price 
difference between Gigabit and 10 Gigabit Ethernet is still quite substantial, so this would not be 
an ideal choice unless used as a backbone which will carry multiple streams from multiple 
sources.

When selecting between fiber optics and copper, i.e. CAT 5e and 6, use the fiber to go between 
buildings and to cover large areas, and copper inside buildings.  The reason for this is that copper 
cables tend to reach a maximum of 100 meters before requiring a repeater.  When using copper, 
use CAT-6, as it will support up to 10 Gigabit Ethernet for future upgrades.

Once the network topology and hardware is configured, the Ethernet packet structure must be 
specified.  Ethernet protocols such as UDP (User Datagram Protocol) and RTP (Real Time 
Protocol) lend themselves to vendors specifying proprietary formats and protocols.  By selecting 
a proprietary protocol, the user becomes “spec'd” in to that vendors products.  If the vendor no 
longer produces the product, all setup for the product will be lost and a new product must be 
spec'd in and learned.  If an open protocol is used, the learning curve of the new product will be 
diminished exponentially.  The RCC TTG has created an open standard for creating a common 
set of settings and protocols with TMoIP.

TMoIP

Telemetry over IP (TMoIP) was created with the intent of a non-proprietary Ethernet packet 
format for telemetry data.  This standard allows for vendors to adhere to a set of minimal 
specifications in order to inter operate, but leaves room for adding in vendor specific features. 
The packet format, such as headers, is called out, so the Ethernet traffic will be in the same 
format, regardless of the vendor.  However there are certain portions of each OSI(Open Systems 
Interconnection) layer which are optional, giving the vendors some flexibility in creating the 
packets, which will be discussed in the following sections.  The TMoIP specification also 
includes defining the physical connections, signal encoding, and timing.  TMoIP also specifies 
the use of out of band network management such as Simple Network Management 
Protocol(SNMP).
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The physical connections include using BNCs (Bayonet Neill-Concelman) for the telemetry 
stream and 100Base-T for the Ethernet stream, with options for 10 and 1000 Mbps interfaces 
over copper or fiber.  The telemetry encoding should be NRZ-L (Nonreturn to Zero-Level), with 
options for Viterbi, other NRZ formats, randomized or BiPhase data.  The system delay from 
telemetry input to telemetry output should be less than 100 milliseconds for bit rates of 100 Kbps 
to 35 Mbps.

TMoIP specifies required and optional values for OSI(Open Systems Interconnection) Reference 
Model layers 2 through 4 and the header format for layer 6.  

Table 1. TMoIP OSI Relationship

Header Size(in bytes) OSI Layer

Ethernet Frame 16 Layer 2

IP Header 20 Layer 3

UDP Header 8 Layer 4

TMoIP Payload 4 + payload size Layer 6

Ethernet Check Sum 4 Layer 2

The following sections will explain the OSI layers of the TMoIP specification.

OSI LAYER TWO

Layer 2, or the network layer, contains the Ethernet header.  In the Ethernet header, the Ethernet 
destination MAC (Media Access Control) address is settable, by the user, but is usually set by an 
ARP(Address Resolution Protocol) to the recipient unit.  VLAN tagging is also available, but not 
required in every stream.  Within the VLAN packet, the VLAN ID and User Priority Field are 
required to be modified by the user.

VLAN is a virtual LAN, which can be created either statically or dynamically.  Static VLANs are 
also called port-based VLANs.  In this setup, a device is connected to a network without any 
knowledge of the VLAN, just it's network that it is connected to.  When the device sends packets 
to the network, the switch will only route the packets to other devices on the same VLAN.  This 
allows multiple virtual networks on the same physical network.  

Within the switch, the VLAN User Priority Field can be set, giving a stream from a port higher 
priority than another port.  This would be advantageous when streaming telemetry on the same 
network as users checking email, surfing the Internet, or transferring files.  The setup for this 
must be done by the IT department, as they usually have control of the switches.  Since telemetry 
equipment is hardly moved once in place, this would be rarely done.  
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OSI LAYER THREE

Layer 3, or the Network layer contains the IP header.  Within the IP header, the TOS (type of 
service)/DS (Differentiated Services), TTL (Time To Live), source and destination IP addresses 
are settable by the user.  The Differentiated Services Code Point (DSCP) should be set to 0x2E, 
or Expedited Forwarding, which is dedicated to low-loss, low-latency traffic.  Packet loss may 
occur when there may be multiple TMoIP streams on the network and the network becomes 
saturated with other traffic with the DSCP set to Expedited Forwarding.  If the network is 
configured properly, this situation should never occur.  The TTL specifies how many network 
hops the packet may transport through before being discarded.  For example, a network 
configuration may have two routers between each TMoIP terminal.  In this case the TTL must be 
set to a minimum of three as each router will reduce this number by one.  The common default of 
the TTL is 64, which should be sufficient for many networks.  If you are uncertain about your 
network topology, verify this number is correct with the IT department before attempting to 
modify.

OSI LAYER FOUR

Layer four in the OSI model is the transport layer, which includes protocols such as TCP, UDP, 
SCTP (Stream Control Transmission Protocol) and more.  The TMoIP specifies using UDP, as it 
supports both unicast and multicast traffic and does not incur the possible retransmission delays 
of TCP.  Within UDP, the source and destination ports are available for the user to modify.  UDP 
ports specify which program within the TMoIP terminal receives the data in the packet.  This 
allows for multiple TMoIP streams to be ingested by one terminal and output as different TM 
streams.

Using UDP does allow for packet loss, but this can be handled by creating a guaranteed 
bandwidth network.  However, if there is packet loss, TMoIP specifies that a user defined byte-
pattern may be output in place of the dropped packet.  When the data is being decommutated, 
this pattern will show where in the stream the error had occurred and it will be able to be 
debugged post-mission.

OSI LAYER SIX

The TMoIP header resides on OSI Layer Six, above UDP, IP and the Ethernet frame.  The TMoIP 
header, otherwise known as the TMoIP Control Word, resembles that of Pseudo Wire.  Pseudo 
Wire is used to emulate serial services over packet switching networks, such as Ethernet.  The 
TMoIP control word allows for the detection of packet loss, detection of out of order packets and 
the ability to identify failures in the TM interface.  Table 2 shows the TMoIP Control Word from 
MSB to LSB and Table 3 describes the fields in the TMoIP Control Word.
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Table 2.  TMoIP Control Word
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

RES L R M RES LEN Seq Number

Table 3. TMoIP Control Word Description

Field Bits Description

RES 4 Reserved, Code to “0000”

L 1 Local Defect Alarm

R 1 Remote Defect Alarm

M 2 Local Defect Alarm Modifier

RES 2 Reserved, Code to “00”

LEN 6 Length of TMoIP Payload Length, defined
as TMoIP Control Word + Raw Packet
Payload.  If TMoIP Payload Length is
greater than 63 bytes, this is set to zero.

Seq Number 16 Sequence Number

The Local Defect Alarm, Remote Defect Alarm and Local Defect Alarm Modifier are used to 
detect faults of the TM interface at the ingress and network faults between the ingress and egress 
units.  The Length field is used if the TMoIP Payload length is less than 63 bytes.  As the 
minimum TMoIP Raw Packet Payload is 1 byte, padding may be required to create the minimum 
Ethernet Frame size.  The sequence number is then used to detect dropped packets and out of 
order packets.  If the packets arrive out of order, but arrive before they should be output to the 
TM stream, they should be re-ordered and sent.  If a packet is dropped, or arrives later than it 
should be output, a user settable fixed 8-bit word should be output as an indicator to the TM 
equipment that data is lost.

CONCLUSION

Ethernet support of real-time data transport has come a long way since it's inception.  When 
using smart or managed switches with the proper settings in the Ethernet packets, issues such as 
over saturation and link delay are almost eliminated when used on a managed network.  These 
are further reduced when using existing ATM WANs to transport the data over longer distances. 
By using both technologies on the same network, the best features of both can be used to create a 
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fast, low delay, but easily modular network.  Once the decision is made to use Ethernet as a 
telemetry transport, it is in the best interest to use a TMoIP-capable product for interconnectivity 
with other Telemetry over IP products and even other sites.
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