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 ABSTRACT 

With increasing competition for communications capability on Department of Defense, DOD, 
test ranges, and mounting associated costs for sequential scheduling of test activities, DOD is 
investing in 21st century digital telemetry for test ranges.  This upgrade, the first major overhaul 
in more than 30 years, promises utilization of common RF spectrum for multiple, simultaneous 
tests on a given test range.  Implementing this capability while 1) assuring program test directors 
of test execution capability and 2) complying with information assurance (IA) requirements for 
all DOD Services is a significant, but not impossible, challenge.  In this paper we present a path 
forward for implementation of Certification and Accreditation (C&A) requirements for multi-
Service implementation of integrated Network Enhanced Telemetry (iNET) Initial Operational 
Capability (IOC). 

 INET BACKGROUND 

iNET is taking a systems approach to reengineer telemetry by creating a telemetry network that 
will enhance the traditional point-to-point telemetry link. Before the formal Central Test and 
Evaluation Investment Program (CTEIP) project was initiated, the iNET effort studied and 
documented the telemetry needs of the Test and Evaluation (T&E) ranges. Completed in 
September of 2004, this study determined that network enhanced telemetry could satisfy those 
needs. Based on the recommendations of the iNET Study, the iNET Development Project was 
launched in October of 2004. 

The key deliverable to the telemetry community is a set of well established and validated 
interoperability standards. The target home for these standards is the Range Commanders 
Council document, IRIG-106, Telemetry Standards. In creating these standards, the iNET project 
office and team function as unit but are geographically distributed: the project director resides in 
the DC area, predominately RF issues are being worked at Edwards AFB, and vehicle network 
and systems issues are being worked at Patuxent River NAS. 
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INET – NEAR-TERM GOALS 

iNET program goals for Initial Operational Capability (IOC) are straightforward: 

1. Provide two-way information flow for transmission of test data, data acquisition system 
configuration commands, and status inquiry between the Mission control room and the 
test article (TA) 

2. Perform item 1 in accordance with information assurance (IA) requirements applicable at 
both Service-level and the local test facility. 

IOC will be fielded at Edwards AFB and Patuxent River Naval Air Station. As a result, item 2 
above must take into account IA requirements for both Air Force and Navy. 

 IDENTIFYING APPLICABLE IA PROCESSES AND REQUIREMENTS 

The iNET program is unique in the test community.  Rather than building a piece of test 
equipment or developing infrastructure for a single test range, iNET is a communications 
capability being developed for implementation at all DOD test ranges.  With this goal in mind, 
technical and IA requirements for all DOD test ranges are being incorporated during 
development whenever and wherever possible.  

As illustrated in Figure 4-1, iNET encompasses the wireless communications infrastructure 
between the asset(s) under test, called a test article (TA) in iNET, and the Ground Station.  iNET 
also includes test instrumentation on-board the TA  and the data processing enclave on the 
ground. 

 

Figure 4-1 
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Focusing on security early in iNET’s lifecycle is helping identify additional requirements and 
build these into program standards and specifications.  This approach should result in fielded 
capability that can be readily incorporated into certification and accreditation (C&A) processes 
across DOD Test Ranges.   

As shown in Figure 4-2, several different accreditation situations apply to the scope of iNET:  

• Platform IT (PIT) 

• Platform IT Interconnect (PITI) 

• “Traditional” C&A 

Within this context a number of other unique challenges face cross-service programs such as 
iNET: 

• Multiple, Service-specific IA requirements apply, e.g., AF IA on AF ranges and AF TAs. 

• Portions of the iNET hardware and software must comply with IA requirements for the 
TA; requirements vary based on Service or organization responsible for the TA 

• Portions of iNET technology and wireless communications must be certified and 
accredited according to the traditional C&A process on each test range (different 
requirements on different ranges) 

 

Figure 4‐2 iNET straddles division of Accreditation Responsibility  
between Test Article Owner and Test Range 
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Each of these accreditation types employs different IA processes.  The challenge, from a 
program perspective, is distilling all of this to a single “to do” list applicable to iNET.  Two 
fundamental aspects of IA impact iNET’s goal of deploying to all DOD Test Ranges: 

1. Process understanding and harmonization across Services: “Who is involved, when?” and 
“Where and how can we leverage any process reciprocity across Services?” 

2. Requirements understanding and harmonization: “acceptable baseline” for all parties 

These two topics are covered in the sections below. 

HARMONIZING PROCESSES ACROSS INDIVIDUAL RANGES 

Within the framework of DOD Information Assurance, specifically DODI 8510.01 DOD 
Information Assurance Certification and Accreditation Process (DIACAP), each Service has 
implemented this instruction with slight differences.  These differences translate to roles and 
responsibilities carried out by individuals or organizations at different levels within each Service.  
These differences also manifest as acceptance of DOD IA requirements as sufficient or whether 
additional IA requirements have been added by a Service.  

Establishing reciprocity – essentially, mutual acceptance of activities carried out by different 
organizations – is often difficult in this situation.  To address this for iNET, we are working to 
involve the appropriate individuals and organizations from the AF and Navy, the two services 
involved in IOC, from the beginning.  With everyone starting from a similar point, we expect 
that common understanding of IA planning, analysis, and results will ease reciprocity concerns, 
even across differing requirements, leading to favorable accreditation.  Figure 5-1 below 
illustrates the high-level common IA approval process within all Services that is being followed 
by iNET. 

 

Figure 5-1  Common, High-level IA Approval Process 
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For convenience of this paper, each step in Table 5-1 has been numbered.  These numbers carry 
forward to Table 5-1 below where we list roles and responsibilities in the IA process and identify 
at which step in the process each is involved.  We are working with the AF and Navy to identify 
specific individuals or organizations within each of these Services for each row in this table so 
that IA efforts will be accomplished with a priori knowledge rather than bringing an unknown 
system to Certifiers or Accreditors and asking them to authorize its operation.  This advance 
coordination should facilitate reciprocity and encourage discussion about differences in 
requirements and evaluation methods between the Services and Test Ranges involved in IOC.  
This reciprocity should permit the use of more common hardware and software, lowering 
implementation costs and streamlining the implementation timetable for the government. 

Table 5-1  Roles and Responsibility Matrix 

Role Activity 1 2a 2b 3 4 

iNET Program  Support development of standards, specifications           

Security 
Engineering  

Ensure iNET std., spec., product dev. In accordance 
with security requirements  

          

CA, ACA  Independent Audit Authority (Certifying Authority,  
Agent of the Certification Authority) 

         

DAA  Designated Accrediting Authority         

IAM  Ensures program mitigates risk acceptably (Information 
Assurance manager; executes  Plan of Action and 
Milestone,  POA&M ) 

      

Vendor  Builds, fields, supports product(s) for iNET          

Test Range  Incorporates iNET equipment, supports C&A         

TAO  Test Article “Owner”         

 

HARMONIZING REQUIREMENTS ACROSS SERVICES 

To address requirements harmonization for iNET, we have assembled a compilation of IA 
requirements from DOD, Air Force, Army, and Navy.  Table 6-1 below identifies the primary IA 
documents used at this point in the program.  Specific requirements have been extracted and 
distilled from each of these to determine a “minimum acceptable baseline” for iNET IOC across 
these Services. 
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It is important to understand that “minimum acceptable baseline” implies the smallest set of 
unique requirements across all requirements documents.  This is not the same as a DIACAP 
minimum baseline as several services add additional IA requirements to the DIACAP baselines. 

Table 6-1 Primary iNET-Applicable IA Requirements Across DOD 

Requirement Owner Primary Requirement Source 

DOD • DODI 8510.01 (DIACAP) 

• DODI 8500.2 

Air Force • AFI 33-210 

Army • AR 25-2 

• Army Best Business Practices (BBPs) 

Navy • (primary requirements guidance is DOD above) 

• DON CIO Memo 01-99 (Information Assurance Policy 
for Platform Information Technology) 

 

Of note in Table 6-1 above, even though iNET IOC is focused on deployment to an Air Force 
and a Navy test range, we are taking into account additional service requirements when building 
the standards and specifications for the program to ensure maximum interoperability and ease of 
C&A across all test ranges as iNET matures.  Failure to do this could result in vendors 
developing two (or more) different hardware platforms for deployment at various ranges, 
something that would likely increase fielding costs for the federal government. 

PATH AHEAD 

iNET is using a spiral development and deployment approach leading to initial deployment of a 
flight test system. iNET will transition to initial (limited) operational capability using  a gradual 
build up from one or more test laboratory instances of iNET to a fully integrated limited 
operational demonstration system which will be flight tested at both PAX River NAS and 
Edwards AFB. Each of the iNET incremental development systems will undergo a rigorous 
C&A process including creation of an appropriate DIACAP package which documents the IA 
posture of the instance of the iNET system in development and test.  The IA goal of the iNET 
program is development of a Type accreditation package that will ease fielding requirements 
across DOD Services. Through the use of spiral development and creation of incremental 
developmental system DIACAP packages, a strong foundation for future full deployments of 
iNET systems will be possible.  Leveraging IA work done during the earlier iNET development 
process, and incorporating IA requirements from all Services during program development, will 
lead to development of system and accompanying accreditation package that is easy to integrate 
into any test range. 



 

Approved for public release; distribution is unlimited 
 
AFFTC‐PA‐0937           7

Acronyms and Definitions 

Acronym Long Form Definition 

ACA  Agent of the CA  Supports CA; responsible for 1 or more accreditation 
packages  

CAR  CA Representative  (Synonymous with ACA)  

C&A Certification and 
Accreditation 

Formal process of applying Information Assurance 
requirements and validating compliance with these 
requirements. 

CA  Certification Authority  Signatory; reviews & approves independent audit of 
compliance and risk against requirements; supports multiple 
(usually many) accreditation pkgs.  

CTEIP Central Test and Evaluation 
Investment Program 

Cross-Service DoD-level organization providing funding for 
iNET 

DAA  Designated Accrediting 
Authority  

Signatory; reviews CA assessment, program risk, POAM 
and grants or denies authorization to operate; supports 
multiple (usually many) accreditation pkgs.  

DIACAP  DOD Information 
Assurance Certification 
and Accreditation Process 

DOD process for Information Assurance control and 
certification.  

IAM  Information Assurance 
Manager  

Works with PM/PD to develop and implement POAM 
actions on schedule  

iNET Integrated Network-
enhanced Telemetry 

DOD-level test range communications upgrade program 

IOC Initial Operating Capability iNET capability milestone 

PD  Program Director  Oversees larger programs, including multiple PMs  

POA&M  
(a.k.a. 
POAM)  

Plan of Actions and 
Milestones  

Documents 1) gaps between C&A requirements and 
audited actuals, 2) risk in each IA control due to gap(s), and 
3) plan to close gap ($, resources, timeline).  DAA can 
accept risk for one or more gaps; documented here.  

PM  Program Manager  Usually reports to PD on larger programs  

TA Test Article Item being tested (e.g., missile, aircraft) or vehicle, person, 
aircraft, etc. hosting item being tested (e.g., vehicle carrying 
sensor). 

 




