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ABSTRACT 

 

Virtualization [1] [2] technologies have the potential to transform the telemetry post-

processing environment.  Significant efficiencies can be gained by migrating telemetry 

post processing activities to virtual computing platforms.  However, while facilitating 

better server utilization,  virtualization also presents several challenges; one of the most 

difficult of those challenges being security.  In virtualization, server environments are 

replicated in software; unfortunately, the security individual servers provide is not 

replicated in a software stack implementation of a server environment.  After reviewing 

virtualization fundamentals, security issues and their impact on telemetry post processing 

will be discussed. 
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VIRTUALIZATION CONCEPTS 

 

When the word “virtual” is used in computer science it typically implies that something 

has been implemented in computer software to simulate a service.  For instance, virtual 

memory systems allowed programs running on CPUs with limited memory to “think” 

they had a great deal of memory to utilize.  Of course, what in fact was occurring was 

that a software based virtual memory system was simulating hardware memory by 

utilizing computer disk storage.  In virtualization there is a similar paradigm, except that 

in this case what is being simulated is an entire computer and even perhaps an entire 

network infrastructure.  Thus, in virtualization abstracted resources and services are 

separated from the physical entity providing the actual resource or service. 

 

The primary benefit of such an abstraction is that this offers the potential to use the 

underlying physical resources (i.e. computer hardware) more efficiently implying less 

need for total resources (i.e. computer hardware), further implying less complexity and 

work for administration personnel.  Thus, in the virtualization model many operating 

systems (they may be the same type or different) will be run on one physical computer.    

This concept is known as partitioning. When partitioning services are offered on top of a 

standard operating system this is known as a hosted model (Figure 1).  When the 

partitioning service is initially deployed on “bare metal,” this is known as a hypervisor 

architecture (Figure 2).  Observe that the hypervisor framework is more efficient as it has 

direct access to hardware services; whereas, in the hosted model the partitioning service 

must utilize the operating system it is installed on to gain hardware services.  This level 
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of indirection can yield some service speed degradation.  The hypervisor architecture is 

by far the most popular virtualization model and it will be exclusively discussed in the 

remainder of this paper. 

 
 

Figure 1.  A hosted virtualization model is depicted.  The virtualization layer is run on top 

of a standard operating system.  Observe the Selected OS run in the virtualized 

environment can be different from the operating system on the physical hardware. 

 

 

More advanced concepts in virtualization involve the hypervisor leveraging specific 

hardware features on microprocessors (both AMD and Intel are implementing so called 

virtualization hardware assist enhancements) to use the CPU more efficiently.  Another 

concept known as para-virtualization implies modifying an operating system to be able 

to take advantage of the fact that it is running in a virtualized environment.  This can 

yield performance benefits for the operating system and application.  The downside of 

this is that the modified operating system would not be able to run on “bare metal.”  

Coordinating virtualization software can manage many hypervisors at once.  This is a 

powerful concept that can launch redundant virtual machines if the coordinating software 

detects a virtual machine that is not responsive on a given hardware platform. 

 

Finally, it is also important to note that other IT elements beyond the computer can also 

be easily virtualized including storage system and networks. 

 

VIRTUALIZATION SECURITY ISSUES 

 

Virtualization offers organizations the potential for significant cost savings.  Consider the 

following: 

 

 Reducing the number of administrators necessary to provision and manage 

hardware. 

 

Physical Hardware 
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Virtualization Layer 

Selected OS 

App1 App 2 App3 
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 Reducing power consumptions costs (fewer physical servers, less power used, less 

air conditioning used in machine rooms, etc.). 

 

 Reducing IT spending costs (fewer physical servers to buy, less money spent on 

hardware maintenance contracts, etc.). 

 

 Reducing downtime costs (virtualized environments can be seamlessly migrated 

to other hardware platforms when maintenance needs to be done on the machine a 

virtual machine is running on).   

 

However, there is a drawback.  Virtualization increases security and availability risks to 

an organization. 

 

First, it is important to note that virtual machines (OS running applications) are 

vulnerable to the same security risks those operating systems and applications faced 

running on a physical machine.  However, they are even more at risk.  A new security 

threat exists at the hypervisor layer.  A compromise to the hypervisor can place all virtual 

machines and all applications running on those machines at risk.  This risk is not present 

when operating systems are placed on the physical machines because a hypervisor is not 

present on those systems.  The introduction of the hypervisor abstraction opens a new set 

of threats and vulnerabilities.   The virtualization industry has noted this and there are 

several start-up companies whose charter is to address these very issues. 

 

Virtualization also introduces availability hazards.  In the virtualization abstraction many 

virtual machines residing on one physical machine may be running a myriad of mission 

critical software applications.  In the worst case scenario, a physical attack against one 

machine could very likely result in all the mission critical applications being rendered 

inoperative.  In the traditional model, where many physical machines are running many 

different mission critical applications, this single point of failure possibility does not 

exist.   

 

 
Figure 2.  A hypervisor model. Virtualization infrastructure is deployed on “bare metal.”  

Operating systems (OS1 and OS2 above) are run on top of the hypervisor. 
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There is also a more subtle hazard.  Anything implemented in software (like hypervisors, 

operating systems, and applications) and not protected by a hardened hardware server 

environment is vulnerable to compromise.  An example of a physical server compromise 

would be placing a Logic State Analyzer (LSA) on a server bus.  Such devices may be 

able to examine sensitive CPU register data, or sensitive data held in RAM.   

 

When the first Automated Teller Machine (ATM) networks were implemented in the 

early eighties by banks they were deployed using software based cryptography security 

services (e.g. encryption of Personal Identification Number (PIN), decryption, etc.).  The 

pioneering financial institutions quickly found themselves overrun with fraud---as 

company insiders hacked the software based systems that were managing the 

cryptographic keys used to secure transactions.  To eliminate the fraud the financial 

institutions implemented two important principles.  First, cryptographic key management 

was implemented in hardened, tamper evident hardware.  Further, physical control of 

those hardware units was split between at least two individuals---with no one individual 

alone able to access the hardware units.  When these concepts were implemented the 

fraud rate in these organizations was totally eliminated. 

 

It is important to note that since commodity servers are not hardened to resist 

compromise the operating systems running on that hardware and hence the applications 

running on top of the operating system are vulnerable.  But once again, this threat is 

exacerbated in the virtualized environment because one physical machine compromise 

can place every operating system and every application running on those operating 

systems at risk. 

 

A strategy to mitigate these threats would be complex.  The National Institute of 

Standards and Technology (NIST) has established a Federal Information Processing 

Standard that specifies the security requirements within a system protecting sensitive 

information (FIPS 140-2) [3].  The standard defines four increasing levels of security; 

Level 4 is the highest and requires physical security that detects and responds to all 

attempts at access including environmental condition changes such as temperature and 

voltage changes.  Systems that have been evaluated to FIPS 140-2 Level 3 and above are 

very secure. These FIPS 140-2 environments essentially make it very difficult to 

compromise server hardware to gain access to data streams.  Unfortunately, commodity 

FIPS 140-2 evaluated servers do not exist.  They primarily exist as special processing 

units that manage cryptographic keys. 

 

Standards exist for software security as well and these are very applicable to virtual 

machine software like hypervisors.  The security worthiness of software is usually 

evaluated with the Common Criteria metric [4].  In Common Criteria evaluation a set of 

security requirements and specifications, otherwise known as a Protection Profiles (PP) 

and Security Targets (ST), are developed for a software system referred to as the Target 

of Evaluation (TOE).   Common Criteria is an ISO standard (15408) and has seven 
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increasing Evaluation Assurance Levels (EAL).  Evaluation ratings of 5 and above are 

very robust. 

 

 

 

 

 

VIRTUALIZATION APPLICATION TO TELEMETRY POST PROCESSING 

 

Virtualization can positively impact telemetry post processing environments   In most 

organizations it is not uncommon to find a myriad of servers supporting telemetry post 

processing activities for many different programs.  With telemetry post processing and 

analysis being “the last step” it is also not uncommon to see “server sprawl” or “server 

creep” conditions occur as organizations suddenly realize they have inadequate 

processing capacity for a new test program that is brought online. 

 

Virtualization strategies can positively impact the situation described above and make 

conditions in the organization easier to manage from a system administration standpoint, 

more cost effective, and more responsive to end user needs.  The key question is what 

strategies can be used to mitigate the new security and availability risks?  These issues 

become even more important when the sensitivity of the post processed data is 

considered. 

 

Several strategies can be employed to manage virtualization security and availability 

threats in telemetry processing: 

 

 Tightly control physical access to the machines running virtual environments.  

Since any one physical machine may be running several virtual machines that 

may in turn be running many post-processing applications this is very important. 

 

 Consider seeking out a security specialized third party vendor for the hypervisor. 

 

 Utilize hypervisor coordinating software (that has been securely implemented!) to 

manage hypervisors dedicated to handling hardware hosting telemetry post 

processing activities.  Coordinating software is capable of detecting when virtual 

machines fail and can start new virtual machines in response.  This however will 

not preserve running state. 

 

 Consider running hypervisor coordinating software on FIPS 140-2 evaluated 

hardware. 

 

 To preserve running state consider running virtual machines in a clustered mode.   

 

 Select virtualization software that has been Common Criteria certified.   
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 Look for virtualization vendors that implement the following concepts 

 

o Strong isolation and resource controls 

 

o Intrusion Detection System and Intrusion Prevention System (IDS/IPS) 

capabilities on virtual networks the  hypervisor utilizes 

 

o Policy or rule based configuration and enforcement tools  

 

o Attestation and integrity features 

 

 

 

CONCLUSION 

 

Virtualization technologies have and will continue to positively impact corporate IT 

environments.  The cost savings and efficiency increases yielded by virtualization 

technologies are substantial and very applicable to telemetry post processing 

environments.  Virtualization does introduce new security risks that are of concern in 

telemetry post processing environments.  However, proper strategies in virtualization 

software selection and deployment can mitigate many of the threats allowing the 

organization to realize the many positive benefits of virtualization technology. 
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