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ABSTRACT 

The integrated Network-Enhanced Telemetry (iNET) project working groups have developed 
standards for Telemetry Network Systems (TmNS).  In order for the standards to mature, the 
functionality of the standards will be demonstrated.  To achieve this, efforts have been 
undertaken to simulate (and at times emulate) the key interfaces and to assess performance.  To 
facilitate this work, a common network test bed has been developed.  This test bed allows for 
validation of the iNET standards’ performance characteristics. 
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INTRODUCTION 

The integrated Network-Enhanced Telemetry (iNET) project has been facilitating standards 
development for Telemetry Network Systems (TmNS) through working groups.  These working 
groups have been evaluating commercial technologies for adoption by iNET for standardization.  
The standards include both wired and wireless technologies.  Some of the key technologies are 
indentified in Figure 1.  Most of the technologies are well established within the commercial 
market place.  However, two of the protocols identified, Reliability Critical (RC) and Latency & 
Throughput Critical (LTC), are specific to the TmNS.  These protocols are used to provide 
delivery mechanisms for the delivery of TmNS data messages.  The RTSP (Real-Time Streaming 
Protocol) has been adapted for TmNS to enable the functionality required by the RC delivery 
protocol.  Additionally, a common TmNS SNMP (Simple Network Management Protocol) MIB 
(Management Information Base) has been created specifically for managing devices operating 
within the TmNS. 
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Figure 1.  TmNS Protocol Map 

Many of the application level protocols shown in Figure 1 represent System Management 
technologies.  These are used for managing the TmNS.  Figure 2 illustrates the technologies and 
supporting protocols that allow users to communicate/manage TmNS devices by issuing 
commands, queries, and events.  The test configuration is heavily dependent upon the metadata 
that describes the TmNS configuration.  System Management gives the users the ability to 
configure the test assets for conducting the test mission as well as the ability to re-configure test 
assets.  Metadata information is transferred to the TmNS devices via system management 
interfaces. 

 

Figure 2.  System Management building Blocks 
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It can be seen from Figure 1 and Figure 2 that an implementation of the full capabilities of a 
TmNS can be rather complex.  The complexity calls for a way to bring together the standards 
work so that they can be evaluated in a cohesive manner.  This bringing together of the standards 
technologies provides the opportunity for the iNET standards to mature. 

In order to mature the standards, the functionality of the standards need to be demonstrated.  To 
achieve this, efforts were taken to simulate the key interfaces of the TmNS in order to assess the 
performance of the interfaces.  This ensures the standards will be able to exercise the 
fundamental functionally of the TmNS components.  This effort is being accomplished through 
the use of a common network test bed.  This test bed serves as a means to evaluating the 
component level interoperability of the TmNS devices as well as some of the system level 
applications.  This test bed allows for evaluation of the iNET standards’ performance 
characteristics. 

VALIDATION TEST BED COMPONENTS  

The design of the validation test bed has been influenced by the Telemetry Network Systems 
(TmNS) reference design and the use case scenarios defined by flight test engineers and users.  
The test bed is comprised of several distinct networks that represent test articles, the radio 
frequency network (rfNET), the Ground Station, and the Mission Control Center.  The networks 
consist of data acquisition units (DAUs), network recorders, network switches, system managers, 
Serial Streaming Telemetry (SST) transmitter and receiver, data processing units, and routers to 
connect to other subnets.  Ideally, all equipment would be actual flight test hardware.  However, 
this is not a practical approach due to the immediate need for proving integrated Network-
Enhanced Telemetry (iNET) technologies and the lack of availability of actual flight test 
hardware that complies with the iNET standards.  To cope with this, device emulators have been 
deployed in the networks, some as end devices and others as TmNS proxies.  Device emulators 
may be used in place of the actual flight test hardware until the real hardware becomes available.  
For the flight test hardware that is currently in the test bed but not fully iNET-compliant, the 
device emulator will serve as a TmNS proxy device.  A TmNS proxy is a device that serves as an 
interim translator between the iNET standards and a non iNET-compliant device in order to give 
the appearance and functionality of a compliant device. 

The goals of the test bed are to provide a documented proving ground for verification of 
numerous performance objectives.  There are a number of studies that will be conducted with the 
test bed.  The studies will be conducted to address the areas of highest risk within the standards 
for each of the three working groups.  Some of the studies being conducted include the 
following: 

 Selective Data Retrieval 
 System Management Scaling  
 End-to-End Data Delivery 
 Metadata Realization 
 Network Encryption 
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 vNET-rfNET Interface Throughput 
 Metadata Assessment 

These studies focus on exercising various portions of the emerging standards on a variety of real 
and simulator hardware in order to validate the completeness of the standards and uncover 
potential interoperability or usability issues with the approaches or wording of the standards.  
These studies require access to a “realistic” hardware implementation of a TmNS.  A common 
test bed network is, thus, needed that is sufficiently representative of a TmNS and provides 
sufficient flexibility to adapt to the scenarios covered in the studies.  

A portion of the test bed utilizes hardware components that may be used during actual flight 
tests.  These hardware components include network switches, DAUs, and recorders from a 
variety of vendors.  Because the current hardware in the test bed predates the release of the iNET 
standards, the elements are not fully iNET-compliant.  Until hardware/software updates are 
received to bring these devices to full standards compliance, TmNS proxies have been used 
between these network nodes and the TmNS network. 

Device emulators are implemented by generic personal computers (PCs) with a set of software 
capabilities that give the appearance and behavior of the TmNS device type that the PC emulates.  
These emulators can mimic a DAU by publishing data to the network, or they can be used to 
subscribe to network data like a recorder.  They may be used to establish both 
Latency/Throughput Critical (LTC) and Reliability Critical (RC) data transports across the 
network.  Device emulators may also be used as TmNS proxies for non iNET-compliant flight 
test hardware. 

Each instance of an emulator running on a PC also starts up a Simple Network Management 
Protocol (SNMP) agent on the device to allow for status and management of the emulation 
software.  The agent assumes the device type and corresponding TmNS Management 
Information Base (MIB) branch of the device being emulated.   

A general library for the creation and consumption of TmNSDataMessages has been created as a 
basis for test bed EndNode emulators.  These EndNode emulators take command-line options for 
DataSource, DataSink, destination address, MessageDefinitionID (MDID), and DiffServ 
Codepoint (DSCP) bits for the setup of TmNSDataMessage sending/receiving sequences.  
Send/receive statistics are printed to the screen at a configurable interval.  These statistics include 
TmNSDataMessages sent, bytes sent, time-windowed (on configured printing rate) 
TmNSDataMessages per second, time-windowed (on configured printing rate) bits per second, 
MDID value, DSCP value for sent TmNSDataMessages, and MessageDefinitionSequenceNumber 
drops for received TmNSDataMessages. 

Additionally, the EndNode emulators read configuration parameters from a file to aid in traffic 
shaping of TmNSDataMessage sending.  These configuration parameters included bytes per 
Package, Packages per TmNSDataMessage, and delay for Package acquisition times.  The user 
of the emulators is able to specify a range between minimum and maximum values for each 
parameter, resulting in random run-time values in these ranges for TmNSDataMessage 
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generation.  Additional functionality will be added to allow input files containing raw data for 
Package payloads or complete TmNSDataMessages for sending. 

The library and EndNode emulators have been written in ANSI C and have been tested on 
Ubuntu Linux and Cygwin (for Windows machines).  It can be complied using the standard 
“gcc” C++ compiler.  These EndNode emulators will be burned to bootable “live” Compact 
Discs (CDs) to allow their use in any Intel machine with a network interface.  The distribution 
can accept configuration files from System Management and Metadata in run-time to configure 
DataSource and DataSink flow setup and TmNSDataMessage generation parameters.  Thus, the 
library and EndNode emulator applications built upon them allow the flexible setup of a variety 
of LTC and RC TmNSDataMessage flows with configurable traffic shaping and statistic printing. 

Test managers in the test bed are responsible for collecting status information from the various 
devices being monitored in the network.  Managers are also used for configuring and controlling 
the devices on the network.  Managers have been implemented on both Windows and Linux 
computers.  Test managers on the test article networks also run their own SNMP agent in order 
to exercise the concepts of consolidated management. 

The routers in the test bed are generic Linux computers with multiple network interface cards 
(NICs).  Static routes are configured on each of these routers to direct the network traffic 
appropriately, allowing for data to be routed across the multiple subnets that make up the test 
bed.  These routers also have emulation software that allows for rate and latency control of the 
routed packets.  This is used to emulate the rfNET in the test bed configuration with either a 
standard wired (802.3) or wireless (802.11b) Ethernet link in place of the future rfNET radios. 

The complete test bed consists of several separate subnets.  Figure 3 displays a high-level view 
of the overall test bed design.  The networks shown in this figure are detailed in subsequent 
figures. 

 

Figure 3.  High Level Diagram of Validation Test Bed 
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Figure 4 contains the network layout of Test Article #1. 

 

Figure 4.  Test Article #1 

Figure 5 displays the network diagram for Test Article #2. 

 

Figure 5.  Test Article #2 
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The wireless version of the rfNET is shown in Figure 6.  The wired version replaces the radio 
pairs with Ethernet cables. 

 

Figure 6.  Wireless rfNET 

Figure 7 shows the network components within the Mission Control Center. 

 

Figure 7.  Mission Control Center 
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MEASUREMENT APPROACHES 

The goals of the standards assessments that the test bed was built for are centered on evaluating 
the completeness and practical usability of the interfaces defined in the iNET standards.  Part of 
this evaluation requires the collection of performance measurements to verify that the selected 
approaches achieve the needs of iNET.  These performance measurements cover the general 
areas of throughput, latency, timing accuracy, jitter, network link utilization, and data loss. 

The EndNode emulator software calculates and displays throughput statistics for each LTC or 
RC transport.  The LTC and RC DataSink variants of these emulators also track any data not 
received based on gaps in the sequence numbers in the TmNSDataMessages received.  Both the 
throughput and data loss statistics will be useful for tests that exercise the constrained rfNET 
resource since they will provide insight into how efficiently the iNET standard protocols utilize 
this link.  These metrics will also be used to verify that the quality of service (QoS) approaches 
respond as expected, allowing higher priority data to pass and lower priority data to drop or 
delay when the constrained link becomes momentarily over utilized. 

Timing measurements are accomplished with a combination of hardware device signals, 
software, and network analyzer techniques.  The 1 Pulse Per Second (PPS) signals of devices can 
be measured on an oscilloscope using the Global Positioning System (GPS) 1 PPS as a reference 
to determine IEEE 1588 time distribution accuracy and jitter under various network operating 
conditions.  The network transit latency and latency jitter can be measured with synchronized 
network analyzers.  However, the network transit latency is only a portion of the system latency 
of interest.  The total source to sink latency is measured by toggling a parallel port pin on the 
source and sink in the EndNode emulator software and then measuring the delay and jitter on the 
oscilloscope. 

A variety of network analyzers, logic analyzers, oscilloscopes, and specialized techniques are 
used to perform some of the measurements.  For example, the network analyzer contains four 
pairs of ports, each of which can be inserted inline with a given network link.  As network traffic 
passes through the analyzer, packet statistics are collected and displayed.  The analyzer is 
capable of reporting network bandwidth, link utilization, packets per second, and various related 
statistics.  The network traffic passing through the analyzer can be saved in a Wireshark format 
for further offline analysis.  Because there are four pairs of ports available for capturing and 
analyzing data with the network analyzer, the network analyzer can be concurrently used to 
monitor four separate links on the TmNS network.  This is useful for correlating events across 
the network in time.  A common use case for this type of measurement is determining the end to 
end latency of a data message from a DAU to a Recorder in the Mission Control Center. 

VALIDATION TEST BED CONFIGURATION  

Each study has a unique purpose from the other studies, including their own performance 
measurements and goals.  Because of the nature of these different studies and the focus areas that 
they are trying to stress, it would be naïve to assume that all studies could be carried out to their 
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full extent under one generic test bed configuration.  For studies that are measuring network 
performance, it may be pertinent to add more data publishing devices to the network whereas 
other tests may not focus on the amount of data published on the network but the reliability of a 
few streams using the RC data delivery protocol. 

In order to accommodate all planned studies, the validation test bed must have some level of 
flexibility.  Depending on the nature of the test, switches may need to undergo a configuration 
change in order to provide the appropriate network load.  For instance, some of the Cisco 
switches in the test bed use Virtual Local Area Network (VLANs) to logically separate clusters 
of ports on the same physical switch in order to be used by multiple subnets.  This is true of the 
Cisco connected to both TA1 and TA2.  The same Cisco switch has been separated by VLANs 
into two logical switches, each providing 12 additional device emulators to their respective 
networks.  The Cisco can be reconfigured to place all 24 device emulators on a single test article 
network when needed, as in the case of system management scaling.  This can be done without 
the need to change any physical connections so as to leave the entire test bed in the same 
physical configuration.  Physical changes are only anticipated to support the addition of flight 
test hardware to the network when additional flight test hardware becomes available.   

There are two versions of the rfNET, the Wireless rfNET and the Wired rfNET.  The Wireless 
rfNET contains two pair of Linksys routers that operate as the radio.  Each pair is a dedicated 
point-to-point connection, one pair between TA1 and the rfNET and the other pair between TA2 
and the rfNET.  The Wired rfNET replaces the Linksys routers with a simple Ethernet cable.  It 
then becomes the responsibility of the routers on the test articles and the rfNET to limit the 
transmission rates across each link in order to emulate the RF link and its lower bandwidth.  The 
bandwidth restriction is controlled by software. 

CONCLUSION 

The iNET standards are pioneering the way to making network technologies the prevalent 
architecture of flight test data acquisition systems in the near future.  Though there already exist 
network-based flight test systems today, the iNET program is providing the momentum that will 
lead to the standardization of next generation data acquisition systems for flight tests and other 
vehicle networks.  However, the departure from the common 40-year old method of time-
division multiplexed (TDM) systems in favor of leveraging networking technologies represents a 
disruptive technological change.  The iNET standards validation test bed has been developed in 
order to alleviate the disruptive nature of Internet Protocol (IP) networks in the flight test 
community.  

Using real flight test hardware from multiple vendors to build the validation test bed is the 
favored approach to validating the current state of the iNET standards.  However, because the 
standards represent such a new approach to building data acquisition systems, there are not many 
products that are network capable let alone iNET compliant.  The test bed has been developed in 
order to prove some of the technologies and concepts mandated by the standards that are 
independent of the need for real flight test hardware.  Software has been developed to convert 
general purpose PCs into TmNS device emulators that can provide network load.  These 

 9



 10

emulators will be used until the real flight test hardware becomes available.  The network test 
bed has been designed in such a way so as to allow for real hardware to be inserted in place of 
the temporary device emulators. 

The test bed is currently being used to validate the current state of the iNET standards for system 
management, test articles, and metadata.  As studies are conducted, the standards have an 
opportunity to mature before vendors commit to building flight test hardware.  The test bed has 
been able to exercise and validate key component interfaces, a step that shows the standards are 
moving in the right direction. 
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