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ABSTRACT 

Recent technological advancements in low-power, low-cost, small-footprint embedded 
processors, sensors, and radios are resulting in the very rapid growth of wireless sensor network 
deployments.  Wireless sensor networks merge the scalability and distributed nature of 
networked systems with the size and energy constraints of remote embedded systems.  With the 
ever increasing need to develop less intrusive, more scalable solutions for instrumentation 
systems, wireless sensor technologies present several benefits.  They largely eliminate the need 
for power and network wiring, thus potentially reducing cost, weight, and deployment time; their 
modularity provides the flexibility to rapidly change instrumentation configurations and the 
capability to increase the coverage of an instrumentation system.  While the benefits are exciting 
and varied, as with any emerging technology, many challenges need to be overcome before 
wireless sensor networks can be effectively and successfully deployed in instrumentation 
applications, including throughput, latency, power management, electromagnetic interference 
(EMI), and band utilization considerations.  This paper describes some approaches to addressing 
these challenges and achieving a useful system. 
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INTRODUCTION 

Recent technological advancements in low-power, low-cost, small-footprint embedded 
processors, sensors, and radios are resulting in the very rapid growth of Wireless Sensor Network 
(WSN) deployments.  WSNs merge the scalability and distributed nature of networked systems 
with the size and energy constraints of remote embedded systems.  With the ever increasing need 
to develop less intrusive, more scalable solutions for instrumentation systems, wireless sensor 
technologies present an attractive opportunity. 
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Test instrumentation systems are constantly evolving.  Flight test systems in the early days 
consisted of pilots’ notes, photographs of cabin instrumentation, and basic sensor data.  Today’s 
systems consist of thousands of data acquisition modules, recording subsystems, and the 
associated cabling that is required to support these systems.  And the need for additional sensors 
continues to increase as aircraft systems become more sophisticated and technologies evolve.   

In addition to increased data collection requirements, today’s aircraft development timeframes 
are becoming much shorter than they used to be, mostly because of market demands and 
competition.  As a result, flight test systems must be designed to reduce overall test program 
time.  Moreover, size, weight, and power (SWaP) are major concerns for aircraft manufacturers, 
as demands for more fuel efficient aircrafts rise.  As such, reducing aircraft development time 
and overall weight, while supporting growing testing demands, is a key issue that needs to be 
addressed. 

A major contributor to aircraft development (and assembly) timeframe, cost, and overall weight 
is cabling.  Minimizing the amount of cabling in an aircraft may considerably reduce its 
development time, cost, and weight.  Leveraging WSN capabilities in instrumentation systems 
will help pave the path for achieving those goals. This paper discusses the advantages of 
integrating WSN into instrumentation and telemetry systems.  Benefits, challenges, and recent 
experiences Southwest Research Institute (SwRI®) has had with wireless sensor technologies 
will be discussed, as well as steps for integrating these technologies into instrumentation 
systems.  

BENEFITS OF WIRELESS SENSORS 

The advent of low-cost WSN over the past years coupled with other advancements in computing 
technologies has initiated a transformative shift in the design, test, deployment, and maintenance 
of systems across data-centric domains.  As proponents of WSN have previously discussed, a 
number of improvements are attainable by the instrumentation communities following the 
integration of WSN.  The following paragraphs provide a brief overview of the motivations and 
potential advantages of making the transition to WSN based instrumentation systems.     

One of the main motivations for using WSN is to reduce the amount of cabling and physical 
connections in instrumentation systems.  Cabling, specialty connectors (e.g., slip rings), and 
signal conditioning electronics form much of the infrastructure that support the transfer of test 
and configuration data and the transmission of power across instrumentation systems.  The 
introduction of a new hardware element into a non-WSN based test system requires any number 
of these infrastructure pieces, thereby almost guaranteeing a negative affect on the SWaP 
constraints while also increasing the material cost of the system.  Furthermore, each new 
physical connection introduces a new potential point of failure and a maintenance item that 
requires more time when checking/auditing the system.  

Considering these effects, the integration of WSN based approaches into instrumentation test 
systems offers key benefits.  First, WSN based replacement elements are inherently designed to 
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require fewer physical connections.  That results in positive effects on the SWaP constraints and 
physical robustness of the test system.  Furthermore, the lack of physical connections requires 
WSNs to be adaptive and flexible.  Much of the development in WSNs is focused on the 
seamless startup, routing, and discovery processes that require little or no supervision or 
intervention [9].  As a result, introducing new elements into a WSN based instrumentation 
system will require less installation time, maintenance, and documentation.       

Along with the quantifiable improvements, WSNs provide new opportunities to extend the 
sensing and monitoring capabilities throughout the lifecycle of a system.  The remote 
accessibility of WSNs provides a means to calibrate and configure many sensors and devices 
without direct physical access.  Pairing this with new low-power microprocessor and 
communication technologies (e.g., ultra low-power Wi-Fi [7][8]) supports the long-term 
persistence of WSN based data acquisition elements on a test vehicle.  Utilizing such 
technologies can potentially increase maintenance intervals (e.g., power source replacement) on 
the order of years.  Accordingly, instrumentation test data can be obtained in situ beyond the 
normal bounds of the test phase for a vehicle.  With such an increase in persistence comes the 
opportunity to evaluate the operational and long-term performance of a system.  Also, some 
maintenance and failure indicators will become detectable during operation, thereby alleviating 
some of the burden of regularly scheduled maintenance.  

CHALLENGES OF WIRELESS SENSORS 

While the benefits of wireless sensor technologies present an interesting opportunity for 
satisfying the increasing demands of instrumentation systems, some challenges still need to be 
overcome in order for them to be successfully incorporated into flight test systems.  Some of the 
key challenges include power limitations, RF susceptibility, data rates, and security, which will 
be briefly discussed in this section. 

Because wireless sensors are typically placed in remote, difficult to reach locations, it is highly 
desirable that both the sensors and their batteries operate for long periods of time without 
external interventions.  This means that sensor power consumption must be minimized and that 
battery life must be maximized.  While battery technologies have improved over the years, the 
improvements have not yet been substantial enough to significantly reduce WSN power 
constraints.  As a result, low power consumption in WSNs is often achieved by reducing sensor 
computational resources, such as memory, processor cycles, wireless radio power, data rate, and 
implementing strategic sleep cycles [6].  This power limitation in turn creates other challenges, 
particularly in meeting security, RF susceptibility, and data rate requirements. Nevertheless, 
emerging technologies (e.g., ultra low-power Wi-Fi [7][8]) provide promising solutions to these 
power limitations. 

In many applications, a WSN often coexists with other wireless networks, such as Wi-Fi and 
Bluetooth, thus making RF interference a concern.  Studies have shown that 802.15.4 (ZigBee) 
(technology most WSNs are based upon) performance is severely degraded by coexisting 
wireless networks (i.e., Wi-Fi, Bluetooth) if operational frequencies are not carefully chosen. 
Even with carefully chosen communication channels, 802.15.4 is still susceptible to interference 
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and jamming, particularly when larger packet sizes are transmitted [5].  Moreover, 802.15.4 
technologies have demonstrated susceptibility to multipath interference from metal and metal-
foil line surfaces [4].  Since sources of multipath interference will vary depending on aircraft and 
test configurations, 802.15.4 based implementations may present significant challenges in 
meeting all flight test system requirements [5].  Nevertheless, different WSN implementations 
(such as Wi-Fi) are capable of overcoming these issues. 

Another key challenge of WSNs is security.  Typical security algorithms rely on large amounts 
of computational resources being readily available, making them not suitable for WSN based 
applications.  For instance, the working memory of most sensor nodes is unable to hold the 
variables of common encryption algorithms [6].  That, however, does not mean that security 
cannot be achieved in WSNs; it means that the level of security achievable in typical WSN 
implementations (i.e., 802.15.4) will likely be lower than that of an average wired 
instrumentation network.  Moreover, the multi-hop topology of WSNs makes them more 
susceptible to attacks than wired networks (i.e., multi-hop routing attacks) [6].  Nevertheless, 
emerging technologies, such as Wi-Fi based WSNs can capitalize on the built-in security features 
of Wi-Fi to address the security gaps of typical WSNs. 

Data rate limitations are also a concern for WSNs.  Data rates directly affect two critical system 
parameters: throughput and scalability.  In general, the higher the data rate a network can 
support, the more scalable it is, because the ability to add nodes to a network will depend on the 
network’s data rate capacity [10].  Typical 802.15.4 based WSN implementations support data 
rates of about 250 Kbps per channel.  This data rate is in general too low for most flight test and 
telemetry systems.  However, more recent WSN implementations based on Wi-Fi can support 
the data rates required of most flight test systems (54 Mbps for 802.11g and up to 600 Mbps for 
802.11n).  As such, opportunities exist to meet the data rate and scalability requirements of flight 
test systems. 

In summary, it is clear that some challenges need to be overcome before WSNs can be 
successfully deployed in flight test systems.  However, many of these challenges are due to the 
fact that WSNs have, until now, been used by specific communities and developed using 
specific, application-specific implementations (such as 802.15.4).  The increased interest of other 
communities in WSNs, combined with emerging technologies that are helping solve key WSN 
limitations, is helping pave the path for integrating wireless sensor technologies into 
instrumentation and telemetry systems. 

RECENT EXPERIENCE IN SOLVING THESE ISSUES 

SwRI has significant experience in the research, design, and development of embedded systems 
and wireless communications. In recent years, SwRI has been actively developing small, low-
cost, power-efficient, and self-configurable embedded WSNs for a number of monitoring 
applications [1][2][3]. An embedded WSN consists of spatially distributed sensor nodes 
embedded with computer intelligence. A primary advantage of the embedded WSN over a group 
of individual, unconnected sensors is the ability for the network itself to make decisions based on 
external indicators and, thus, allow observation of anomalous or unexpected events while 
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optimizing the sensor power usage and extending sensor lifetime.  SwRI sensor technologies 
have been used to measure a variety of earth processes in hazardous environments to overcome 
challenges such as inaccessible locations, harsh environments, and long-term deployment.  Many 
of these technologies can be applied to address instrumentation and telemetry challenges. SwRI’s 
approach is to work with domain experts to design a sensor network that employs the lowest cost 
and most widely available technologies to meet the SWaP and sensing requirements of the 
deployment.   

During 2007 and 2008, SwRI deployed a WSN to a remote landslide along a tributary of the 
Snake River in southern Idaho [2].  The system employed an innovative cooperative radar 
technique to measure, down to sub-centimeter accuracy, the relative distances between pairs of 
geographically dispersed sensor nodes and, thereby, characterized the continued settling of the 
landslide on the east side of the canyon.  The cooperative radar system required significantly 
more power than the low-power wireless sensor processors, but the nodes had to be camouflaged 
so as not to provide a tempting target for local hunters and sportsmen.  The need for camouflage 
barred the use of solar panels to provide long-term power so sealed gel-cell batteries supplied 
power to the sensor nodes that were protected in weatherproof boxes and buried at the base of 
the camouflaged antenna assemblies.  The processors that formed the heart of the precise 
positioning system communicated wirelessly over 802.15.4 and took advantage of low-power 
modes to significantly decrease power needs during system idle periods. The system operated 
successfully, with periodic battery maintenance, during the hot Idaho summer and the freezing 
snowy conditions of a particularly cold and wet winter. 

In 2008, SwRI worked closely with groundwater hydrologists to develop a prototype neutrally 
buoyant sensor to autonomously map pathway flow velocity and geometry of karst conduits [1]. 
The prototype sensors are equipped with a magnetometer and multiple sonar pairs to measure 
conduit morphology and orientation.  The sensors were developed to be approximately neutrally 
buoyant but were equipped with a propulsion system to enable the sensors to negotiate around 
impediments in the flow channel and avoid stalling at the walls of the conduit or cave.  The 
sensors were built using inexpensive components to facilitate the deployment of a large number 
of sensors in scenarios where a small percentage of them are recovered due to complexity of 
karst structures through which they pass. In these cases, the complete mapping information can 
be shared among all available sensors through sonar communications.  Data collected during an 
excursion are downloaded from the sensor upon completion of the survey mission. An 
autonomous sensor was successfully used to characterize a segment in Honey Creek Cave, a wet 
cave in south-central Texas.  Sonar proved to be effective in measuring the cave dimensions and 
the velocity of flow.  A magnetometer was used to orient the pathway taken by the sensor.  
Together, these data provided a representative reproduction of the oriented morphology of the 
wet cave. A variation to the initial generation of sensors was developed to map and characterize 
karst solutional features in which data retrieval from the sensor at the conclusion of the excursion 
is not possible or likely.  For this application, a tether was attached to the sensor to allow real-
time data collection.  This version of the sensor was used to map karst voids intersected by a 
drillhole but where discharge to a spring was not anticipated. 

SwRI recently completed an internal research project that applied wireless sensor technologies to 
the problem of detecting and measuring riverbed scour that occurs around bridge piers and 
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supports during flooding events.  The prototype employs a stack of low-cost, low-power wireless 
sensor processors equipped with inexpensive sonar transducers for underwater communications.  
System installation occurs by drilling a hole in the riverbed and inserting the sensor stack.  
During flood events, scouring removes individual nodes along with parts of the riverbed 
surrounding the stack.  The stack is able to count the number of nodes remaining and transmit 
that information to the shore.  Depending on the specifics of the installation site, the stack may 
remain dormant for long periods of time between flooding events.  The research project 
investigated the application of electromechanical transducers for generating power that gets 
stored in super-capacitors or large conventional capacitors on the individual sensor nodes.   

These projects employed a variety of wireless-enabled microcontrollers and other peripherals 
and sensors to meet the data collection needs of the individual problem domains.  Similar design 
approaches can be employed to meet instrumentation requirements.  In addition, a number of 
energy harvesting technologies, including vibration and thermal, provide sufficient power in 
small form factors that ultra low power processors could be used to create a battery free WSN for 
some environments. 

MAKING A SYSTEM WORK  

As the recent experience described above shows, each particular environment produces its own 
set of challenges.  The key to making a system work in a particular environment is to adapt the 
system design to match the needs of the particular target domain.  WSN technologies, just like 
any other technology, are not a one size fits all solution.  Fortunately, the breadth of WSN 
technology is now sufficiently large to successfully apply the technology to a variety of 
problems.  Likewise, the growth in low power processing and communications should continue 
to expand the core technologies available for building WSN systems.  Knowing how to 
determine the needs of a particular system and then applying the relevant technology is key to 
the system’s success. 

Within the WSN product space, there are many competing wireless techniques.  While IEEE 
802.15.1 (Bluetooth) and IEEE 802.15.4 (ZigBee) protocols garner much of the attention, there 
are numerous other approaches based around either IEEE 802.11 Wi-Fi or some form of 
proprietary protocol.  The growth of 802.15.x based protocols has been driven by the reduced 
complexity and speed of the protocols which allowed early implementations to more easily work 
within the low power and small size budgets of WSN applications.  Of the two 802.15.x 
protocols, Bluetooth has had the most success due to the availability of chipsets developed for 
the mobile phone market.  Since ZigBee has only found markets in WSN applications, the 
number of available chipsets has not grown significantly due to the relatively small market size. 

Some vendors have opted to optimize or differentiate their WSN product offerings by developing 
their own proprietary protocols.  While this “custom” approach allows achieving better 
communications or power performance than 802.15.x approaches, it also has the penalty of 
limited or no interoperability outside one particular vendor’s products.  While in the short term 
this might help a vendor to maintain more control of a particular market segment, in the long 
term the customer is not able to integrate any new products into a system that has a proprietary 
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approach.  The even smaller market size for a particular proprietary approach makes it even more 
difficult to achieve low cost devices. 

Wired Ethernet use in embedded systems has increased dramatically in recent years due to the 
ubiquity Ethernet networks in non-embedded systems providing a market mass large enough to 
lead innovation in both chipsets and software support.  A similar but likely more powerful trend 
for WSNs is beginning to emerge with IEEE 802.11 Wi-Fi technologies.  The explosive growth 
in home networks and smart phones is fueling the development of numerous low-cost, low-
power, small size 802.11 Wi-Fi chipsets.  Due to this market-driven innovation, power 
requirements have dropped to similar levels as Bluetooth and are likely to continue to improve at 
a faster pace than Bluetooth due to market size driven product development.  Due to these 
market factors and since Wi-Fi also provides significantly higher bitrates and more interference 
immunity (especially the OFDM based variants of 802.11) than 802.15.4 protocols, Wi-Fi is 
likely to become the long term dominant protocol for WSNs. 

The choice of a wireless protocol is often emphasized above other factors when designing a 
WSN.  However, while important, all aspects of a WSN can have an equal impact on whether the 
system works successfully or not.  For instance, if the wireless portion is perfectly reliable but 
the sensor electronics are unreliable or imprecise, then the system overall is still a failure.  
Likewise, if the system uses a very power efficient processor and wireless technique but chooses 
a sensing approach that wastes power, then the system once again will likely fail to meet the 
needs of the user.   

SwRI has found in the variety of SwRI built WSN applications that the WSN must be designed 
first and foremost as a system.  This mandates understanding the requirements of the particular 
domain the WSN will be applied and then build a system to meet these requirements from a 
“broad toolbox” of capabilities and technologies.  By not constraining the system components to 
a single manufacturer, best of breed components can be used in the portions of the system that 
require their cost and performance, and lower cost components in other areas without as stringent 
performance requirements.  The flexibility of this approach provides the best path to an overall 
successful WSN system. 

CONCLUSION 

Although much advancement has occurred over the past years in the areas of instrumentation and 
telemetry systems, many challenges are yet to be addressed.   More specifically, the need to 
develop highly scalable, non-intrusive test systems with minimal size, weight, power, and 
development/deployment time continues to increase.  This paper has discussed how WSN 
technologies can be leveraged to address several of these unmet needs.   WSN benefits and 
challenges have been discussed, as well as examples of how to develop WSNs for specific 
applications and how to integrate them into instrumentation and telemetry systems.  It is clear 
that integrating wireless sensor technologies into instrumentation systems is a feasible way to 
address instrumentation system challenges, while meeting the data rates and other key 
requirements associated with these systems.  Nevertheless, in order to reap the benefits 
associated with wireless sensor technologies, WSNs must be designed as a system and tailored to 
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the specific needs they are to address.  With the appropriate design, WSNs can revolutionize 
instrumentation systems. 
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