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ABSTRACT 
 
The development and analysis cloud is a rapid development system being designed to support the 
Air Force Research Lab (AFRL) Simulation & Technology Assessment Branch. The purpose is 
to isolate research, development, test, and evaluation of unique software within a Zone D enclave 
[1] to allow researchers and analysts to develop and test software free of the many IT 
requirements that hamper development and without risk of contaminating the overall Air Force 
network. 
 
The cloud system is being designed so researchers and analysts will utilize Software as a Service 
(SaaS) models. Such a model makes it transparent to users such things as where the software 
originates and any licensing concerns. Utilities, tools, and other enhancing software that users 
need are published and using them frees the developer to focus on their specific development 
efforts versus tertiary development modules. 
 
 

KEYWORDS 
 
Cloud, Software as a Service (SaaS), web service, enclave 
 
 

WHAT IS SOFTWARE AS A SERVICE? 
 
SaaS and Cloud computing is getting more exposure in the computer press. But just what is SaaS 
and how does it benefit a SaaS consumer? Cloud computing allows users to use applications 
without installing those applications to their computer. Think of SaaS as renting software instead 
of owning software. This is the business model many SaaS commercial providers follow. The 
software user needs a service from the provider. They may need this service once a week, once a 
month, or on an ad hoc basis, but the service is requested on-demand by the user. When I rent I 
do not assume the cost of capital expenditures such as servers or hubs, nor do I assume the cost 
of IT support, software upgrades, or yearly maintenance fees. A SaaS consumer enters into an 
agreement to, for a fee, use the service. The service provider has the necessary servers, 
bandwidth, and the IT support at their home site to deliver the software to the consumer. Overall, 
as a SaaS consumer, costs are less than as the owner of the software. 
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Figure 1: Development and Analysis Cloud Concept 
 
Because SaaS operates on the web a secure, consistent, broad band connection is recommended. 
SaaS takes a thin client approach to providing consumers with services, that is, computations are 
implemented at the server which typically is provided by the SaaS provider. The client or SaaS 
consumer executes the service via a GUI from their workstation. Because the server handles 
computations a broad band connection is needed to handle the data volume passed between the 
thin client and server. Also, inherent with this client-server relationship, is that software updates 
become more agile and react quicker to updates and upgrades. Upgrades to software are installed 
at one site, the server, and permeates to the clients so individual clients will not need to keep up 
with upgrades. This fact should also reduce the workload, and dependency, on IT support at 
individual SaaS consumer sites. And there is also the reduced risk of virus infection since virus 
updates are installed at the SaaS provider site and permeates through to the consumer. 
 
There are some down sides to SaaS. As a consumer the organization is dependent on a stable 
secure broad-band connection. If this connection is removed the consumer loses access to the 
applications which may or may not be critical to the organization. A related dependency exists 
with the SaaS provider itself, that is, if the provider is down for maintenance, upgrade, or for any 
other reason the application will be unavailable to the consumer. Before entering into a 
contractual agreement with the SaaS provider it would be a good area to explore what provisions 
the provider has for uninterrupted service. 
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Another area to consider is being able to revert back to prior older versions of software. Often 
developers write their software using a specific version and baseline on that version. At a later 
time they may be asked to change the application so being able to revert to that specific baseline 
version is important. In addition there are also privacy issues and related data storage issues. 
Typically a SaaS provider will need to store consumer data at the provider’s site. This may or 
may not be an issue dependent on the sensitivity of the data being stored. 
 
 

CLOUD DEPLOYMENT MODELS 
 
There are three generally recognized cloud deployment models as shown in Figure 2. Public 
clouds are what are most described in literature. Public clouds communicate via the public 
internet to service SaaS consumers and so have access to a larger volume of potential customers. 
Among the advantages of a public cloud deployment are [2]: 
 

 Lowers the cost of service due to economies of scale 
 Drives standardization 
 Preserves capital (of the service consumer) 

 

 
Figure 2: Cloud Deployment Models 
 
At the other end of the spectrum, private clouds typically operate behind a firewall and are on a 
closed or private network. Private clouds communicate in the same way as public clouds via 
network communication however they have a much smaller and normally and internal customer 
base and therefore have a higher operating cost due to a smaller economy of scale. There are 
advantages, however, to operating in a private cloud: 
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 Higher level of customization because of the smaller customer set 
 Less susceptible to attack 
 Higher data protection due to having more control over what enters the closed network 
 
A higher level of control implies that the private cloud can have proprietary data and applications 
with less risk to those being inadvertently released. This is an important aspect when working 
with contractor developed software because of contractual and data rights agreements. 
 
The private cloud is the model being followed to support the cloud development project. This 
model allows the cloud effort to protect sensitive data, proprietary data and applications, and 
uniquely developed software algorithms behind a firewall while still allowing the sharing and 
client-server relationship of data and applications under the SaaS operating model. 
 
 

SYSTEM CLOUD DESIGN 
 
The cloud system is being designed so researchers and analysts will utilize Software as a Service 
(SaaS) models operating on a private cloud [3]. This approach protects proprietary data, allows 
customization, and takes advantage of the SaaS operating model which benefits the overall R&D 
approach to application development. 
 
The high level use case diagram below depicts primary users of the cloud system and how they 
interact. A user will have access to datasets to use with various scenarios along with the 
multitude of software written by themselves, other developers, and government contractors. 
 
Datasets are stored within the enclave in a database server as are software applications. Access to 
the software is via SaaS. The latest versions of applications are kept on the server so the 
developer can continue to develop and refine their software at their workstation without being 
interrupted. Access to the latest stable application is made via a web service which comes 
directly from the server assuring the researcher has the latest version available for use. This 
method avoids the cumbersome “check-in/check-out” of a configuration management system. 
 
Figure 3 below depicts the organizational level use case diagram and the interaction between the 
actors and major software components. An analyst wishing to create a process has available to 
him the toolset. Within the toolset are image processors, cost analysis software, guidance, 
navigation, and control software, as well as COTS and other software developed by government 
contractors. All toolsets are accessible to the analyst via a web service and this process assumes 
some level of familiarity with the operating characteristics of the specific toolset such as inputs 
and outputs. Web services are written as self documenting so that they have an internal means 
that describes the web service, its I/O, usage and how to interpret results. 
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Figure 3: Use Case 
 
In a similar fashion to creating a process Figure 3 also shows how Modeling & Simulation, 
GN&C, Utility Analysis, and other demonstrations can be prepared using the cloud system and 
web services to create a scenario. Scenarios are created and useful in “what if” analysis and 
toolsets are included as available to the researcher/analyst allowing them to plug-in a toolset as 
needed.  
 
Figure 4 below shows the major functional components of the cloud enclave system.  
 
The major components of the cloud system are the cloud server(s), data sources, internal tools, 
utilities, apps, external tools, utilities, SAN storage, database, and the license server used to serve 
COTS licenses for Satellite Tool Kit and MatLab. As a whole these components combine to 
supply software to the analyst/researcher via a web server, either Microsoft IIS or Apache 
Tomcat, on an as needed basis. 
 
The cloud system centers on the cloud servers. As of this writing it is unknown exactly how 
many servers will be necessary however it’s expected that at a minimum a server will be required 
for storage and another for external tools. The cloud servers have 2 primary responsibilities: a 
central gathering point for datasets the user requests and a central gathering point for tools and 
utilities the user requests. 
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Figure 4: Functional Diagram 
 
Another component of the system are the data sources that includes data from flight programs, 
test datasets, modeling & simulation datasets, and contractor supplied datasets. All of the 
datasets are eventually kept in the SAN storage and accessible via a relational DBMS. In order to 
be usable the datasets pass through a common data formatter that takes the datasets and converts 
them to a standard format, presumably XML, before being passed to the cloud server. By the 
time datasets enter the cloud server they are preformatted in such a way as to be recognizable to 
the web service that uses the dataset. 
 
The license server is another major component of the system. The license server exists to serve 
up MatLab and Satellite Tool Kit network licenses. As of this writing the license server is 
connected to the KAFB LAN from which it receives updates as well as using the internet to 
manage and distribute licenses. However, because the cloud system will be a “Zone D” enclave 
which prohibits connections outside of the enclave another method will need to be pursued to 
reconcile this conflict. 
 
The final major components are the internal and external tools, utilities, and applications which 
are the specific software applications that support the modeling & simulation efforts. At present 
the internal tools fall into three main categories and are being developed by the three separate 
teams: cost modeling, guidance navigation and control (GN&C), and utility analysis (UA). 
External tools are those tools and applications which are being developed by contractors.  
 
Tools, utilities, and applications may be written in any computer language so as not to force 
conformity by developers. The key is that the applications are wrapped so that they are 
transformed into a web service that is usable by the analyst. The analyst does know what the 
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underlying language is since it is available via a web service to their web browser. All tools, 
utilities and applications are treated this way en route to the cloud server. Due to the variety of 
languages however, presumably web service wrappers will need to be written to account for each 
language e.g., C, C#, Java, etc. Wrappers are discussed further in the next section.  
 
One of the primary goals of the cloud system is to make readily available these tools and 
applications across the teams so a less “stove pipe” and a more cohesive collaborative approach 
to modeling & simulation will take place. 
 
The final major component is the GUI or user interface and its connection to the rest of the 
system. Because this system operates in an enclave all computers should have access to either 
Microsoft IIS or Apache Tomcat server software that acts as a gateway between the end user and 
the software the user will access. 
 
Generally speaking the user defined operational picture interface will be used to (1) create a 
‘scenario’ of what they need to accomplish (2) review software available to them with which to 
create the scenario from (3) access the web service documentation to determine the I/O and 
expected result set (4) select the data source(s) and (5) control and manage the web service 
access to the tools, utilities, and applications and how they are applied to the scenario. 
 
 

CLOUD ENABLERS 
 
The user is in control of the process therefore the user is responsible for selecting the web 
services appropriate for whatever it is they are constructing. The cloud system is responsible for 
providing, as per user request, the web service in a manner that is compatible to the system the 
user is on. 
 

 
Figure 5: Walkthrough 
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The user initiates the process by requesting a list of web services. Web services are, or should, be 
written in a self documenting manner that is there is sufficient documentation that fully describes 
the web service. Items such as an overall description of what the web service provides, inputs 
along with format, internal algorithms i.e., genetic algorithms are used, internal assumptions i.e., 
gravity is constant, major iterations, along with other major factors that should provide the 
analyst with enough information to decide if this web service is what they expected.  
 
Keep in mind that a web service is a substitute for the analyst writing the application themselves. 
Therefore the documentation should be at such a level that the analyst is comfortable in knowing 
what the application does and how the application does it. 
 
The cloud server is a spoke in the overall cloud system in that all requests go through the cloud 
server in route to the other parts of the system. When users request datasets to use with a web 
service the cloud server, knowing what web service the user requested, passes a request on to the 
database server for a list of compatible datasets, and returns that list to the cloud server which, in 
turn, passes that list back to the user. Once having that information the user, after having selected 
the web service can simultaneously select the compatible dataset. As has been stated prior, the 
user controls the system so selecting a dataset should be an optional action. 
 
Once a user selects a web service the request passes to the cloud server then on to the wrapper 
server. The key function of the wrapper server is to determine how to wrap the application into a 
web service. Applications are written in a variety of languages and as such will be wrapped 
uniquely. Wrapping a FORTRAN application is handled differently then wrapping a Java 
program which is handled differently then wrapping a C# program. In addition to handling the 
different languages, each application has certain functions (or modules, or classes) that should 
not be made “public” to the user. Care must be given that private functions are kept private and 
not reveal the inner workings of the application. The reasons for this care may be as simple as 
the private functions may be proprietary to a contractor or have been developed by the 
government and are not for public disclosure. 
 

 
Figure 6: Cloud Wrapper 
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A key to success for the cloud system is sufficient bandwidth to support the requests and returns. 
Users will not likely use a system that is slow so sufficient bandwidth is a key to the system 
being exercised. 
 
 

CONCLUSION 
 
AFRL is developing a cloud system that is intended to be used for development, analysis, and 
modeling and simulation research. AFRL is pursuing this for a number of reasons not the least of 
which are to isolate research, development, test, and evaluation of unique software within an 
enclave which clears us of IT requirements, and to foster the use and sharing of tools already 
developed. The system described allows us to meet those goals while simultaneously moving 
toward a modern approach that, presumably, allows us to work with other commands who have 
developed and implemented a similar architecture. 
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