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ABSTRACT 
 

Undetected sensor malfunctions during flight testing can lead to cost overruns and program 
delays.  Determining the presence of these faults in a timely manner allows the operator to 
mitigate their effect.  One way to detect these faults is to use a priori knowledge of sensor 
calibration data and system dynamics to calculate measurement uncertainties.  These can then be 
used to determine the integrity of the sensor data and report violations of expected sensor 
behavior.  Analytical redundancy methods and residual processing can be used in conjunction 
with a priori sensor information to detect faults otherwise unobserved with single-instrument 
data as well as to isolate and identify failure modes.  These simulation and analysis methods 
have been implemented as MATLAB® Simulink® blocks and were used to model the flight 
instruments, detect anomalies in the navigation instruments, and locate the origin of the errors of 
a flight test data set. 
 
 

INTRODUCTION 
 

The verification of flight test data prior to engineering analysis can eliminate wasted resources in 
the event of sensor malfunctions.  Existing methods for data assurance relies on redundant 
sensors measuring a single parameter.  While effective at detecting many types of failures, this 
approach has significant impacts on cost, weight, and power budgets of flight test programs.  
Utilization of analytic relationships between dissimilar instruments provides the capability to 
verify data without the need for the installations of multiple sensors measuring the same 
parameter.  Data verification can be automated using parity tests of the available sensors and a 
fault processor.  
 
A specialized MATLAB® Simulink® blockset, DAEBAT, has been developed for the purpose of 
error analysis and fault detection.  These nodes are designed to automatically import data, 
transform or translate states, complete integrity analyses, and perform fault detection and 
identification with real-time test data. 
 

INTEGRITY REPORTING  
 
Stanford plots are useful for displaying the accuracy and integrity of navigation system data in a 
concise, time-independent diagram [1].  In order to generate a Stanford plot, the error, error 
bound, and alert limit of a given parameter must be known.  The error is typically calculated by 
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differencing two measurements of the same parameter from separate data sources.  These 
measurements are not always available in real-time and may require offline analysis to generate.  
The error bound is equal to the standard deviation of the parameter multiplied by the integrity 
factor of the system.  For example, an integrity factor of 1 correlates to a 1σ error bound, 
theoretically bounding 68.27% of the data.  Finally, an alert limit is set by the user based on safe 
operating conditions and the criticality of the metric being monitored. 
 
The X-axis of the Stanford integrity plot represents the accuracy of the system, and the Y-axis 
represents the integrity.  The X value is obtained by dividing the error at a given time step with 
the user-defined alert limit.  The Y value of a data point is calculated by dividing the error bound 
with the alert limit.  To populate an integrity plot, these quantities are calculated at each 
individual time step.  If multiple data points share the same X and Y coordinates, the density 
increases and is reflected in the color as indicated by a color bar scale. 
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Figure 1: Stanford Integrity Plot 

 
Figure 1 shows the distinct areas of the Stanford plot which are formed by the boundaries of 
three lines: X=1, Y=1, and X=Y.  In order for the system to operate safely, the accuracy and 
integrity ratios must be less than the alert limit.  This implies that the X and Y values of any 
given data point should be less than 1 to ensure safety.  In addition, the error bound of a 
parameter should always exceed the actual error and this establishes a condition of Y>X.  The 
combination of these three boundaries creates the System Operational area.  If analysis of an 
entire data set places all points within this confined area, it corresponds to a time history plot 
where the error never exceeds the error bound and the error bound never exceeds the alert limit 
as shown in Figure 2. 
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Figure 2: Time History Representation of System Operational Data 

 
Data is considered to be Misleading Information (MI) [2] if at any time the error exceeds the 
error bound.  Because the error bound is calculated using a priori knowledge of the hardware, 
exceeding this bound implies that one or more of the sensors used to form the error are not 
behaving properly.   MI located in the lower-left quadrant of the plot is not considered dangerous 
since the error is less than the alert limit.  If the MI is located in the lower-right quadrant, it is 
considered Hazardous Misleading Information (HMI) since the error exceeds both the error 
bound and alert limit.  In situations where the error is not available in real-time and the system 
fails to bound the error, the user would not be aware that they are operating in a potentially 
hazardous condition.  If the MI is located in the upper-right quadrant, the data is not considered 
hazardous since the system would declare a fault due to error bound violations of the alert limit. 
 
When displayed in a time history plot, the error bound and alert limit are drawn symmetrical 
about the X-axis.  If the measurement data sources agree, the error should appear as a zero-mean 
line surrounded by the error bound and alert limit.  However, in many instances such as that 
shown in Figure 7, the error (blue) exceeds the error bound (red) and alert limit (green) 
indicating that a fault is present in the system.  
 
It should be noted that the error bound of some parameters is often available in real time while 
the error is not.  An example of this would be the GPS relative position data during a flight test.  
Many techniques used to resolve the integer ambiguity of Differential Carrier Phase GPS 
measurements require an entire data set and significant processing time to achieve.  While this 
quantity may not be available in flight, the error characteristics are predictable based on factors 
such as the type of receiver, number of satellites present, and the distance between receivers.  In 
this situation where the error is not available in real-time, it is helpful to have a real-time 
estimate of the error bound to guarantee that the worst-case error of a parameter is bounded. 
 
 

INTEGRITY ANALYSIS OF MULTIPLE SENSORS 
 

Analysis of multiple sensors measuring the same parameter can be achieved through direct 
comparison.  Each sensor providing a parameter measurement is considered a Data Source and 
assumed to provide the real-time measurement, mean, and covariance.  In a two Data Source 
system, the error is formed by differencing the measurement or mean of Data Sources #1 and #2.  
 
The covariance of each Data Source is added together since combining the error bounds 
increases the uncertainty of the error.  If the integrity diagram generated for a given data set has 
all data points within the System Operational area, the sensors used to form the error are 
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considered healthy.  If a violation occurs, a fault is detected but the source is not identified.  
Figure 3 shows the process flow for a two-sensor integrity test, also known as a parity test. 
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Figure 3: Integrity Analysis for Two Sensor System 

 
A third data source is required to automatically identify the origin of a fault.  In an N-sensor 
system, each sensor is integrity tested against two others and the results are fed into a fault 
processor.  The number of integrity tests required to identify a fault source is equal to the number 
of sensors used to measure the same parameter.  Figure 4 shows a process flow for an N-sensor 
system. 
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Figure 4: Integrity Analysis and Fault Detection of an N-Sensor System 

 
 

ANALYTIC REDUNDANCY 
 
Analytic redundancy allows the comparison of two dissimilar instruments through analytical 
relationships in order to detect failures or anomalies in the data set.  This method is advantageous 
because it does not require redundancy in hardware and instrumentation to guarantee data 
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integrity.  However, a stringent approach is required when selecting the instrumentation to 
ensure observability of faults. 
 
For example, an analytic redundant relationship exists between a static pressure transducer and a 
GPS receiver.  Derivation of the U.S. Standard Atmosphere 1976 [3] model using chain errors 
was presented by Williamson, et al. [4] at the 2008 ITC Conference for the purpose of enabling a 
barometric altimeter to transform the measurement, mean, and covariance of static pressure into 
the measurement, mean, and covariance of altitude.   
 
However, calculation of the pressure altitude is sensitive to deviations from the idealized 
Standard Atmosphere model and subsequent errors can prevent a direct comparison to an inertial 
data source such as GPS.  The effect of these discrepancies can be reduced by taking the 
derivative of each data stream, dM, as shown in (1).   
 

t
MMdM tt

∆
−

= +1  (1) 

 
Mt and Mt+1 are the successive measurements at times t and t+1 and ∆t is the time between 
measurements.  The bias between the sources is eliminated through the derivative and any scale 
factor errors have a negligible effect.  This allows a direct comparison of the vertical rates as 
calculated by both the barometric altimeter and GPS receiver.   
 
We assume the successive measurements from each source are independent and therefore the 
covariance of the derivative PdM is the sum of the successive covariances as shown in (2). 
 

tt MMdM PPP +=
+1

 (2) 
 
Through comparison of these derivative measurements, the static pressure transducer and GPS 
receiver can be used to verify each other with a parity test. 
 
 

FLIGHT TEST VERIFICATION 
 
A flight test data set provided by Edwards Air Force Base is used to demonstrate fault detection.  
This paper utilizes the static pressure sensor and GPS receiver from the flight test data set.  
 
The original engineering analysis done on the same flight test data discovered that the static 
pressure measurement by the barometric altimeter experienced an intermittent bias throughout 
the flight test.  We demonstrate by simulation how the MATLAB® blockset could have detected 
this fault automatically in real-time.  Figure 5 shows the Simulink model used to analyze the 
barometric and GPS vertical rates. 
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Figure 5: Barometric vs. GPS Vertical Rate Analysis 

 
Figure 6 shows the time history error, error bounds, and alert limits when comparing the 
barometric and GPS vertical rates for a segment of the test when no faults are present.  Note the 
error (blue) is bounded by the uncertainty (red) which is bounded by the alert limit (green). 
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Figure 6: Barometric vs. GPS Vertical Rate Time History (No Faults) 

 
Figure 7 shows the altitude rate error for a larger segment of the flight test which includes 
segments where the barometric altimeter was malfunctioning.  These errors manifest themselves 
on the time history plot as the data points outside of the uncertainty bound and alert limit. 
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Figure 7: Barometric vs. GPS Vertical Rate Time History (Faults Present) 

 
Figure 6 and Figure 7 are then used to construct the integrity plots shown in Figure 8 and Figure 
9, respectively.  In Figure 6, the altitude rate error is bounded by the uncertainty which is then 
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bounded by alert limit for the entire segment, resulting in 100% of the data being located in the 
System Operational area of the integrity plot in Figure 8.   
 

0 0.5 1 1.5 2
0

0.2

0.4

0.6

0.8

1

1.2

1.4

1.6

1.8

2

∆Meas/(Alert Limit)

U
nc

er
ta

in
ty

/(A
le

rt 
Li

m
it)

 

100.0%

0.0%

0.0%

0.0%

0.0%

0.0%

0

500

1000

1500

 
Figure 8: Barometric vs. GPS Vertical Rate Integrity Plot (No Faults) 

 
In Figure 7, most of the error lies between the error bounds and alert limits with exception of 
several violations.  This corresponds to the majority of the points being located within the System 
Operational area of Figure 9.  The error bound and alert limit violations are expressed by the low 
density data in the lower-left MI and lower-right HMI regions.  The uncertainty bound does not 
fluctuate throughout the test and hence the Y value (the integrity value) of the plotted data 
remains constant.  Presence of data outside the System Operational area is indicative of a sensor 
malfunction although the faulty source cannot be identified from this test alone. 
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Figure 9: Barometric vs. GPS Vertical Rate Integrity Plot (Faults Present) 

 
A direct comparison of the altitudes as reported by each sensor is shown in Figure 10.  Although 
the two flight paths should not necessarily line up, significant jumps in altitude can be observed 
in the flight path which uses the barometric altimeter (red) as opposed to the GPS altitude 
(yellow). 
 

 
Figure 10: Flight Paths in Google Earth® 

 
 

APPLICATIONS TO FLIGHT TEST OPERATION 
 
Utilization of analytic redundancies enables instrumentation faults to be detected and identified 
in data sets with a minimum amount of hardware.  In our sample study, the same static pressure 
fault discovered through engineering analysis of the flight test data is also detected by the 



9 

DAEBAT nodes in a real-time fashion.  Had the system been used on the test range, valuable 
time could have been saved before analysis began.  Provided that a suite of sensors have 
sufficient observability, their performance can be verified with less frequent calibration. 
 
Most nodes in the DAEBAT blockset are designed to operate in real-time.  Integration into a 
flight test platform would provide real-time health monitoring of sensors and provide the flight 
test engineer with valuable information which could determine whether or not it is necessary to 
terminate a sortie in the event that a critical sensor failure is detected. 
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