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In this paper, we discuss ways in which web services can be used in future T&E scenarios, from 

the initial hardware setup to making dynamic configuration changes and data requests.  We offer 

a comparison of this approach to other standards such as SNMP, FTP, and RTSP, describing the 

pros and cons of each as well as how these standards can be used together for certain 

applications. 

Web services, XML, iNET, IHAL, RPC, HTTP 

Current Test and Evaluation (T&E) practices rely on relatively old technologies that were 

developed before the modern era of networking standards. As a result, instrumentation systems 

must remain relatively static. Making a change to the stream of acquired data is a time-

consuming process that requires terminating the test and making multiple changes to hardware, 

software, and metadata before the test can be reinitialized.  

Over the last several years the telemetry industry has been experiencing a paradigm shift from 

standard Pulse Code Modulation (PCM) based systems in favor of networked solutions.  As new 

programs begin, users are making efforts to include network solutions in lieu of existing PCM-

based solutions. The Central Test and Evaluation Investment Program's (CTEIP) integrated 

Network Enhanced Telemetry (iNET) program's
1
 standards working groups are in the process of 

setting standards to help users and vendors navigate this seemingly uncharted territory to ensure 

interoperability and best practices for the implementation of these new systems. Under this 

effort, the iNET program is developing a new approach using modern standards and technologies 

such as Ethernet, IP-based switched networks, Extensible Markup Language (XML), and the 

Simple Network Management Protocol (SNMP).    

A recent and popular breakthrough in achieving network-based interoperability between 

disparate systems is the concept of a web service.  The World Wide Web Consortium (W3C) 
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defines a web service as “a software system designed to support interoperable machine-to-

machine interaction over a network” that “has an interface described in a machine-processable 

format.” 
2
 Modern web services draw on the ubiquitous Hypertext Transfer Protocol (HTTP), 

pass information using XML, and can be implemented in a number of different programming 

languages.    

This paper will focus on the impact web services can have on the telemetry industry which is not 

immune to the same problems experienced by other industries. The same solutions that help 

other industries increase interoperability between vendors and customers can directly apply to 

the configuration systems of flight test equipment.  This is important because the complexity of 

configuration is often taken for granted. However, when one looks at the time spent configuring 

systems before the test and managing the data after the test it become clear that focusing solely 

on the data misses a large part of the effort.    

Several standards are being developed to address the issue of integrating configuration systems 

by focusing on the data and how it's exchanged.  Interestingly, neither standard focuses on the 

capabilities of the hardware and how they should behave, rather, they focus on defining the 

methods by which systems interact to encourage mixed vendor solutions.  An effective path to 

integration is through a standardized service based API which can be the catalyst that enables a 

customer's system to absorb the logic necessary to navigate the vendor's complex configuration 

rules of the hardware.   

The telemetry industry faces an interesting conundrum, much focus is put on the accuracy of the 

hardware's ability to produce data, yet, sales are often made based on familiarity of configuration 

systems. It can be concluded that providing end users with the ability to leverage the vendor's 

logic through standard service based API's and data formats can help solve this conundrum. 

Once this problem is solved, only then can purchases can be made based on the validity of the 

hardware.   

 

Web services are successfully deployed in other industries as the lynch pins that allow systems 

from different vendors, operating systems and languages to seamlessly work together. The push 

for this level of interoperability is largely driven by the desire to develop applications that can 

leverage the efforts of other vendors. Typically, this was achieved with libraries and 

development kits, however, the ability to incorporate the work of large complex software 

systems would require the installation and administration of these larger systems leading to 

increased cost, time and complexity. As a case study, consider Google Maps. For most users, 

maintaining and managing the complex systems required by Google Maps would be near 

impossible.  Managing the image data, throughput and raw processing power required would be 

too much for most users to handle. In addition, it would be incredibly difficult for Google to 

support users and build the mapping system in such a way as to support users with installation, 

upgrades and trouble shooting. Therefore, it would be difficult for developers to build new 

applications utilizing the functionality of Google Maps.  Thankfully, web services remove this 

complexity by allowing Google to manage the system which includes bug fixes, upgrades and 

http://en.wikipedia.org/wiki/Interoperability
http://en.wikipedia.org/wiki/Machine_to_Machine
http://en.wikipedia.org/wiki/Machine_to_Machine
http://en.wikipedia.org/wiki/Computer_network
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the administration of the system under their own controlled environment. They need only 

provide developers with documentation describing the API calls.  

The approach of hosting applications with publicly available programming interfaces gave rise to 

the term Web 2.0 as explained by Tim O'Reilly in his article "What is Web 2.0".
3
  In his article, 

O'Reilly explains the Web 2.0 approach by contrasting the differences between Netscape and 

Google.  He explains that Netscape followed the old model of using the browser to sell servers. 

 In other words, for Netscape the network was about selling applications.  Google, he explains, is 

not about software but about data, "Without the data, the tools are useless; without the software, 

the data is unmanageable".
3
 Google, he goes on to argue, "happens in the space between browser 

and search engine and destination content server, as an enabler or middleman between the user 

and his or her online experience." This approach of focusing on the data and making it available 

through well structured programming interfaces has had a profound effect on business by 

lowering the cost of researching ideas, and benefits users by providing them with data morphed 

into a format easily consumed based on context. The developers who use these systems merely 

reference the data and no longer have to deal with installation, maintenance and administration.    

More famously, the web service approach has had a major impact in the day to day lives of those 

who use smart phones. Augmented reality applications "in which information about the 

surrounding real world of the user becomes interactive and digitally usable are being developed 

for handhelds devices"
4
. Typically, these applications use the compass and GPS capabilities of 

phones to feed internet searches with the results overlaid on the image from the phones camera 

potentially revolutionizing how people view the world. In another example, users can use phones 

to scan the UPC label of a product and view the results of price comparisons for local stores to 

ensure they pay the cheapest prices.  Without web services this type of functionality would be 

impossible to imagine.   

Not only is this approach changing commercial web development but it's also impacting the US 

Government at both the Federal and State level. Washington DC released large amounts of 

publicly available information that was once sold through third parties who were responsible for 

productizing the data and profited by charging users for access to publicly owned data. The 

Federal government is following suit and releasing public information free of cost to citizens 

through data.gov. Subsequently, many States are releasing information on their own web sites. 

 This opening of government data to give the means of citizen participation is coined by Tim 

O'Reilly as Government 2.0
5
 and like Web 2.0, both are backed by systems designed around web 

services. A perfect example drawing upon the opening of public information and accessing the 

data through a services infrastructure are the applications StumbleSafely
6
 and Everyblock

7
 which 

use crime statistics to notify users should they wander into high crime areas; applications that 

would be impossible due to the sheer amount of data without the ability of web services. 

 

The architecture of web applications based on service-oriented API's is given the mnemonic Web 

2.0 and the governments ability to increase interaction with citizens through a free and open 

exchange of data is given the name Government 2.0. Considering this, one can conclude that 

http://www.outsideindc.com/stumblesafely
http://www.outsideindc.com/stumblesafely
http://www.outsideindc.com/stumblesafely
http://www.everyblock.com/
http://www.everyblock.com/
http://www.everyblock.com/
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telemetry systems which incorporate these principles need also be labeled. Referring to this new 

approach as "network-based telemetry" renders visions of packetized data and doesn't go far 

enough to accurately describe the vision.  For the purposes of quantifying the architectural shift 

described in this paper a more accurate term for these systems would be "Telemetry 2.0."  This 

new label represents the fundamental change in how systems will be architected to behave more 

like modern applications than the closed systems of today.  Current systems are relics of the past, 

favoring file formats for information exchange with configuration tools who's inner workings are 

hidden from the customer.  Tomorrow's Telemetry 2.0 systems will be systems that rely upon 

open standards designed to allow the customers to embrace the work of the vendor and extend it 

through open API's to solve their own internal problems.  These systems are built upon the 

idiosyncratic rules that capture the configuration details of very sophisticated hardware.  As 

standards mature and vendors' implementations solidify, customers should be able to incorporate 

systems from multiple vendors in ways that create new eco systems for managing a variety of 

hardware. 

With the push for the use of network-based telemetry, the iNET standards are stepping in to help 

vendors and users navigate the land of this new world.  However, when one analyzes the Vehicle 

Network (vNET) standards, other than defining the physical devices (Data Acquisition Unit, 

Recorder, Switch, etc) the standards only document what they are expected to produce and/or 

ingest with no specifications placed on the hardware. The vNET standard consists of 

management, network protocols and a definition for sharing information with an XML file. In 

short, the standards are focused on software and how the systems interact with each other.  The 

meta-data even skirts the hardware configuration by giving users the ability to program the 

hardware by providing the specifications of the acquired data and require the hardware vendors 

to extrapolate from that information how best to setup the systems.  

In the management definitions, iNET relies upon the SNMP standard to help with network and 

device analysis. SNMP is a services based model with roots in network device management. 

However, its strength in network management does not translate to usage as the underlying layer 

in a Remote Procedure Call (RPC)-style deployment. The disjointed handling of responses from 

commands and it's lack of modern formats keeps its usage confined to it's core competency.   

Consider the following scenario, in order to fetch the current hardware configuration, the SNMP 

workflow in iNET requires setting an SNMP variable which denotes the location of where the 

configuration file is to be placed.  The hardware is then required to use the File Transfer Protocol 

(FTP) to transfer the file to the specified URL and then send an SNMP event to denote the 

process is completed.  The use of SNMP and FTP to complete one task is an example of the 

disjointed nature of using SNMP as an RPC transport.  The same process utilizing web services 

however, would require making a single HTTP request for the configuration data. The meta-data 

would then be contained in the response.  Thankfully, the iNET standard does require the 

inclusion of the HTTP server which will hopefully encourage the usage of web services.   

The Instrumentation Hardware Abstraction Language (IHAL)
8
 standard is another open standard 

being developed by several organizations which will harness network technologies to solve some 
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of today's problems.  The standard is currently working to augment the iNET standards by 

defining a common language to describe and configure instrumentation hardware systems.  This 

approach will allow a user to use a common interface and terminology to fine tune and tweak the 

configuration of the hardware.  The IHAL standard is based around an XML schema and a web 

services API.  Much like Web 2.0 applications enable systems to use services to leverage the 

processing systems of third-party vendors, the IHAL standard is using services to leverage the 

hardware configuration logic of the vendors' configuration software.  However, once again, 

much like the iNET standard, the focus of the IHAL standard isn't how hardware systems should 

behave.  Rather, its focus is how the software systems should interact. This approach to 

configuring hardware through IHAL and a standard API is described in greater detail in the 

paper "IHAL and Web Service Interfaces to Vendor Configuration Engines"
9
.  

One must wonder why two separate and independent standards focus more on the software and 

how systems should interact rather than on the hardware.  One possible reason is that the 

complexity of managing the systems and data for each test plays a major role beyond the test 

itself.  Setting up systems, meeting specifications, reviewing, archiving and retrieving data takes 

up a majority of the time.  Missile tests can take months to prepare, yet the actual test lasts a few 

moments. In short, there is more to the test than the actual test itself.  The hardware, although 

critical to the success of the mission, plays a relatively minor role in the lifetime of working with 

the systems.  

The complexity of managing tests is so great it causes many large customers to build their own 

configuration systems. These systems are designed to help incorporate the test setup and analysis 

with the business workflow for the purpose of integrating the test into the organization's business 

process. This may include features such as user rights, archive procedures and a home grown 

management interface to setup and configure the hardware.  However, without standards the 

ability to setup and configure hardware, although admirable, could put the customer in a 

dangerous position.  Should the system be built around a single vendor's hardware it will make it 

difficult to incorporate new products from the same vendor or from other vendors. This is 

because the systems generally attempt to reengineer the configuration logic of the vendors' 

systems into their own.  

 

Why is this so difficult? Without standards and open protocols the systems can only provide 

import/export file formats. This will still lock the customers to the vendors' proprietary systems 

and although the vendor-specific files could be created there is no real knowledge of how these 

systems work.  This leads to the key question, "Who owns the data?" as was asked by Tim 

O'Reilly in his Web 2.0 article
10

. A question that has far reaching consequences.  This isn't about 

the data generated by the test, it's about the data used to manage the test and configure the 

systems. Additionally, it is the way by which the configuration data will be integrated into the 

customers business. The key role of web services is to help customers integrate with the vendors' 

systems and open the designs for more flexibility by providing open API's with standard 

methods of data exchange.    
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Those who take this approach will benefit and as Tim O'Reilly said in his Government 2.0 

article, "Government maintains information on a variety of issues, and that information should 

rightly be considered a national asset...Government information and services can be provided to 

citizens where and when they need it. Citizens are empowered to spark the innovation that will 

result in an improved approach to governance."
5
  In this particular context he was talking about 

the government, which can be deemed analogous to the vendors. The information about the test 

and logic by which these systems are configured are very much a corporate asset, but to whom 

does this asset belong (the vendor, the customer or both)?  Customers should be able to benefit 

from this asset rather than allow it to sit idle, benefiting only a few.  Vendors who allow their 

customers to access this information through a web services interface stand to benefit.  Once 

again to quote Tim O'Reilly in his web 2.0 article, "...we believe that web 2.0 will provide 

opportunities for companies to beat the competition by getting better at harnessing and 

integrating services provided by others."
11

 

Vendors have two ways to welcome customers into their systems; through import and export 

files or through a services interface.  When vendors choose the latter and provide access to the 

data and proprietary logic through open APIs this allows the vendors system to be absorbed into 

the customers system forming a nexus. The is when the data ceases to be the vendors' data and 

becomes a part of the customer's data.  Just as the Government 2.0 approach aims to create a 

tighter bond with citizens with information deemed a national asset, vendors can choose to bond 

with their customers with data that was once considered a corporate asset.  

 

The former more traditional method is inferior because import and export files only tell part of 

the story.  It provides structure to the data but not the underlying rules.  In other words, it's the 

difference between information and knowledge.  Information is knowing what values to put into 

specific fields, knowledge is understanding the causal relationships the fields have upon one 

another. File formats provide users with information about the data that drives the vendor's 

hardware.  However, without knowledge of the rules the data can at times be difficult to 

interpret.  The users then have to learn the configuration rules of the hardware and program those 

rules into their own system.  If these rules were programmed, interpreted or conveyed incorrectly 

by the vendor the validity of the data can break down.  In the end, the import files still need to be 

imported into the vendors systems so the hardware can be programmed.  The cycle of exporting 

from the customer software and importing into the vendor's system creates a circular, merry-go-

round type system (setup, export, import, compile, find errors and repeat).  This is a lengthy, 

expensive process of batch edit, hope the data is right, then import it to only find out it's wrong.  

 

When a services-based approach is used in configuration software, the customer's system can 

validate the data in real time by querying the vendor's system as the data is entered.  The benefits 

of this to the vendor and to the users are enormous. As mentioned earlier (its significance is 

worth repeating) this is the approach Google has taken because they realize, "Without the data, 

the tools are useless; without the software the data is unmanageable"
3
. 

 



Cleared by DoD/OSR for public release under OSR 10-S-2043 on May 25, 2010 Page 7 

 

Real-time feedback during configuration validates user input in real or near real time ensuring 

the systems are configured properly as they are set up.  This fundamental change greatly impacts 

the efficiency of configuring systems through the reduction of the merry-go-round approach 

(setup, export, import, etc) until the data is correct.  The efficacy of real time validation removes 

the need for an export, import and batch validation.  This reduction of time affords the user with 

the ability to fine tune systems in less time which can significantly reduce the cost of a test.  

 

The increase in efficiency will be of further benefit when last-minute changes have to be made.  

The criticality of this feature rises the closer to the test that changes have to be made. It's not 

uncommon for problems to arise before a test and the closer to a test a problem is found, the 

more important it is to have an efficient means of addressing issues.  In short, turn around time is 

of the essence and if systems can be configured directly problems can be recognized and 

confidently fixed in near real time.  

 

When a vendor provides a services interface, the ability of the user to incorporate new hardware 

to solve problems becomes significantly easier, benefitting both the user and the vendor.  If the 

customer is unable to leverage the vendors' systems, it requires them to program some level of 

logic into their systems.  This is a costly endeavor that must be calculated by the user before new 

hardware can be purchased which increases the barrier of entry for the vendor.  Vendors who 

build new widgets must be cautious because customers calculate the costs of incorporating new 

hardware in ways that can not be mitigated by the vendor.  This implies that new hardware, 

which can potentially save the user time or solve problems does not get implemented because the 

cost of integration can outweigh the savings gained in using the devices.  Service interfaces 

based on open API's and data can mitigate this by putting the responsibility on the vendor to 

ensure new widgets work with existing API's as much as possible.  This benefits the vendor 

because the sale of new hardware designs can focus on the benefits of the hardware rather than 

the drawbacks of integration.   

 

As vendors release products built around open API's it will benefit customers by making it 

easier, in the context of software, to incorporate offerings from more than one vendor.  Buying 

decisions need not be nearly as arduous as they are today because vendors are not buying into 

long term relationships, rather, they are buying hardware to solve problems.  Vendors today 

spend lots of resources trying to win lucrative bids to be the sole supplier for a vehicles test 

equipment.  This hurts the customer by having to rely upon a single vendor.  It also hurts the 

vendor because it makes it difficult to gain new customers.  The ability to incorporate products 

from multiple vendors not only drives down price but also drives innovation.  When customers 

have little concern about the impact on the configuration system, they can incorporate hardware 

that will solve problems regardless of the vendor, and are thus released from being locked into 

the incumbent provider. 
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Immanuel Kant formulated the moral argument that "ought implies can"
12

, however, when 

discussing technology, "can does not imply ought." The ability for service-based API's to be used 

in the telemetry market doesn't imply a technological imperative. Technology for the sake of 

technology often leads to a solution in search of a problem. However, this paper makes the case 

that web services can have a broad impact on telemetry systems in ways that will lower the costs 

for both the end user and the vendor. In addition, it can create a more dynamic atmosphere by 

lowering the barrier of entry for the incorporation of new hardware.  

It's ironic that the push for interoperability focuses not on hardware but on software, yet software 

will free the customer and vendor to bring the focus back to the validity of the hardware. The 

current state of the industry empowers vendors to be entrenched with inflexible configuration 

systems, making it difficult for those same vendors to get in the door and sell hardware to new 

customers due to the barrier created by the existing customer configuration systems. Breaking 

this mold is the essence of Telemetry 2.0. The movement toward the 2.0 approach is about the 

push toward open standards and service-based API's which, although at first glance appear to be 

about the commoditization of hardware, will in reality reverse the commoditization. The ultimate 

goal of opening configuration software will enable it to get out of the way and bring the spotlight 

back to the capabilities of the underlying hardware.   
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