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ABSTRACT 
 
Wireless interfaces are becoming ubiquitous in terrestrial applications ranging from local area 
networking in business and commercial environments to large scale factory automation and process 
control. The pressure to develop these wireless interfacing techniques has come from the need to 
reduce cabling, reduce installation costs, and make it easier to extend network infrastructures. 
Concerns about electromagnetic compatibility, safety, reliability, and security have lead to the 
development of techniques and protocols that enable such wireless interfaces to be operated in 
electromagnetically harsh environments, without generating unacceptable interference, and providing 
reliable, dependable and secure data communications. 
 
On the face of it, the use of wireless interfaces onboard spacecraft looks like a good way of reducing 
the spacecraft harness mass and bulk. However, recent work by the European Space Agency has 
shown that, while harness reduction will undoubtedly be one benefit of using wireless interfaces, 
they offer many other benefits that will be more significant in the near future. Amongst these are 
significant advantages during integration and testing, the ability to retrofit and upgrade facilities, and 
cable replacement in moving structures such as robotic arms. 
 
In this paper we briefly survey the benefits of wireless interface technologies for spacecraft onboard 
use, and identify the challenges involved in adapting them for flight use. We then look at the 
considerations that should be taken into account in establishing the financial case for developing 
wireless interface technologies for flight applications. 
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INTRODUCTION 
 
Over the last ten years or so there has been a growing awareness and concern over the mass, bulk, 
and difficulty of implementing and testing spacecraft wiring harnesses. The harness includes the 
cabling and connectors that connect spacecraft flight units to each other and to all of the onboard 
sensors and actuators, and the power distribution cabling. Official figures show that in terms of mass 
alone, the harness can account for between 6% and 10% of the total dry mass of a spacecraft, 



regardless of the spacecraft type or mission. However, even this figure is probably less than the truth 
because it does not include the connector receptacles that are mounted on the closure panels or the 
cabling inside the flight units between the connectors and the electronics. Furthermore, balance 
weights are frequently needed to compensate for the harness mass distribution, which is difficult to 
predict at design time. While the mass of these balance weights is not included in the harness mass, it 
is undoubtedly directly attributable to the harness. 
 
A recent study of European spacecraft [Ref. 1] revealed that the data cabling accounted for 55% of 
the harness mass, while power distribution cables accounted for 25%. The remainder is made up of 
fasteners and special shielding. Studies in the US have shown similar results. Of the 55% of mass 
attributable to the data cabling, the vast majority (around 98%) is made up of discrete interfaces to 
sensors and actuators, with the remainder being devoted to multipoint bus type interfaces (see Figure 
1). 
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Figure 1 - Harness breakdown by interface type and cable function 

 
The study also revealed several other problems related to the spacecraft harness, such as its bulk, 
especially close to the main control units, and the difficulties of harness manufacture and integration. 
These problems typically manifested themselves at a late stage in the project and are difficult and 
costly to overcome, often introducing an unacceptable degree of risk at a critical phase. The harness 
also poses significant problems during spacecraft testing, particularly when the spacecraft is being 
tested in environmental simulators such as vacuum chambers and shakers. Typically, this calls for a 
significant amount of test harness to be developed, and if this is to be used in vacuum chambers it 
often has to meet or exceed the requirements imposed on the flight cabling. Even with a very 
extensive test harness, it is usually not possible to obtain a complete visibility of the data flowing in 
the spacecraft, and the ability to stimulate sensors may remain limited. 



 
Partly as a result of this study, the problem of harness reduction has been addressed on several fronts 
in Europe. Solutions that are under scrutiny include more cable efficient power distribution 
techniques, better use of wired onboard buses and sensor/actuator interfaces, and the use of wireless 
interfaces.  
 
The use of wireless interfaces onboard spacecraft is now being addressed by an ESA commissioned 
working group, which has acted as a forum for the exchange of ideas on wireless techniques from 
several communities both inside and outside the space industry. This document attempts to 
summarise many of the interesting concepts and potential solutions that have been discussed so far. 
 

TYPES OF WIRELESS INTERFACE 
 
For the purposes of this paper, we consider a wireless interface to be any form of interface that uses 
unguided, connector less transmission of data. These include RF wireless interfaces as well as diffuse 
and line-of-sight optical interfaces. However, we do not include fibreoptic interfaces because of the 
need for a waveguide (the fibreoptic cable) and the consequent need for connectors. 
 
RF wireless interfaces include several different classes. Obvious candidates for data transfer between 
flight units onboard spacecraft include 802.11b and Bluetooth, both of which are widely used in 
terrestrial applications. While giving very good performance in terms of data throughput, reliability, 
and security, and being covered by very mature standards, these classes of interface are demanding 
in terms of the electronics required at each transceiver. Moreover, they are designed to provide LAN 
or multipoint bus type capability that, as has been shown by the survey in [Ref 1], accounts for only 
a very small fraction of the total harness mass. Even if such interfaces could be incorporated into 
each sensor/actuator, or if sensor cluster controllers could be developed, these would still require 
power to be provided in some way. 
 
Another interesting class of RF wireless interface is the ultra low powered wireless devices being 
developed for Wireless Personal Area Networks (WPAN), particularly those being developed to 
meet the 802.15.4 ZigBee standard. These devices are small enough to be integrated into individual 
sensors and actuators, and can be operated for many years when powered by a simple micro-battery. 
Remote nodes with a total mass of 20grams including the battery, and an operating lifetime of 15 
years are already feasible [Ref 2]. These interfaces offer very significant potential for harness 
reduction. 
 
Optical wireless interfaces basically fall into two classes, diffuse and line-of-sight. Diffuse optical 
interfaces radiate an unfocused and undirected light signal, which can be received by any node 
within range. Typically the range and data rates are both very limited, but the power requirements are 
modest and the transceiver electronics can be very simple. These interfaces are ideal for point-to-
multipoint transmission of data. Distribution of the signal throughout a spacecraft could be achieved 
in a number of ways, such as using a central reflector or by using multiple repeaters [Ref 3]. 
 
Line-of-sight optical interfaces transmit a focused beam of light that must be aimed precisely at the 
receiver. Typically, these provide greater range and higher data rates that diffuse optical interfaces, 



but they operate strictly on a point-to-point basis and require careful alignment. They are difficult to 
intercept for monitoring purposes, but they do offer very good security and immunity to interference. 
 

BENEFITS OF WIRELESS INTERFACES FOR SPACECRAFT 
 
Wireless interfaces undoubtedly offer significant benefits for spacecraft applications. In addition to 
the potential for harness mass reduction, the following non-exhaustive list can be cited: 

 
• Simplified harness manufacture and integration; 
• Galvanic isolation; 
• Improved visibility of data during testing; 
• Simplified check-out harness; 
• Simplified spacecraft integration; 
• Retrofit and enhanced system upgrade potential; 
• Cable free joints and movable/deployable structures; 
 

Simplified harness manufacture and integration comes about because there are fewer wires in the 
harness to worry about. As a result, the harness is less bulky and can be more easily integrated into 
the harness. This is a significant advantage considering the number of anecdotal reports we have 
heard from spacecraft prime contractors and integrators concerning harness problems during final 
integration. These problems inevitably arise at a critical phase of spacecraft development and are 
costly to overcome, and the solutions that are adopted are often risky and undesirable. For example, 
removal of connector back-shells has been used to reduce the cable mass and bulk around the central 
computers. We have also heard reports that the sheer number of wires between the flight unit 
electronics and the connector receptacles mounted on the closure panels has made it difficult to close 
equipment housings! 
 
By reducing the number of cables required in the harness, the harness bulk can be reduced, making it 
more pliable and easier to route through the spacecraft, without requiring drastic measures such as 
the removal of connector back-shells. Furthermore, fewer cables in the harness will result in fewer 
connector pins being required on the closure panels and a corresponding reduction in the number of 
wires inside flight units. This could also allow the volume of flight units to be reduced as less 
connector space is required on the closure panels. 
 
It should also be remembered that any reduction in harness cabling will reduce the problem of cable 
mass concentration around the main flight units, which in turn may reduce the balancing masses that 
need to be added to accurately position the spacecraft centre of gravity prior to flight. 
 
Galvanic isolation is an inherent characteristic of wireless data interfaces. Most projects insist on 
galvanic isolation across many of the onboard interfaces, and this is often achieved using transformer 
coupling. Aside from adding mass and complexity, the isolation provided by transformers is limited 
by the breakdown voltage of the coupler, and is only effective at DC and low frequencies. Wireless 
interfaces obviate the need for transformers, and effectively enable perfect galvanic isolation. 
 
RF wireless and diffuse optical interfaces can provide greatly improved visibility of spacecraft data 
during testing when compared to wired solutions. In order to monitor data on a wired spacecraft 



onboard data bus it is necessary to physically attach the monitoring equipment. This immediately 
influences the bus characteristics by imposing an additional load, and may require the provision of 
additional connectors (e.g. skin connectors) if testing is to be carried out after integration of the 
spacecraft. Monitoring of discrete interfaces to sensors is even more difficult and is often not even 
attempted to any serious degree. Instead, reliance is placed on special software applications and test 
routines running on the flight computers. 
 
By contrast, wireless interfaces can easily be monitored and do not require any physical connection 
to be made. Total visibility of data flowing across the interfaces in each direction can be achieved.  
 
This significantly improved visibility without the need for additional cabling results in a simplified 
check-out harness. This can have important cost savings, particularly when the spacecraft is 
subjected to testing in environmental chambers where the check-out harness must meet or exceed 
flight cable outgassing requirements. One particular facility that may be obviated by wireless 
interfaces is the slip ring assembly used in solar vacuum chambers. This facility is used to de-spin 
the test harness cables and route them out of the chamber where they are connected to the check-out 
equipment. The true cost of using this equipment, i.e. the cost of routing hundreds of the check-out 
harness cables through the unit and checking their integrity, for each project has proved impossible 
to ascertain, but common sense suggests that it is not insignificant. We believe that wireless 
interfaces would obviate the need for de-spinning on most, if not all of the data cables to/from the 
spacecraft under test, and would result in significant project cost savings. 
 
Wireless interfaces, particularly RF wireless interfaces, result in simplified spacecraft integration 
because there is no need to physically interconnect the flight units before they can be tested. This 
means that the operation and behaviour of the flight components can largely be verified while they 
are laid out on a bench, in so-called flat-sat configuration. It is much easier to resolve problems in 
this configuration than after all of the components have been physically integrated into the 
spacecraft, when they become difficult to access. It should also be noted that wireless interfaces are 
not limited by mate/de-mate count restrictions that apply to wired interfaces. Mate/de-mate counts 
are often so restrictive that testers are obliged to use connector savers, which introduces yet another 
element into the electrical path of the interface that may subtly change its performance. No need for 
connector savers with wireless interfaces! 
 
The benefits of wireless interfaces cited so far have mainly been realized during the development 
phase of a project. However, wireless interfaces also offer substantial advantages after launch on 
certain classes of mission. One obvious such benefit is the retrofit and enhanced upgrade potential 
that they offer. Retrofitting involves the addition of components not foreseen in the original design of 
the spacecraft, such as additional sensors and data acquisition units. This is extremely difficult with 
wired interfaces because it involves laying new cabling and the provision of additional physical 
connection points (connectors and/or connector pins). Wireless interfaces obviate the need for 
cabling and physical connection points and therefore make retrofitting relatively straightforward. We 
know that this technique has been successfully applied to the space shuttle when additional sensors 
have been required [Ref 4]. Generally, retrofitting is only applicable to man serviced missions such 
as space stations and associated service vehicles. 
 



Upgrade potential is enhanced by wireless interfaces because it becomes easier to swap out existing 
equipment with new, upgraded units. The new unit need not be located in the same place as the old, 
and is not required to mate up with existing physical connection points (except possibly for power). 
This advantage applies not only to man serviceable missions, such as space stations, but also to 
missions where they may be a progressive build up of capability, such as a collection of landed assets 
arriving at different times in a planetary surface exploration mission. 
 
The final benefit of wireless interfaces that we would like to cite is the potential for cable free joints 
and movable/deployable structures. Cable free joints are an advantage for structures such as robotic 
arms. Data cabling across movable wrist and elbow joints often limits the joint mobility. Wireless 
interfaces can obviate the need for data cabling across such joints, so that only power may need to be 
transferred across the joint and a much greater degree of mobility can be achieved. 
 
Similar problems of data cabling occur in deployable structures such as booms and antenna arrays. 
Eliminating data cabling by the use of wireless interfaces can avoid many problems and result in 
more reliable deployment with less risk of failure. In some cases, the deployable component may 
separate completely from the mother craft, e.g. in the case of probes or surface excursion vehicles. 
These often rely on techniques like cable cutting or pull release connectors to part wired data 
interfaces, and these are often problematic. Yet again, wireless interfaces can avoid these problems. 
 

DISADVANTAGES OF WIRELESS INTERFACES 
 
Despite the many benefits of wireless interfaces discussed above, there are some disadvantages, the 
two most important being: 
 

• Electromagnetic compatibility (EMC); 
• Security and susceptibility; 

 
The need for complex electronics in the transceivers is often stated as a disadvantage, but in our view 
this is incorrect. There is invariably a need for electronics in each interface, regardless of whether it 
is wired or wireless, and more capable interfaces usually require more complex electronics. Wireless 
interfaces provide a range of capabilities and therefore the electronics is more or less complicated to 
match. For example, 802.11b and Bluetooth interfaces are very capable and performant and require 
correspondingly complex electronics. At the other end of the scale there are many very simple 
wireless interfaces that are of interest for onboard applications, such as diffuse optical and very low 
power RF wireless interfaces, that need only simple electronics, often simpler than comparable wired 
interfaces. The implementation of the required interface electronics is therefore a challenge to be 
overcome, rather than a disadvantage per se. 
 
Electromagnetic compatibility of wireless interfaces must be considered both for the flight 
environment and during integration and test. In the flight environment it is important that the 
wireless interfaces are neither susceptible to disturbances from other onboard equipment, nor 
generate emissions that interfere with other onboard equipment. The main concern is usually out of 
band interference, and early analysis with some candidate interfaces has indicated the EMC is not a 
significant problem. However, each mission may have very specific EMC requirements that have to 
be met. 



 
During integration and test the main problem may be interference from local terrestrial sources. 
While this may not prevent the interface working, it may alter its performance. For example if a data 
transfer requires several retries because of interference, the data throughput of the interface may be 
degraded to a level far below what would actually be achieved in flight. It should also be 
remembered that radio frequency regulations governing the use of frequencies and the power levels 
that we can use may be much more constraining on earth than in space.  
 
Security and susceptibility of wireless interfaces may be important concerns in some missions. 
Security is an issue because for most wireless interface types the signal can be intercepted (line-of-
sight optical interfaces are an obvious exception to this). Generally, the type of interfaces we are 
considering for onboard use are very low power and limited range, so an eavesdropper would 
probably need to be located on the same spacecraft. If eavesdropping is really considered to be a 
problem, it may be necessary to use encryption techniques, but these both complicate the transceiver 
electronics and reduce the overall data throughput across the interface. 
 
Susceptibility refers to the potential for the wireless signal to be jammed by a more powerful 
transmitter. This is only really applicable to RF wireless interfaces, and many of the more capable 
interfaces such as 802.11b can channel hop to reduce their susceptibility. Obviously, whether this 
issue is really a problem will depend on a proper security threat analysis of the mission. 
 

MIGRATING WIRELESS INTERFACE TECHNOLOGIES TO SPACE APPLICATIONS 
 
The two main problems to be overcome in order to apply wireless interface technologies in 
spacecraft applications are the migration of the electronics onto space hardened technologies, and the 
provison of power to wireless devices. 
 
The ease with which the electronics can be migrated onto space technologies is clearly dependent 
upon the complexity of the electronics required. In some cases, the electronics is so simple that there 
is no problem, for example for some diffuse optical wireless interfaces. In other cases, e.g. for 802.11 
and Bluetooth, this may be a significant problem as the electronics is complex by space standards. 
 
Supplying power to wireless components represents a serious problem in spacecraft applications, 
particularly for simple sensors and actuators. Typically, these devices are powered through the wired 
data interfaces used to connect them to the central data management units. For example, temperature 
sensors are usually thermistors where the temperature is determined from the current flowing 
through the device, with the driver electronics located in the controller to which the device is 
attached. If we wish to eliminate the data cables between the controller and a simple temperature 
sensor, we need to provide local power in the sensor itself. Distributing power to the device through 
conventional cables would largely defeat the objective of harness reduction since it merely replaces 
the data cables by power cables. Therefore, we need to consider other options such as battery 
powering devices, or using small solar cells for externally mounted devices. Supplying power to 
wireless connected devices is therefore one of the major challenges to be overcome if wireless 
interfaces are to become commonplace onboard spacecraft. 
 



Another problem that may need to be addressed is to understand and cope with the signal 
propagation environment of the spacecraft. Most terrestrial wireless interfaces are designed to 
operate in fairly open path environments, with fairly benign multipath characteristics. By contrast, a 
spacecraft may present a closed environment with many obstacles and reflectors resulting in very 
disadvantageous multipath properties. Existing terrestrial standards might not work well under such 
conditions. 
 
Optical wireless interfaces present their own propagation problems. Diffuse optical links operate 
over very short distances and require unobstructed paths between the transmitter and receivers. This 
is often difficult to arrange in a spacecraft and novel solutions have been proposed such as the use of 
convex reflector surfaces, or repeater stations at strategic locations inside the spacecraft. Line-of-
sight optical interfaces require unobstructed paths and the transmitter and receiver must be accurately 
aligned. Optical paths are usually straight, but may be bent using prisms or mirrors, but the 
alignment must withstand the rigours of launch and in-flight operations. 
 
 

MAKING THE FINANCIAL CASE 
 
Clearly there is a cost associated with the development of wireless electronics for spacecraft onboard 
use. The actual cost will depend on the particular interface that will be used. For example, although 
interfaces such as Bluetooth and 802.11b are well understood and supported on the ground and 
therefore present a low technological risk, they are very demanding in terms of transceiver 
electronics and will consequently be relatively costly to migrate onto space worthy hardware. By 
contrast, other wireless interfaces, such as ZigBee devices, are not so widely used in terrestrial 
applications and so represent slightly greater risk of adoption, but they require much simpler 
electronics and will therefore be easier to migrate onto space qualified hardware. 
 
In order to justify the cost of developing wireless interfaces for spacecraft onboard applications, we 
need to identify significant cost savings and/or risk reduction associated with their use. Low power 
RF wireless interfaces, such as ZigBee devices, which are likely to have modest development costs, 
will probably bring significant cost savings due to harness mass reduction as well as savings during 
integration and test. A strong financial case can therefore be made for the development of this type of 
interface on harness mass reduction alone. The case for more capable RF wireless interfaces such as 
802.11b and Bluetooth is less clear cut. Recall that the spacecraft data bus typically accounts for only 
about 1% of the harness, and bear in mind that development costs for these interfaces will probably 
be high because of the complexity of the electronics required, so there is probably no justification for 
this development on harness reduction grounds. However, the main benefit of 802.11b and Bluetooth 
type interfaces could be realized during integration and testing, and it might be shown that over 
several projects the savings during this critical phase of the project will justify the development! 
 

CONCLUSIONS 
 
In this paper we have discussed some of the potential benefits for using wireless interfaces onboard 
spacecraft taking into account a realistic view of the functions and interface types in modern 
spacecraft wiring harnesses. We have then looked at the disadvantages that might be associated with 
wireless interfaces and have identified the obstacles that must be overcome in order to migrate 



wireless interfaces onto space qualified hardware. Finally we have shown that the financial case for 
developing wireless interfacing technologies for spacecraft might not depend on harness reduction 
but could be based on savings made during integration and testing. 
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