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Tony Pérez-Falcón, President
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ABSTRACT

A Flight Safety System (RAFS) for multiple, reliable Unmanned Air Vehicles (UAV’s) capable of
flying Over-the-Horizon (OTH) and outside test range airspace. In addition to the flight safety
application, the described full-duplex data link is suitable as a backup command and control link for
UAV’s, and for sensor control & data exfiltration. 

The IRIDIUM satellite system was selected to provide the communications link and because of its
global coverage and requisite data throughputs.

A Risk Reduction activity ensued to quantify IRIDIUM performance. Hardware and software was
developed to demonstrate the feasibility of using IRIDIUM in a flight safety scenario.
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INTRODUCTION

RSS Corporation is the prime contractor for the Robust Affordable Flight Safety (RAFS) system
program being developed for the Air Force Flight Test Center (AFFTC) at Edwards Air Force Base,
California. The RAFS System is being developed to provide significant architectural and capability
upgrades from the existing limited communication, tone-based system of Flight Safety functions for
unmanned airborne vehicles (UAV). RAFS will expand current operations to include multiple,
simultaneously active vehicles that will operate outside the range airspace and beyond line-of-sight.  

The Phase I research for the Robust Affordable Flight Safety (RAFS) System investigated existing
and developing technologies for replacing the communications channel between the Range Safety



Officer and the Vehicle with one or more alternatives. The effort examined the operational
requirements for a forward Hazard Control Communication channel (for Flight Termination and/or
vehicle command) and for the reverse communication channel to provide Safety Critical Information
about the vehicle’s operation (vehicle and/or sensor data, and Time Space Position Information,
TSPI), as illustrated in Figure 1.
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Figure 1 Robust Affordable Flight Safety (RAFS) System Concept

A set of key functional and performance requirements were synthesized to assist in the selection of
candidate technologies:
• Maximize use of existing commercial and/or government systems (communications,

infrastructure).
• Maintain interoperability with existing CONOP and interfaces. A seamless and transparent

migration to the RAFS architecture was desired.
• Make better use of frequency spectrum by either incorporating multiple, simultaneous missions

in same and/or smaller bandwidth currently used for a single mission or use less than ½ the
currently allocated bandwidth for a single mission.

• Maintain independence from primary vehicle communications link.
• Provide high reliability, redundant operation.
• Provide full duplex operation to support both Hazard Control (to vehicle) and Safety Critical

Information (from vehicle) data paths as shown in Figure 2. Hazard Control information is low
rate, requiring less than 100 bps. The Safety Critical data path requires greater than 1 kbps
continuous data, with a desired rate of greater than 10 kbps (assuming a higher 20 updates per
second rate). 

• Low link latencies (less than one second, either direction) are required.
• True global (pole to pole) coverage 
• Vehicle altitudes to beyond 100,000 ft, and hypersonic velocities, should be supported.
• The developed hardware should be consistent with existing flight safety hardware size, weight

and power requirements. (~ 7 in3, ~8 oz, <6 Watts).
• Flight hardware should be non-complex and easily integrated into the vehicle. 

Out of 60 potential technology candidates that included both terrestrial and space-based solutions,
and a subsequent examination of a smaller subset of selected candidate technologies, IRIDIUM was
the recommended choice for additional Phase II investigation. A Flight Safety System architecture,
shown in Figure 2, was proposed that satisfies RAFS objectives with minimal impact to existing
systems.



Figure 2 Robust Affordable Flight Safety (RAFS) System Architecture

The IRIDIUM system is an existing network of 66 low earth-orbit IRIDIUM satellites designed to
deliver reliable real-time voice, data, paging, and facsimile communications all over the planet.
Telephone and supervisory links (handset to/from satellite are L-Band (1616 to 1626.5 Mhz ). Inter-
satellite links, and ground segment links are all K-Band (23 to 29 GHz).

Full duplex data rates in excess of 2.4 kbps are supported. IRIDIUM uses a ‘switched’ architecture,
ensuring true global coverage. Access is via a cell-phone like unit with omni-directional antenna, or
a data modem unit. The heart of the handset (and data modem) is the L-Band Transceiver (LBT),
shown in Figure 3.

The maximum possible data throughput between the handset and the IRIDIUM satellite is a function
of the TDMA/ARQ protocol. This protocol permits a maximum packet size of 314 bits in 90 ms, for
a maximum 3488 bps. This is seldom achievable, however. According to IRIDIUM engineers,
typical rates are 2800-2900 bps. The advertised 2400 bps rate provides operating margin. The rate
variation is explained by the ARQ protocol. If errors are detected in any packet, the packet will be
retransmitted, resulting in an effective decrease of data throughput.

Establishing a data communications path via IRIDIUM may take several forms: an LBT to LBT
based system design, with data flowing through a ground station; an LBT to LBT design, excluding

Figure 3  IRIDIUM LBT

UAV Systems Interface 

GPS
Antenna

IRIDIUM
Antenna

NETWORK
•Internet (Future)
•ARINC (Future)

 SATELLITE
• IRIDIUM

Direct Wire
•Dial-up modem

Link

Connection Options

DIRECT RF
•Satellite Transceiver

Formatted
IRIG telemetry

• Hazard Control
• Special instructions

Safety Critical
Information

- FSE Health & Status
- Vehicle Health & Status
- Vehicle Provided TSPI
- FSE Provided TSPI

GROUND PROCESSOR

FLIGHT SAFETY
EQUIPMENT (FSE)

Vehicle Power

Key (encryption) Port

Flight Safety Interfaces

Special Instructions- Vehicle provided TSPI
- Vehicle health and status



a ground station; a computer to LBT architecture, using an Internet (or other) link to an IRIDIUM
gateway system. For RAFS, a computer to LBT architecture is desirable and affords the best
implementation flexibility. 

A component of system availability is IRIDIUM’s effectiveness in handing-off calls between
satellites. According to IRIDIUM engineers, the handoff mechanism is very robust, and operates in a
similar fashion to cellular telephone handoffs. The LBT continuously monitors Received Signal
Strength (RSS) of the satellites, and will handoff, seamlessly, at the appropriate time. Because of the
packet nature of the system, no loss of data occurs in the handoff process.

The investigation of the technological possibilities and the selection of IRIDIUM as the prime
technology candidate raised performance issues. The on-going Phase II effort is performing risk
reduction activities, described in this paper, to address these issues.

Phase II activities also include the design and development of prototype flight hardware and a
ground control station, and will culminate in multiple demonstrations representative of the RAFS
System capabilities to satisfy Range Safety objectives. The first demonstration, in May 2003, will
employ a surrogate UAV (manned aircraft) flying between Ogden, Utah and Edwards Air Force
Base (EAFB). The second demonstration, planned for June, 2003, will employ a light UAV flying at
the Maritime UAV Development and Operations (MUDO) range at the Patuxent River Naval Air
Station.

RAFS RISK REDUCTION (TESTING) ACTIVITIES

The selection of IRIDIUM raised issues related to performance. The open literature contains little
information on IRIDIUM performance, with most data based on informal testing and ad-hoc
demonstrations. The risk reduction effort is a formalized performance assessment of the IRIDIUM
system.

The RAFS system is being tested in PSTN (Public Switched Telephone Network, a.k.a. POTS dial-
up) to L-Band Transceiver (LBT) and LBT to LBT configurations, as shown in Figure 4. Custom
hardware and software was developed to measure performance in terms of connection rates, link
availabilities, latencies, data quality, sustainable data throughputs and link margins. Several
thousand minutes of airtime have been expended in support of the testing. The collected data is
currently being analyzed to assess whether the IRIDIUM performance envelope satisfies specific
flight safety system requirements.
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Figure 4  IRIDIUM Risk Reduction Testing Setup
Figure 5 illustrates the results from a single test. The left portion of the figure is a scatter plot that
shows latency vs transmitted packet. As seen in the diagram, most packets exhibited latencies of ~
550 milliseconds. However, a portion of the packets exhibited latencies between 2.5 and 3.2
seconds. A Cumulative Distribution Function (CDF) plot of the data indicates that >95% of all
packets were received with a latency of less than 625 milliseconds.

 

Figure 5 Example IRIDIUM Test Results

Testing to date includes expected performance levels of:
• Connection Times

– ~40 seconds, using PSTN connection
– Probably reduced with network connection (service not yet available from IRIDIUM)

• 0.930 to 0.990 link availability
– Multiple options exist to increase availability---protocol, different IRIDIUM mode, use of

Internet vs PSTN dial-up, new LBT software (corrects problems in this area)
– Excludes scheduled maintenance, unplanned ground station downtime. Use of DOD

Gateway may minimize effects.
• Given link is available:

– >0.99999 all packets are received without error (guaranteed data delivery) 
– >0.99999 no missed packets (guaranteed data delivery)
– Latencies:

• 0.96 of all packets are received with a latency of < 700 ms
• 0.99 of all packets are received with a latency of < 3 seconds
• 0.999 of all packets are received with a latency of < 4 seconds 



– Data Throughput
• >2350 bps (based on 24 hour duration testing)

DEMONSTRATION USING SURROGATE UAV (MANNED AIRCRAFT)

Equipment is being developed in support of a June 2003 demonstration with an Aerolight UAV The
equipment includes the Flight Safety Equipment (FSE), which is the airborne RAFS hardware and
software, and the Ground Unit hardware and software.

The airborne FSE is a prototype PC 104-based unit, with an IRIDIUM L-Band Transceiver (LBT).
The unit forms the basis for a smaller and more integrated package that will be tested in June 2003
on board an Aerolight UAV, shown in Figure 7. The Aerolight UAV has a wingspan of 13 ft, overall
length of 8 ft and supports an 11 lb payload. The FSE includes all hardware and software to
effectively, and automatically, utilize the IRIDIUM link. 

The Ground Unit is shown in Figure 6, and consists of a Windows XP-based processor, and a
custom Flight Safety Control Panel. The Ground Processor supports mission operations, including
IRIDIUM transceiver and link control, mapping, vehicle status display, vehicle backup control,
flight safety control and flight safety status display.

Figure 6 RAFS Ground Processor

Figure 7  Aerolight UAV Planned for June 2003 RAFS Testing and Demonstration
The FSE for the UAV testing is an upgraded (lower power, more highly integrated, smaller size)
version of a previously developed PC-104 based unit. Figure 8 shows the FSE. The unit,
approximately 7” X 4” X 4”, consists of Host and Personality Modules. The Host Module contains
items common to all missions. The Personality Module contains mission (vehicle) unique interface



circuitry. The FSE architecture is flexible, and allows for the creation of vehicle-unique personality
modules, and tailoring of Host Module components. 
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Figure 8 IRIDIUM-based Flight Safety Equipment (FSE)
A block diagram of the FSE is provided in Figure 9. As described in the previous paragraph, the FSE
consists of the Host and Personality Modules. 
The Host Module contains an Attitude Heading and Reference System (AHRS), IRIDIUM L-Band
Transceiver (LBT), GPS Receiver, and a motherboard. The motherboard contains a DC power
supply, and required interface components. The core processor, a low power microcontroller
module, plugs into the motherboard. The AHRS, along with the GPS Receiver, generates Time,
Space and Position Information (TSPI). Included in the TSPI data are position, time, heading,
altitude, attitude (roll, pitch), and attitude rates (roll rate, pitch rate). An external battery,
independent from the main UAV power source, may be used. External interfaces to the Host Module
consist of DC Power, IRIDIUM Antenna Port, GPS Antenna Port, and Test Port.

The Personality Module contains a module dependent interface circuitry, and a personality memory.
The personality memory contains mission parameters, including unit serial number, personality
module type, encryption (3-DES only, if used) keys and interface configuration information.
External interfaces to the Personality Module currently being built consist of an asynchronous (RS
232C) UAV command and status port, relay contact closures for sensor specific interfaces, discrete
lines for sensor control, and an auxiliary Ethernet interface.

Software is a key component of the FSE. Software functionality includes management of the
IRIDIUM transceiver and link, status collection, message coding and decoding, data privacy
(optional, 3-DES) and interface management. Future production units will require certification for
flight safety and mission critical operation. The existing software is being written to allow an
evolution to DO-178B certification. For example, the operating system being used is MicroC/OS-II,
a DO-178B certifiable package. The supporting application software is being written in a high level
language (C), to ease migration to the production units.



Figure 9  FSE Block Diagram
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