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ABSTRACT 
 
Reliable System Services Corporation (RSS Corp.) presents the feasibility of a low cost, low power, 
high capacity, robust RF Communications Network using SATCOM and UAV relays.  The 
developed architecture will be suitable for OTH Large Area Test and Training exercises as well as 
applications for OTH Digital Battlefield scenarios.  A specific application is shown for the planned 
Littoral Combat Ship (LCS) missions, although the developed architecture will have broader 
applications for any surface combatant requiring an Over-the-Horizon (OTH) data link to distributed 
players and sensors.  A conceptual design for the IP network radio system will implement RSS Corp. 
developed secure IRIDIUM global full duplex data links and Harris Corp. developed long range high 
bandwidth 802.11 full duplex data links. 
 
The results will be significant, and the developed system could be a cornerstone of the future digital 
battlefield combat communications architecture.  The developed technology will also have 
significant use in any application for Test, Evaluation and Training Ranges requiring net centric, 
command/control and wide bandwidth TLM data collection from distributed remote players and 
sensors. 
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INTRODUCTION/BACKGROUND 
 

Many advanced sensing devices are being utilized in a wide array of data collection platforms 
including maturing surface and underwater autonomous vehicles.  The volume of data from the 
sensor suites on these platforms is increasing significantly.  The data is usually required to be 
disseminated, processed and displayed to the user within a very short time frame, depending upon 
mission requirements.  The platform might require remote command and control (C2) for new 
mission plans, the reconfiguration of a sensor’s parameters or direct vehicle control.  A need exists 
for exfiltrating large amounts of data and providing C2 to the sensor in near real time.  There are 
inherent data throughput limitations with today’s existing communication systems, but through 
advancements in commercial wireless technology solutions exist for high data rate networked data 
links. 



 
 

 
Reliable System Services Corporation (RSS Corp.) is under contract for a study/development 
program to analyze, develop and demonstrate the feasibility of a low cost, low power, high capacity, 
robust RF communications network using UAV relays.  The developed architecture will be suitable 
for use in a Navy tactical environment.  A specific application would be for the planned Littoral 
Combat Ship (LCS) missions, although the developed architecture will have broader applications for 
any surface combatant, test range or training range requiring an Over-the-Horizon (OTH) data link 
to distributed sensors and platforms.  A conceptual design for the IP network RF Data Link System 
will be developed, and an optional early demonstration will be performed as a bridge to more 
extensive development, testing and demonstration.  Throughout this paper, the System will be 
referred to as the Communications Relay System (CRS). 
 
A prototypical example to illustrate the applicability of the CRS System Architecture is the Littoral 
Combat Ship (LCS).  The LCS will be a focused mission ship, and deliver mission capabilities for 
enhanced mine warfare, improved shallow-water ASW, and an effective counter to small craft.  
Additional missions include Maritime Interdiction Operations (MIO) and Intelligence, Surveillance, 
and Reconnaissance (ISR).  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1 Communications Relay System (CRS) Architecture 
 
Figure 1 illustrates a possible CRS architecture, using the LCS mission as an example.  The figure 
shows the LCS with an Advanced Detection System (ADS), a SPARTAN Unmanned Surface 
vehicle (USV), Remote Minehunting System (RMS) Unmanned Undersea Vehicle (UUV) and an 
airborne sensor.  A variety of deployed surface, ground or air sensors could be included as well.  The 
basic problem addressed by the CRS architecture is how to communicate among this diverse set of 
vehicles and sensors.  The deployed vehicles will not necessarily be within LOS (Line of Sight) of 
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the LCS.  Thus, an Over-the-Horizon (OTH) communications network is required.  Optimally, a 
satellite solution would be employed to provide this capability.  Regretfully, operational and 
technical constraints preclude their use for wider-bandwidth sensor data, but could be used for lower 
rate C2.  As shown in the figure, a VTUAV (Vertical Takeoff Unmanned Airborne Vehicle), the 
FireScout, is shown to be acting as a surrogate satellite; ie, to relay sensor and C2 data between the 
LCS and deployed sensors and vehicles.  A Tactical Common Data Link (TCDL) is included for 
primary UAV control.  Multiple UAV relays could be employed in this architecture to either 
increase range or capacity.  A satellite relay (IRIDIUM) is also included as a potential backup 
LOS/OTH C2 mechanism.  
 

CANDIDATE TECHNOLOGIES 
 
802.11 (x) technology is a prime candidate for the CRS. The unique points of 802.11 include the 
ability to support multiple data rates from 6 to 54 Mbps utilizing a variety of modulation techniques, 
the use of convolutional error detection and correction, and the application of Orthogonal Frequency 
Division Multiplexing (OFDM). 
 
The OFDM system provides data payload communication capabilities of 6, 9, 12, 18, 24, 36, 48, and 
54 Mbps.  Reducing the amount of Forward Error Correction (FEC) increases this data rate to 72 
Mbps.  The occupied bandwidth of the signal is 16.6 MHz, regardless of data rate.  This results in a 
>3 bits per Hertz occupancy factor at 54 Mbps.  The system uses 52 subcarriers that are modulated 
using binary or quadrature phase shift keying (BPSK/QPSK), 16-quadrature amplitude modulation 
(QAM), or 64-QAM. Forward error correction coding (convolutional coding) is used with a coding 
rate of 1/2, 2/3, or 3/4.  The OFDM symbol duration is 4 microseconds, regardless of data rate.  A 
guard interval of 0.8 microseconds for multipath rejection exists.  The waveform is coincidentally 
well matched to the expected ocean environment (for multipath rejection) when using low-height 
sensor antennas. 
 
A key feature of the 802.11(a) implementation suggested in the 802.11(a) specification is the use of 
an inverse- FFT to generate complex waveform data, which is subsequently modulated onto a carrier 
and amplified.  The precise, and deterministic, nature of the waveform generation process allows for 
tightly packing the carriers by placing each carrier in the null of an adjacent carrier’s spectrum.  At 
the receiver, an equivalent technique is used (FFT) to extract phase and amplitude information.  
Vendor implementations typically partition the transceiver into two integrated circuits: The first, an 
RF front end, which contains a bi-directional amplifier unit (LNA, power amplifier), RF to IF 
Converter, and coherent (IQ) detector;  and a second integrated circuit, the baseband processor, 
containing the A/D converters and signal processing software (AFC, FFT, coding, 
interleaving/mapping, wave shaping, filtering). 
 
Wireless networks operate either in ad-hoc (aka Independent Basic Service Set, IBSS) or 
infrastructure (aka Basic Service Set, BSS) configurations. In an ad-hoc topology, total cross 
connectivity is achieved, but at an expense of network bandwidth (effective data throughputs).  The 
Infrastructure topology is more conducive toward point-to-point operation, but limits the 
“interactivity” of the network.  The disciplined nature of the Infrastructure topology, however, 
provides excellent control of remote data sources and maximizes data throughput, and is the 
preferred architecture for ocean sensor applications. 



 
 

 
A summary of the benefits of the 802.11(a) solution, adapted for tactical application, is provided 
below. 

 Open Systems, Network-based Architecture 
• Provides net-centric operation in military frequency bands 
• Compatible with standard addressing, e.g., IP addressing and network topologies 

 High capacity bi-directional half-duplex bandwidth 
• Up to 54 Mbps transport rates at short ranges 
• Effective transports rates of 6 to 8 Mbps at long range (50 to 100 nautical miles) 
• Can autonomously adjust to max supportable data rate per link conditions 

 Standard networking interfaces 
• Standard Ethernet-based physical device interfaces 
• Flexible message protocol capabilities via firmware modification 

 Robust data/messaging capabilities 
• Data Packet structure with guaranteed ARQ delivery  
• Advanced OFDM waveform with convolutional coding and scrambling 
• Multiple levels of CRC data protection and integrated encryption 

 Coupled to COTS 802.11x evolution/standard products 
• COTS product evolution driven by commercial market 
• Highly integrated solutions 
• Low cost, low power device technology 

 
CONCEPTUAL SYSTEM DESIGN 

 
The use of wireless technology, whether 802.11 or other wireless standard, in the ocean environment 
is attractive from a number of viewpoints.  The system designer must address numerous design 
issues, however, to produce an effective data link product.  These system design issues include 
environmental conditions, effective data throughputs, protocol considerations, COMSEC 
considerations, link performance and hardware (terminal and antenna) considerations.  These items, 
summarized below, will be considered as part of the CRS Conceptual design, after completion of 
GOTS/COTS Device Assessment. Significant analysis, modeling and test have been performed by 
RSS Corp. and Harris Corp. with regard to these factors, and will be utilized in the design.  It is not 
our intent to repeat analysis which has been completed to date.  Rather, we will draw from the results 
of applicable analysis and apply those results to the CRS design analysis. 
 
Based on the results of the system analysis, a conceptual CRS design will be created and 
performance predictions for the CRS will be generated. 
 

ENVIRONMENTAL CONSIDERATIONS IN THE DESIGN OF THE CRS 
 
One of the limiting factors of performance is the environment in which the communication system is 
operating.  RF communications at the ocean surface provide an interesting and complex set of 
requirements for designing links.  Three of the greatest concerns are multipath (also a problem in 
office environments), the effects of wave occlusion which cause periodic dropout, and the 
assessment of over water path loss, which may vary significantly from conventional LOS path loss 



 
 

models.  These provide obstacles that increase the level of difficulty of the RF link, but can be 
understood through initial modeling, analysis and testing, and overcome by proper system design. 
 

MULTIPATH EFFECTS 
 
Scattering and reflection of RF signals by the ocean surface causes multipath propagation between 
the data collection platform and the surface sensor, resulting in signal fading.  The effects of 
multipath are exacerbated by low elevation angles between the sensor and receiver, and by the use of 
low-gain omnidirectional antennas, both common elements in typical distributed sensor applications.  
Characterization of multipath fading is needed to support link performance predictions.  A suitable 
model for multipath fading in an ocean environment has been identified for use in characterizing 
over-the-water links, and a computer simulation based on the model has been used as an aid to link 
and protocol performance assessment. 
 
A Matlab Monte Carlo simulation was performed to generate time sequences of signal envelope 
values and estimate statistical distributions of fade depth, durations of fade outages below a specified 
threshold and durations of non-outage intervals above the threshold.  Results obtained from the 
multipath simulation were used to select the fade margin value that will be used in RF link budget 
calculations and to account for fading in link protocol analysis.  
 
A fade threshold of –4.5 dB was used to evaluate fade interval statistics.  The plot on the left of 
Figure 2 shows a 60-sec record of received power in the simulated fading signal.  The plot on the 
right shows a cumulative probability distribution (CDF) derived from simulation runs of much 
longer duration.  Observe that the signal fades below the –4.5 dB threshold about 10 percent of the 
time.  This implies that 4.5 dB of fade margin would make the link 90 percent available against 
multipath fading.  The simulations showed that mean duration of intervals above the –4.5 dB 
threshold is 3 sec and mean duration of outages below the threshold is 0.3 sec. 
 
Based on this, the link protocol would have to accept degraded data packets 10% of the time.  This 
does not imply lost data; rather, it implies that an ARQ protocol with retransmission of missed 
packets is necessary. 

 
Figure 2  Simulation Results indicated the use of a 4.5 dB Fade Margin in Calculating 
Link Performance 
 
 



 
 

WAVE OCCLUSION EFFECTS 
 
At low elevation angles there is potential for wave action to block the direct RF line-of-sight path 
between the sensor antenna and the UAV relay.  Blockage durations, intervals between blockages 
and probability of blockage all affect the design and performance of the communication link.  A 
Harris developed computer program, based on the accepted Pierson-Moskowitz wave spectrum, was 
used to simulate the ocean surface and quantify blockage statistics.  This program collected statistics 
of blockage duration and intervals between blockage events under a variety of antenna height, RF 
path elevation and sea state conditions.   
 
Using the described ocean surface model, statistics were generated for a number of elevation, 
antenna height and wind speed conditions.  These statistics can be used to evaluate alternative link 
protocols in the presence of wave blockage.  Figure 3 provides examples of the probability 
distributions that resulted from the wave blockage simulation.   
 
The left portion of the figure shows the probability distribution of blockage time for a 3 degree 
elevation angle at Sea State 6, with a 1 ft antenna height.  As shown in the figure, an average 
blocking duration of 1.7 seconds can be expected under the assumed conditions.  95% of the 
blockages are expected to be less than 3.7 seconds in duration. 
 
The right portion of the figure shows the statistics of the non-blocked intervals.  Referring to the 
figure, the average non-blocked interval is 5.4 seconds. 95% of the non-blocked intervals exceed 1.7 
seconds. 
 
Results of the completed wave occlusion simulation will be used to predict the performance (data 
throughputs, latencies, data quality) of the selected CRS architecture.  The results also suggest a high 
rate burst-data link to transport data within the non-blocked intervals. 
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Figure 3  Expected Wave Occlusion (3 deg. look angle, 1 ft antenna height, SS6) 

 
LINK PERFORMANCE 

 
A link budget spreadsheet exists to assist in computing a carrier-to-noise performance metric (C/kT) 
as a function of path loss, transmitter power, antenna gains, multipath effects, and receiver 
sensitivities. The spreadsheet does not compute free-space propagation loss.  Instead, an external 



 
 

propagation model was used to generate loss data that was transferred to the spreadsheet for the 
remaining link budget calculations.   
 
The propagation model is the Advanced Refractive Effects Prediction System (AREPS). AREPS is 
an operational planning aid developed by SPAWAR and currently in use in the Navy.  AREPS 
models many of the factors that affect radiowave propagation in the maritime environment, 
including atmospheric refraction and surface reflections.  For the purposes of performance 
predictions, only standard or normal atmospheric conditions were modeled.  In other words, 
propagation anomalies such as ducting were not considered.  Specular reflections from the ocean 
surface play an important role in RF link performance and were addressed using AREPS. 
 
An example of the influence of surface reflections on propagation loss appears in the left-portion of 
Figure 4.  This figure plots 2 GHz propagation loss as a function of range under calm sea conditions 
(wind speed = 0), and reflects a sensor (eg: surfaced AUV) to aircraft link.  In this situation, the 
surface is smooth and the reflections are specular in nature.  The sensor antenna is 1 ft above the 
surface, and circular polarization is employed.  The solid curves correspond to aircraft altitudes from 
10,000 to 50,000 feet.  The dashed curve is free space loss at 2 GHz.  Because of surface reflections, 
propagation loss can be more or less than free space loss, depending on whether the reflected signal 
adds to the direct signal in a constructive or destructive phase.  Thus, link calculations based on free 
space propagation loss can be deceiving. 
 
As a further example of the limitations of free space analysis, consider the right-portion of Figure 4 
which compares propagation loss at 1 GHz and 2 GHz, again for calm sea conditions.  Free space 
analysis would conclude that propagation loss at 1 GHz is uniformly 6 dB less than it is at 2 GHz.  
This is far from true in the presence of surface reflections, as the figure indicates.  For the conditions 
shown, propagation loss at 1 GHz is less that at 2 GHz but not always by 6 dB.  In fact, at extreme 
ranges, corresponding to very low elevation angles, the loss difference is only about 1 dB.  This 
behavior results because at 1 GHz the sensor antenna is closer to the surface in terms of wavelengths 
which exacerbates the effect of the grazing reflection at low elevation angles. 
 
The link budget spreadsheet and AREPS tools will be used to assist in the CRS design, and to 
predict CRS performance. 
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Figure 4  Examples of the AREPS Tool as an Aid in Link Analysis 

 



 
 

DATA QUALITY 
 
Conventional link design (for example, SATCOM) assumes a line-of-site path between transmitter 
and receiver.  The link is then designed by manipulating parameters so that the link may be “closed”, 
with some acceptable Bit Error Rate (BER) performance.  
 
This classic approach is unacceptable in an ocean environment when receiving data from 
disadvantaged terminals (sensors) transmitting at low elevation angles. Under these conditions, path 
blockage is an expected event, and loss of data is guaranteed unless overcome by system design.  
 
COTS wireless networks, such as 802.11, use a packet-based Automatic Repeat Request (ARQ) 
protocol.  An ARQ protocol ensures that all data packets are delivered, by issuing an 
acknowledgement for each packet transmitted.  Packets missed because of wave blockage, or other 
phenomena, are retransmitted.  These networks operate with the full expectation of missed packets 
and subsequent retransmissions.  Receiver sensitivities, for example, are typically specified for a 
given Packet Error Rate (PER) level of performance. 
 
The receiver’s evaluation of whether a packet is “good” or “bad” depends on the method of packet 
checking. For example, most COTS wireless networks use an ISO and IEEE recommended 32-bit 
Cyclic Redundancy Check (CRC) character to confirm the quality of a received packet.  The same 
CRC is used as the CRC Frame Check Sequence (FCS) for basic Ethernet, and is employed on 
virtually every network in the world. Thus, in spite of wave blockage, we can be assured of data 
delivery. 
 
Not unexpectedly, there is a price to be paid for “guaranteed” data delivery.  The price can be 
described in terms of a decrease in effective data throughput, since the packet retransmissions 
consume bandwidth. 
 

DATA THROUGHPUT AND PROTOCOL CONSIDERATIONS 
 
Typical throughputs for COTS wireless systems in a network configuration average less than 50% of 
available bandwidth, and could be significantly lower in an ocean environment.  Research activities 
conducted by Harris Corp. sought to quantify the sources of overhead, and to reduce overhead 
quantity by protocol selection, parameter adjustment and, if necessary, modification to protocol 
software. 
 
Overhead can be attributed to four sources: Range delays, protocol overhead, data overhead and 
channel effects. 
Range delays. Significant overhead can be attributed to radio wave propagation (range).  For 
example, the delay time for 100 nautical miles (one way) is greater than 615 microseconds. ARQ 
protocols using small packets, and a single acknowledgement per packet, can operate at extremely 
low efficiencies just by virtue of “waiting” (effective dead time) for acknowledgements.  For 
example, assuming a  54 Mbps data rate,  1024 byte packet size and a 50 nmi range results in an 
effective data throughput of only  10.6 mps---an effective overhead rate of >80%. 
 



 
 

This effect can be mitigated by implementing a selective packet acknowledgement, which does not 
require a single ACK per packet.  The design can be implemented without modifying lower layer 
software, and reduces the range-related overhead to a negligible quantity. 
 
Protocol overhead. This is defined as the overhead associated with station interaction.  Handshaking, 
training sequences and guard intervals are components of this overhead element.  The “standard” 
protocol stack used for COTS wireless networks typically consists of the an Application Layer 
(custom), Transmission Control Protocol (TCP) Transport Layer, Internet Protocol (IP) Network 
layer, Data Link Layer (Media Access Control (MAC) & Logical Link Control (LLC)) and Physical 
Layer.  
 
TCP is designed for the world of routers, switches and hubs. It is optimized for missed packets and 
delayed packets due to congestion. As such, mechanisms exist to “back off” transmission rates when 
congestion (delayed packets) are identified. Significant hand-shaking activities occur as a normal 
part of operations. TCP is not optimum when designing a point-to-point data link (our case), with 
packets lost not due to congestion or traffic conditions, but to inadequate SNR or occlusion. TCP 
offers no advantages in such a situation, and is a significant liability in terms of protocol overhead.  
 
An alternative to TCP is UDP (User Datagram Protocol). UDP is a part of the Internet suite of 
protocols, and is used when the high reliability of TCP is not required, or when the high TCP 
overhead cannot be tolerated. UDP can be used to generate small data packets (data grams) for 
subsequent transmission by the Data Link and Physical layers.  
 
The use of UDP/IP for CRS is a reasonable compromise solution. Protocol overhead is significantly 
reduced, and data overhead remains relatively low. For example, the use of UDP/IP requires 28 
bytes per datagram of “byte” overhead, but this represents only 1% overhead for a 2000 byte packet.  
 
Development effort is significantly minimized using UDP/IP (vs a custom design, for example), 
since software interfaces to UDP/IP are common and well understood.  
 
UDP/IP also contains a “built in” addressing capability (IP addressing) which supports a net-centric 
architecture. 
 
Data overhead, or ‘byte growth’. This is the overhead associated with propagating a data packet 
through multiple layers of protocol. Each layer adds header, trailer and/or error checking overhead. 
This data-overhead element is much lower than the previously described protocol overhead. For 
example, assuming a 2000 byte packet, a 100 byte overhead would consume 5% of available 
bandwidth---a significant amount, but much less than the 50% potential loss due to protocol 
overhead.  
 
Channel effects. Multipath and wave occlusion, as described in previous paragraphs, can reduce 
effective data throughput.  Mitigation of multipath is a system tradeoff between adding margin 
(transmitter power or antenna gain) vs accepting an increased PER (effective decrease in data 
throughput). Mitigation of wave occlusion is a tradeoff between antenna heights (elevation angle), 
acceptable PER performance (data throughput) and desired operating condition (Sea State). 
 



 
 

COMSEC (ENCRYPTION) AND TRANSEC (LPI/LPD) CONSIDERATIONS 
 
A part of the CRS encryption analysis is the determination of specific requirements consistent with 
the CRS mission. Requirements will be established through coordination with the Sponsor.   
 
The most recent and most applicable implementation developed at Harris is the SecNet11 Type-1 
Enabled Wireless LAN card.  This design is implemented as a Type II Extended PCMCIA Card.  
The design is RF and waveform-compliant with the IEEE 802.11(b) requirements. 
 
Harris developed the SecNet11 design using COTS 802.11(b) (11 Mbps) designs and the Sierra 
encryption chip, which was also developed at Harris.  The second-generation Sierra device, the 
Sierra II module, is the first device chosen to be used in the JTRS radio systems. It is in use in 
Cluster 1 in the developing US Army JTRS applications.  The Harris Sierra development group is 
currently working toward Cluster 3, currently being defined in concert with SPAWAR for maritime 
applications.  In parallel with these developments, Harris is in the process of developing an 
802.11(g) version of SecNet11, called SecNet54 (54 Mbps), which incorporates the Sierra II 
encryption device.  In comparison to the Sierra I and also the similar competitive solutions, Sierra II 
supports more encryption algorithms and much higher data rates, takes less space, and uses less 
power.   
 
The COTS wireless waveforms also have an inherent degree of processing gain, or anti-jam 
protection, which was included in the standards in order to make the waveforms robust in the 
presence of other signals commonly present in office and home environments, such as cordless 
telephones. 
 

HARDWARE CONSIDERATIONS 
 
Hardware size, weight and power will be important factors in the evaluation of GOTS/COTS 
devices. Antennas will also be considered, and specific antenna recommendations (type, 
polarization, gains, etc) will be made for both the sensor and UAV relay platforms.  
 

FUTURE IMPLEMENTATION OF 802.11 TECHNOLOGY AND COMMUNICATION 
SYSTEMS 

  
Meetings with several DOD activities have revealed a very significant demand for a small, light 
weight and power efficient system which will be capable of supporting a high-quality, spectrum 
efficient, high throughput, secure, networked data link.  Identified potential users include all 
branches of the military, but most interest has been expressed by components of the Navy, Marines 
and Army and has focused on those network centric scenarios whereby both manned and unmanned 
systems are being jointly deployed in ever expanded operational environments.    




