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ABSTRACT 

Embedded Instrumentation (EI) and Non-Intrusive Instrumentation (NII) integrates data 
collection and processing capabilities into the design of a system for diagnostics, prognostics, 
testing, and training.  

EI and NII will provide decision makers with the data needed to adequately describe 
performance and mitigate risks throughout a programs lifecycle.  DoD weapon systems have 
become very complex, with intricate electronics and guidance requirements to meet the mission.  
Many platforms, such as Army munitions, no longer have the internal space to append 
instrumentation after they are sent for testing, yet the data needs from a complex weapon system 
have increased, with the need to understand the operational health and characteristics of many 
sophisticated electronics systems within the weapon system.  Furthermore, the developer must 
ensure the platform used for test or for training is representative of the full up tactical system to 
retain integrity.  Recent implementation of policy changes will allow responsible activities to 
have test, training and logistical resources shared at the program concept and maintain the 
integrity of lifecycle requirements.  To assure success, EI/NII must be planned for at the 
beginning of the acquisition phase, with capabilities needed and costs / benefits considered.  
There have been significant advances in miniaturized telemetry and instrumentation technology, 
such as ASIC based transmitters and encoders, however there are still needed improvements to 
reduce the size and cost of embedded instrumentation components. 

Failing to continue to foster the on-going development of EI/NII technologies, and failing to 
foster the incorporation of such systems into new weapons could ultimately hinder the success of 
initiatives such as Army transformation and could certainly raise the costs associated with 
development, fielding, and operation of complex weapons.   
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INTRODUCTION AND DEFINITIONS 
 
DoD weapon systems have become very complex, with intricate electronics and guidance 
requirements to meet the mission.  There is a need to understand the operational health and 
characteristics of many sophisticated electronics systems within the weapon system throughout 
its life cycle.  Many platforms, such as Army munitions, no longer have the internal space to 
append instrumentation after they are sent for testing, yet the data needs from a complex weapon 
system has increased.  These needs have to be addressed, posing technical, fiscal, and planning 
challenges.  Since data needs span the complete lifecycle, instrumentation may become a 
“subsystem”, as is found on a spacecraft and in airplanes.  Coordination is needed between data 
users from all phases of the weapon lifecycle. 
 
It is important to recognize that there are different definitions that describe various genres of 
instrumentation, because they are often funded in different ways and are generated by different 
requirement sets.  The three genres of instrumentation discussed are: “Embedded 
Instrumentation”, “Non-Intrusive Instrumentation”, and “Appended Instrumentation”.  Each has 
unique characteristics – technical and programmatic:  
 
Embedded Instrumentation (EI) provides the capability for continuous evaluation of a system via 
the integration of data collection and processing capabilities into the design of said system for 
diagnostics, prognostics, testing, and training – and anything else that comes up.  
 
Non-Intrusive Instrumentation comprises data gathering components that may be installed on the 
user platform without causing effects on the platform that would cause it to operate in a manner 
inconsistent with the original uninstrumented version.  Along this reasoning, installation of the 
instrumentation components must not physically alter the unit under test.  EI is, by its general 
characteristic, non-intrusive. 
 
Appended Instrumentation is generally added to the unit under test in the field in order to 
conduct tests.  The instrumentation is often intrusive in that it changes the physical and/or 
operational characteristics of the system under test. 
 

 

Embedded Fuze Replacement (Appended) Non Intrusive 

transmitter 

encoder  

        NATO Test Fuze     ERGM Tactical Telemetry             XM-982 
 
Note:  All use the same technology and can be reconfigured for specific requirements 
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Although an Embedded Instrumentation (EI) capability or Non-Intrusive Instrumentation (NII) 
capability may be technically similar, they would be considered by many as fundamentally 
different, resulting in varying funding paths for their development.  Since the EI is permanently 
resident on an item (like a munition), it is considered to be a subsystem.  As such, it is funded by 
the system developer rather than the test community. Appended or non-intrusive instrumentation 
that would be added to the platform at the test range would have a fundamentally different 
design. The interface design and funding differences pose challenges, because, although the 
different groups may all have the same successful end result in mind, they are not supposed to 
stray out of their charter – and as EI serves multiple uses, it is difficult to say who “owns” it.  
Developers must balance the implementation of new policies that are designed to reduce risk, 
new technologies to meet hard requirements with inherent unknown risks, while meeting cost, 
schedule and performance. 
 
 

BACKGROUND 
 
“Embedded systems” has become a common buzzword.  There are conferences on it and 
newsletters such as the Air Force’s “Horizons” newsletter devote a section of each issue to it. 
Electronics advertisers sell “embedded” systems as entire product lines. Even reporters are 
“embedded” with Army divisions when they go to war.  Any system that resides on any platform 
permanently is “embedded”.  I have an “embedded” hard drive in my computer.  Eyeballs are 
embedded in my head as part of my human sensor system.  So what is “embedded 
Instrumentation”?  It is the combination of components in a system that resides there throughout 
its lifecycle to acquire information that may be needed at any point of that life cycle.  Like the 
eyeballs in my head, a vision transducer (camera, for example) could see use (pun intended) 
during the earliest stages of a system development, during pre-production testing, during use 
(tactical) – during any phase of life.  EI should not be delineated for use only for “testing “– but 
rather, should be multifunctional, to support test, training, operational, and logistical uses.  This 
is a major portion of potential savings – the leveraging – it is also a complex labyrinth of funding 
lines.  The purpose of the U.S. Army’s Embedded Instrumentation (EI) programs and initiatives 
is to enable decision makers to obtain the data they need – when they need it. 
 
Historically, ranges and their technology infrastructures have typically funded and developed 
appended instrumentation, as this is how testing has historically been accomplished.  The general 
reason for this concept is the philosophy that a testing system needs to be completely 
independent from the article under test.  This is not an irrational approach.  It is indeed good 
practice to have an unaffected adjudication system to determine the efficacy of a unit under test.  
At least this is true at certain points of development, hence the need for EI, NII, and also 
appended systems.  The history of the funding lines and test philosophies are rational, in large 
part, due to the fact that technologies were simpler, and therefore, the life cycle process to verify 
efficacy was also simple.  As an example, in the past, a gun fired munition would be designed to 
fly ballistically, and a fuzing mechanism would detonate the ordinance at the appropriate time.  
Accuracy was largely dependent on the gun, the people firing the gun, and the weather.  Testing 
of rounds was accomplished by firing many rounds and recording their performance to establish 
firing tables, with which the warfighters could calculate trajectories associated with the gun 
aiming. 
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WHAT HAS CHANGED? 

 
So what has changed that would cause a transition 
to EI?  There have been changes both to the 
systems that require testing and also the technology 
for performing tests (e.g. EI enablers).  Systems 
such as gun fired munitions are far more complex 
than they were in the past.  They are now “smart” in 
that they employ guidance systems, sophisticated computer controls, intelligent systems, and 
many sensors for autonomous operation.  Fire and Forget!  This is a complex system to verify – 
how do we proceed?  There are internal functions on-board smart munitions that require 
verification during operational tests in addition to the performance measures that generated the 
requirements for previous generations of munitions.  Furthermore, the developer must ensure the 
platform used for test or for training is representative of the full up tactical system to retain 
integrity.  EI is intended to provide decision makers with the data needed to adequately describe 
performance and mitigate risks throughout a programs lifecycle.    
 
Using previous models for the life cycle process is not optimal.  In general, the current processes 
that determine the flow of a munition lifecycle are based on the flow of previous (non-smart) 
munitions.  Each subsystem is developed and bench tested separately.  They are then combined 
in special test rounds for complete systems tests.  Typically, there have not been established 
measures for determining the internal electrical and mechanical health of a munition after it has 
been fielded.  These parameters would closely resemble the needed data parameters for 
operational evaluation, indicating that embedded or non-intrusive instrumentation would be 
beneficial through both phases of life. 
 
Policy changes in the DoD have been established to encourage and allow responsible activities to 
have instrumentation designed at concept and maintain the integrity.  To make sure this happens, 
instrumentation requirements must be addressed up front in the acquisition phase.  
 
The June 2003 change to the DOD 5000.2 mandated that “PMs shall optimize operational 
readiness through affordable, integrated, embedded diagnostics and prognostics, and embedded 
training and testing” and, “Test planning and conduct shall take full advantage of existing 
investment in DoD ranges, facilities, and other resources, including the use of embedded 
instrumentation.” 
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A NOTIONAL LIFE CYCLE EMPLOYING EMBEDDED INSTRUMENTATION 
 
Examine the typical life cycle of a smart munition development, and the associated design 
implications, data requirements, and potential benefits and limitations of EI. 
 
Concept Formulation: 

 
Development of a smart munition generally consists of separate airframe, powerplant, control 
system, and warhead design processes.  These independent processes occur concurrently, and 
each process typically has a dedicated design team.  When subsystems are to be combined for 
functional test, there is typically one subsystem that is pulled from the system, and a data 
gathering system is installed temporarily.  Data can then be gathered, but never with the 
complete weapon system intact.  This becomes a significant issue for system evaluators, as there 
is never a final tactical configuration that can satisfy everyone’s data needs.  It is critical for 
developers to plan for any needed instrumentation subsystem from the outset of concept 
formulation.  Planning for the instrumentation will alleviate major technical challenges, such as 
trying to add an antenna to a completed mechanical design, and will provide visibility of other 
subsystem data. 
 
Proof of Concept/ Development: 

 
Data needed during the development phase can be different from what is needed for operational 
evaluation or later in the lifecycle.  Data that is acquired during the development phase is used by 
the developer to understand and characterize performance details of the subsystems under test.  
Design changes are then iteratively made to optimize each subsystem.  Current flight test 
methods of data acquisition typically employ a “warhead replacement” telemetry system, 
interfaced to the guidance computer to attain electrical subsystem information.  In some cases 
there is also sensor data that is acquired.  Data from these system flight tests is then used to 
determine subsystem performance.  If Non-Intrusive and Embedded Instrumentation Subsystems 
were developed concurrently with the other subsystems, it presents an opportunity to develop 
and validate both subsystems simultaneously. 

 
Operational Evaluation: 

 
During operational evaluation of smart munitions, significant internal electronics data is needed 
to verify system efficacy.  At the same time, the munition has to actually perform as it would 
when used tactically (i.e., it must hit its target and explode).  So an appended instrumentation 
system is not going to be sufficient, as there is no subsystem that can be removed to 
accommodate the instrumentation.  In this case, a dedicated non-intrusive or embedded 
subsystem is needed to acquire on-board performance data to verify the electronics is functioning 
as planned and designed. 
 
Production: 

 
Upon completion of the development and operational evaluation phases of a munition lifecycle, 
there has historically not been instrumentation resident on a munition.  This has posed problems 
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in the real world when there has been an unexplained failure.  There have been programs that 
ceased because there was not enough data to determine the failure.  It could be viewed as prudent 
risk management to employ an EI subsystem into production rounds.  By identifying the set of 
data that would be beneficial to testers, trainers, logisticians, and even operators, and configuring 
the EI subsystem to extract and make that data available to the decision makers, many problems 
can likely be avoided, and the capability of the user system will be enhanced.  The key to success 
will be careful planning, done early on in the program.  Production is the phase where EI costs 
are most important.  It is critical that the EI not cause any significant escalation of unit cost.   
 
Maintenance, Logistics, Training: 

 
Data for “stockpile reliability” has not been fully considered for smart munitions, and again, 
there is a need for a way to characterize the internal health of the - now tactical – unit under test.   
The same comments regarding production above apply here.  Without consideration from the 
program outset, and employment of some sort of non-intrusive methodology, such as EI, it may 
become very difficult and expensive to determine the general health of a munition after long 
term storage.  
 
Analysis and data processing: 
 
Data analysis is performed on a case by case basis in order to accomplish development.  It may 
prove beneficial to, whenever possible; consider ways to standardize data analysis processes in 
order to have a more generalized performance baseline.  Data must be collated and analyzed 
properly to ensure that the story is told accurately. Data analysis is often dependant on a small 
number of specialists, and can be relatively labor intensive.  Since NII / EI will produce data 
long after development is complete, the subsystem development specialists may not be involved 
with performance analysis, and the performance baselines become more important to the 
engineer who is analyzing performance data.  As technology advances, there seems to be an 
ever-increasing amount of data acquired, adding the question of automation to parse and identify 
critical data points.  On-board systems such as BIT/BITE can use EI to provide insight into 
system performance real-time.  Analyzed EI data should ultimately lead the decision maker to a 
timelier, better informed assessment enabling better risk management strategies.  If this can be 
accomplished, systems can be fielded faster and fulfill requirements quicker. 
 
 

TECHNOLOGY IMPACTS TO THE WAY WE DO BUSINESS 
 - SUCCESSFUL PLANNING IS KEY 

A smart munition more closely resembles a spacecraft than a bullet when observed beneath the 
exterior.  The life cycle process may benefit from an approach that emulates that of a spacecraft, 
where performance data is considered to be of prime importance.  During the initiation of system 
design, data gathering capabilities are mandatory for success, and a telemetry subsystem needs to 
be included.  This subsystem can morph and be adapted to the total system configuration as 
needed to provide needed data during development.  During this process, the telemetry 
subsystem itself can be validated and designed for its final configuration while supporting tests.  
Upon completion of the munition system design, the embedded instrumentation telemetry system 
will be ready to support operational evaluation as well as surveillance and other lifecycle tests. 
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New and emerging technologies are allowing munitions to be 
instrumented to provide required data that was not achievable 
several years ago.  This growth in technology is allowing a 
philosophy change relative to methods of acquiring 
performance data throughout a system’s lifecycle, enabling 
needed strategic changes with many benefits.  An assessment 
of long-term data needs and capabilities for smart munitions 
will help guide the technical communities.  This assessment 
will benefit from inclusion of representatives from 
development, operational, logistics, training, and testing 
communities – although it is currently clear that they all seem 
to have similar needs:  Digital and analog data at high speed, 
and some basic measurement needs (TSPI anyone?) 

GPS Based TSPI Telemetry System:
M734A1 Mortar Nose 
Fuse replacement

Development based on 
Tri-Service HSTSS and  

JAMI Programs’
Telemetry and GPS  

technologies

“34 mm diameter 
GPS Sensor”

Standardizing the smart munition test flow process would 
allow developers, ranges, and users to establish a more 

common frame of reference for assessment of munition capabilities.  This would prepare a more 
level playing field when determining which munition is most effective during selection processes 
of munitions that are competing for use in the Army’s inventory.  Such a transformation would 
place the determination of EI needs in the hands of the Government evaluator as well as the 
developer (contractor) as is the current situation. 

 
Needed Technology Improvements: 
 
Typical users of the instrumentation technologies being discussed are familiar with basic 
telemetry system characteristics.  Microelectronics technology advancements have enabled NII 
and EI by reducing size and cost.  The next challenge is to leverage new capabilities for strategic 
benefits.  Existing capabilities can be utilized, and development of additional capabilities will be 
needed in order to fully exploit the benefit potential.  In order to complete this transformation, 
telemetry electronics need to be less expensive in high quantities.  This is achievable by building 
on the work done so far in micro-telemetry.  Potential technology improvement examples include 
incorporation of MEMS reference oscillators, reducing transmitter and encoder technologies to 
Application Specific Integrated Circuits (ASIC), and improvements in microsensor technologies.   
 
EI and NII technologies are already in use currently in government laboratories.  A transition 
from experiment based use to employment throughout the user’s lifecycle is the next step.  The 
history of the technologies enabling EI has been excellent from a technical perspective.  Data has 
been collected in tests where prior to the recent technology developments, it would have been 
impossible.  Because of this there are programs that have been able to obtain critical data 
enabling program advancement, even though some aspects of the test may have failed – the data 
showed why there was a failure, and a “fix” was implemented.  The technologies to be used in 
NII and EI are proven to be reliable and durable.  The technologies enabling NII and EI are 
“range standard” telemetry, and have been through the necessary approval process for flight 
testing.  Advancements to the technologies may require additional approvals: i.e. new 
modulation schemes, and transmission frequencies may require approval, and EI systems will be 
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required to be treated as subsystems on their related user system, and may require EMI/EMC and 
other testing. 
 
There are needed technology improvements related to cost reduction in manufacturing and 
solidifying the technology parameters, such as data parameters to be collected from the internal 
electronics systems, and common measurement parameters.  The crystal oscillator that is resident 
in pretty much any system is a significant cost driver.  It may generate significant cost savings to 
transition to a MEMS oscillator, which would be a modest development effort.  It would also be 
prudent to analyze potential downlink modulation options, and determine which and how many 
options should be considered and implemented for EI applications.  It is likely that the 
microelectronics developed for classic PCM/FM S-Band telemetry can be exploited to 
accomplish other modulation needs.  There may be significant improvements needed relative to 
data encryption.  Encryption technologies that are currently employed are too large, expensive 
and power consuming for many NII or EI applications.  

One technology approach for EI that is being taken is to leverage the existing technologies, 
including transmitter technologies from M/A-COM, Government laboratory (ARDEC, ARL, 
USN Pt. Mugu) developed encoder capabilities, along with antenna technologies, GPS 
technologies, and other technologies as appropriate to the EI need.  The selected technologies 
will then be prototyped into a system with the complete involvement of the user PM, test agency, 
development contractor.  In this process, EI can be planned as a subsystem that lives and adapts 
with the user system throughout its lifecycle, gathering data that is needed by decision makers. 

 
SUMMARY 

What if we don’t adapt to new technology and rely on old practices?  Long term – we can’t 
evolve without information - performance data, - “knowledge”.  Failing to continue to foster the 
on-going development of NII and EI technologies, and failing to foster the incorporation of such 
systems into new weapons, will ultimately hinder the success of initiatives such as Army 
transformation and will certainly raise the costs associated with development, fielding, and 
operation of complex weapons.  Programs die from lack of knowledge and cost escalation, so 
whenever possible, developers have to (and do) strive to find ways to “Measure twice – and cut 
once”.  More that enough information and knowledge is better than “not enough”. 

To keep up with technology advancements, instrumentation providers need to push technologies, 
and users have to stay open minded enough to use them – even if they didn’t invent it. 

Use of Non-Intrusive and Embedded Instrumentation is expected to encourage “condition-based 
maintenance” and a “just-in-time” spare parts process that could result in cost savings related to 
warehouse and manpower requirements, equipment and facilities, cost avoidances, higher 
operational readiness.  NII / EI is a tool that will allow testers to conduct tests using “actual” 
systems as opposed to “test” systems, resulting in an anticipated decrease in required “test 
articles”, less test equipment, and more accurate test results. 
Incorporation of Embedded Instrumentation can ultimately enable continuous evaluation 
wherever the weapon system is located, including on the battlefield. 
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Potential Benefits of Non-Intrusive and Embedded Instrumentation 

FUNCTIONAL 
AREA DIRECT AND INTUITIVE 

BENEFITS 
INDIRECT AND STRATEGIC 

BENEFITS 
Munitions 
Developer 

 Faster system development 
due to additional test 
information 

 Increased access to 
information 

 Increased data integration 
across applications 

 Fewer errors 

 Stronger relationship with 
customer 

 Fewer test events needed to 
accomplish development – 
reduced costs 

 More continuity between 
subsystems 

 Enhanced reputation 
Operational 
Evaluation 
Developer / 
Evaluator 

 More effectively integrated 
systems – ability to build a 
final deliverable version 
for OP/EVAL (savings in 
development and 
manufacturing time and 
dollars) 

 Ability to test the complete 
system in its tactical form 
(as is required) 

 Increased accuracy of 
evaluation of final tactical 
designs  

 More satisfied end-users 
 Availability of more accurate 

information to support data 
analysis activities 

Logistics – 
Stockpile 
reliability and 
surveillance 

 Ability to obtain 
information from a fielded 
system that indicates its 
health and technical status. 

 Reduction of manual effort 
 Better information to make 

critical buying decisions 
 Error reductions  
 Reduced Inventory 

 Reduction of the need to retrofit 
systems in order to troubleshoot 
in the event of a failure. 

 Ability to determine the system 
health in the field, prior to use. 

 Cost reduction 

Tactical 
Community – 
M&S 
Community –  

 Increased information 
about weapon systems 

 Availability of data for 
validation of M&S 
applications 

 Availability of data for 
training applications 

 Ability to determine the system 
health in the field, prior to use. 

 Better M&S and synthetic 
environment fidelity and 
realism 

 Better training for use of smart 
munitions 

 
Purchasing 
Community  

 Increased accuracy and 
fidelity of milestone 
decision test data. 

 Enabling of better knowledge 
during “down select” process. 
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