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ABSTRACT 
 
The growth of the Internet and the resulting increasing speeds and decreasing prices of network 
equipment have spurred much interest in applying networks to flight test applications.  However, 
the best-effort, variable-latency nature of network transport causes challenges that must be 
addressed to provide reliable data acquisition and timing performance.  This paper describes the 
major issues that must be addressed when designing and implementing real-time networking 
applications. An overview of a recently implemented large-scale, network-centric data 
acquisition, recording, and telemetry system for commercial flight test applications provides a 
real-world example of what is currently achievable.   
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INTRODUCTION 
 
For over forty years, the IRIG 106 Chapter 4 standard for PCM-based test and telemetry systems 
has provided a consistent, standardized approach to facilitate flight test and other test and 
evaluation (T&E) operations.  While this standard has served the T&E community well, it is 
beginning to show serious limitations as the complexity of test articles and the amount of data 
collected from them continues to increase dramatically.  These factors, combined with the 
growing ubiquity of network technologies driven by the rapid growth of the Internet and 
associated enterprise and home networks, have led some in the T&E community to wonder if the 
flexibility of network technologies would work well in the T&E environment. 
 
While PCM has worked well up to this point, it suffers from a fairly rigid physical and logical 
structure that does not allow the flexibility and scalability that a general network-based approach 
provides.  This leads to fixed-function equipment, less-scalable measurement addition, and 
equipment interconnection and cabling complexity.  As the prices for network technologies 
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continue to drop due to the mass-market deployments and the speed, flexibility, vendor options, 
and ruggedization continues to improve, it is only prudent to consider whether these benefits can 
translate into improved efficiency in the T&E operation.  However, without real-world testing of 
network-centric data acquisition systems in an operational flight test environment, the 
considerations of network-centric benefits are merely educated speculation.  This paper presents 
some of the challenges of developing a real network-centric flight test system and how we 
addressed those challenges in the development of the first known production deployment of a 
fully network-enabled data acquisition, recording, and telemetry system in commercial flight 
test.  It also considers how this relates to the current work in the integrated Network Enhanced 
Telemetry (iNET) program and future directions. 
 
 

TECHNICAL CHALLENGES 
 
The fundamental challenge in developing a network-centric data acquisition system is caused by 
the nature of the network transport itself.  Current network technologies are built around some 
flavor of Ethernet and Internet Protocol (IP) transport.  Ethernet and IP network technologies 
were designed from the beginning to be best-effort, non-deterministic data transports.  While 
these qualities seem at first contrary to the needs of telemetry systems, the reality is that these 
characteristics can be effectively managed through proper system design such that the benefits of 
network-centricity can be realized in real-time data acquisition systems.  In fact, features such as 
low-cost hardware, tool leveraging from the Internet domain, precise clock synchronization (e.g. 
IEEE 1588), gigabit performance, and robust cables and connectors demand the consideration of 
IP approaches as possible implementation methods. 
 
The non-deterministic transport of IP networks creates two technical challenges that must be 
addressed by the system design: 1) how to handle out-of-order and packetized, non-continuous 
flows of data and 2) how to keep the variable transport latencies of the network from affecting 
data timestamp accuracy.  The solution to the out-of-order problem requires real-time buffering 
and re-sorting of the data at the consumer, which enforces a fixed latency to the data but 
maintains order and relative timing relationships between all of the data.  While addressing this 
challenge is not a trivial task, especially as the total data rates processed grow into the multiple 
hundreds of megabits per second range, we have shown that this is achievable in a real-world 
scenario [1]. 
 
The key solution to preventing the variable transport time of a network-centric approach from 
impacting overall data timing accuracy is to provide a distributed high-resolution clock source by 
some means to all of the data acquisition units (DAUs) on the network [2]. 
 
Distribution of timing information in a network-centric data acquisition system is another 
technical challenge that must be addressed by the system designer.  While it is possible to use 
traditional timing distribution approaches such as IRIG-B in a network-centric data acquisition 
system, it defeats one of the driving goals of moving to a network transport in the first place – 
minimizing cabling complexity.  Since IRIG-B uses a dedicated bus architecture, separate 
cabling is required in addition to the cabling necessary to form the network transport between 
devices.  Ideally, the timing information can be transported over the same network carrying the 
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data acquisition information to eliminate the need for this separate cabling.  Figure 1 shows the 
relative cabling complexity differences.  This also removes the requirement for each end node to 
have a hardware interface to support the dedicated timing bus.  Consequently, there are more 
COTS options for end-node hardware, which should reduce overall system complexity and cost. 
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Figure 1.  Complexity Comparison of Dedicated Timing versus Network Timing 

Once the decision is made to use the network to distribute time, the second challenge of timing 
distribution in a network-centric system must be addressed: which time distribution protocol to 
use.  Several protocols, including IETF RFC-1305 Network Time Protocol (NTP), IETF RFC-
2030 Simple Network Time Protocol (SNTP), and IEEE 1588 Precision Time Protocol (PTP), 
are available for this purpose, and each has benefits and tradeoffs that are discussed more in the 
Technologies section later in this paper.  However, independent of the protocol chosen, the 
achievable timing accuracy in distributing time between two endpoints is driven by the amount 
of non-deterministic network transport latency between the two endpoints. Consequently, 
minimizing the variability in these latencies is important to the overall performance of the 
system.  Some system-level techniques for controlling these latencies include: 
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• Designing the network to minimize both average and instantaneous bandwidth saturation 
on individual links and network switches; 

• Minimizing end-node induced delays through careful embedded systems software design; 
• Minimizing end-node induced delays through dedicated timestamping hardware on end-

nodes; 
• Using prioritization of the network packets carrying timing information. 
 

Another challenge to address in developing a network-centric data acquisition system is how to 
build a system that equally supports low and high data rate generators and consumers while 
maintaining network flexibility.  While some devices may be fully equipped with gigabit 
Ethernet and significant processing capability, other nodes, especially small, low-power, 
distributed DAUs, may only be equipped with 10 or 100 Mbps Ethernet and have minimal excess 
processing power.  All of these nodes need to interact effectively on the network, be able to 
receive various portions of the aggregate data on the network, and not be burdened with network 
traffic that is not important to that particular node.  The simplest network addressing approach, 
broadcast, sends data in a single stream that is received by all other nodes on the network.  
Consequently, in a broadcast environment, all nodes see the aggregate total of data generated on 
the network and thus have to have data links and processing capable of handling this rate.  So, if 
one node requires a gigabit link in the network, all nodes require a gigabit link, which can 
become prohibitive.  A unicast approach would send an individual stream of data directly 
between the source and the consumer.  As long as there is only a single consumer in the network, 
then this approach remains efficient, but as additional consumers are added, the burden is placed 
increasingly on the DAUs (that are least able to handle the added load) and the network as a 
whole (since it is carrying a significant amount of duplicated data). 
 
The compromise is to use a multicast transport.  Multicast addressing allows data to be sent to 
one of a reserved range of IP multicast addresses.  Any data sent to a particular multicast IP 
address (also known as a multicast group) can be “subscribed to” by any consumer on the 
network.  When combined with Internet Group Management Protocol (IGMP) Snooping-capable 
network switches, any node on the network only sees the data from the multicast groups to which 
it specifically subscribes.  Consequently, each node only needs a network connection speed and 
processing that is sufficient for the data it plans to send or receive.  DAUs can then use less 
expensive 100 Mbps Ethernet while gigabit links are saved for heavy data consumers. 
 
Besides the technical challenges caused by the fundamental nature of the network transport, 
other practical considerations such as environmental survivability must be considered.  Most 
network components have been developed to address the requirements of mainstream enterprise 
or home networking.  These environments are characterized by statically mounting in a rack or 
on a shelf, sufficient forced air cooling and stable AC power.  Consequently, most COTS 
network equipment has temperature ratings of 0-40 ºC.  For networking technologies to make 
significant contributions to flight test applications, at least some portion of the equipment needs 
to survive the temperature, pressure, vibration, and fluid susceptibility extremes of unpressurized 
flight environments.  This environment has to be addressed with the further constraint of a 
package that meets the size, weight, and EMI requirements of the test article. 
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In recent years, an industrial grade niche within the networking industry has begun to emerge 
driven by the desire to move networks into factory automation, public transit systems, and utility 
systems.  The environmental capabilities of the equipment produced by some of these 
manufacturers are beginning to approximate the needs of the flight test environment.  While 
these improvements do not solve all of the problems, they do provide the system designer with 
the ability to find a workable solution using one or more of the following approaches: 
 

• Careful evaluation of current COTS product specifications; 
• Working with manufacturers to customize existing packaging; 
• Repackaging COTS equipment; 
• Continually evaluating application environmental specifications to ensure they are not 

overly restrictive. 
 
 

TECHNOLOGIES UTILIZED 
 
The sections below describe some of the technologies that SwRI used to implement a large-scale 
network-centric data acquisition system for commercial flight test.  Each of these elements 
provided some of the overall solution to the system needs.  Most of these technologies are 
equally applicable in DoD applications as well, such as the iNET program.  The selection of 
individual technologies and components should be made depending on the specific requirements 
of each particular system. 
 
The network-centric data acquisition system implemented by SwRI takes advantage of standard 
10/100 BASE-T copper Ethernet technology to provide the network transport connection for all 
of the DAUs, allowing for a cost-effective manner of creating the network.  The network also 
incorporated use of 100 BASE-FX fiber Ethernet to transport data across the pressure boundary 
of the airplane.  The fiber serves to provide protection from lightning and other sources of EMI 
from being transmitted from the outside of the pressure vessel to the inside.  The network also 
incorporates 1000 BASE-SX fiber Ethernet into its design in order to support aggregate data 
rates in excess of 100 Mbps. 
 
This network-centric data acquisition system is highly dependent on the use of multicast packets 
built over the User Datagram Protocol (UDP) and Internet Protocol (IP).  A common packet 
format was defined within the UDP datagram to carry all acquired data.  This general packet 
interface provides the scalability to incorporate different types of data within the same distinct 
packet structure to lessen the burden of end-device processing.  The inherent nature of multicast 
network traffic provides for a “one-to-many” approach of forwarding data to the relevant data 
consumers such as the data recorder, telemetry subsystem, and other on-board processing 
subsystems.  When coupled with network switches that implement IGMP Snooping, the 
multicast packets generated by the DAUs are only forwarded to the network devices that 
specifically request the data.  For time synchronization we made use of the emerging IEEE-1588 
Precision Time Protocol (PTP) standard.  Network Time Protocol (NTP) is a proven method of 
network synchronization, but it could not support the time synchronization requirements on our 
end nodes.  PTP is capable of providing sub-microsecond accuracy over a distributed network, 
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which solidified its place in our network-centric data acquisition system [2].  PTP also makes use 
of IP multicast. 
 
In order to telemeter the acquired data from the airplane down to the ground station, SwRI 
developed a subsystem that interfaces both the network and the legacy telemetry system.  This 
subsystem contains both standard and non-standard electrical interfaces to the existing 
equipment.  The large responsibility of this subsystem lies in its ability to translate the packetized 
multicast data from the network to a traditional PCM format data stream that can then be 
delivered to the legacy telemetry system for transmittal to the ground. 
 
Due to the accelerated schedule, efforts were made in order to facilitate rapid prototyping and 
parallel testing amongst the different vendors involved.  Linux was our choice of OS based on a 
balance of capability, cost, and speed of development.  COTS hardware has been used wherever 
possible, taking advantage of existing processors and chassis that meet the ruggedization 
requirements of the typical airborne environment.  Both Intel and PowerPC architectures were 
supported in this system.  For overall system management, we turned to the existing network 
technology of Simple Network Management Protocol (SNMP).  SNMP is the backbone of our 
network management system, which covers device configuration, control, and health and status 
monitoring for all devices.  Network security measures have been taken in order to provide 
secure but flexible access to the network.  These measures include session encryption, access 
control, firewall incorporation, and procedural controls. 
 
 

REAL-WORLD EXPERIENCE AND LESSONS LEARNED 
 
The recent development of a large-scale network-centric data acquisition, recording, and 
telemetry system for use in a commercial flight test application provided a real-world proving-
ground for the emerging capabilities of network-based telemetry systems.  Figure 2 shows a 
conceptual representation of the system implemented.  Like all applications of a technology to a 
new domain, there were a number of expected and unexpected technical challenges to overcome.  
Compounding this challenge was the programmatic challenge of achieving a working system on 
a compressed schedule.  This combination of factors required a flexible systems design approach 
that could balance the needs of formal specification development with the realities of having to 
build portions of the system before all of the details were precisely captured.  SwRI also worked 
to integrate pieces of the system developed by various vendors with portions developed by 
SwRI.  All of these subsystems were highly interdependent with interfaces to other subsystems 
and were all being developed in parallel.  Data acquisition units developed by Teletronics 
Technology Corporation, recorders developed by Ampex Data Systems, IEEE-1588 Ethernet 
switches developed by Westermo OnTime Networks, and IEEE-1588 time code generators 
developed by Symmetricom were all brought together and combined with custom and COTS 
hardware and software developed by SwRI for providing system-level network management, 
interface to existing telemetry components, and interface to existing data processing systems. 
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Figure 2.  Network-Enhanced Data Acquisition and Telemetry System 

 
The end result of this work was a fully integrated system that went from concept to fielded 
production systems in under two and one-half years.  This was the first known production 
deployment of a fully network-enabled data acquisition, recording, and telemetry system in 
commercial flight test. 

 
One of the main concerns raised by the target flight test instrumentation engineers at the start of 
the development was that they did not want to become network or Information Technology (IT) 
experts.  To be effective, they needed a system that allowed them to focus on the flight test 
mission and not the specifics of the network.  This was achieved by structuring user interfaces, 
configuration approaches, and system terminology around the flight test application rather than 
the network.  The network details are largely kept “behind the scenes” by the integrated system-
wide, network management system.  This approach led to a shorter learning curve and path to 
user acceptance. 
 
One of the key lessons learned from developing this system was the importance of planning for 
early interface simulators and efficient means to generate varying configurations.  The interface 
simulators developed in this program continued to grow in importance throughout the program 
and allowed each vendor to develop and test their subsystem in parallel with other subsystem 
vendors.  They also allowed early system-level testing and performance verification that allowed 
the architecture to be validated and evolved early so that issues were found and resolved before 
full system test.  Development of early tools to generate the necessary configuration metadata in 
a consistent and timely manner allowed testing of individual subsystems and the whole system 
before the production test configuration generation system was completed.  The early 
configuration tools also provided a way to help validate the outputs of the production 
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configuration generation system once it came on line.  Rapid-prototyping and model-driven 
design approaches were used to cost-effectively develop these tools in the short time available. 
 
Another key lesson that emerged from this effort was that finding network hardware capable of 
handling high-rate multicast data transport was more difficult than originally envisioned.  Most 
of the high-rate multicast processing that is done today is for video streaming applications and 
typically involves high-end network routers that would not meet cost, size, or environmental 
requirements of the flight test system.  Much effort was expended qualifying and quantifying 
performance on various network switches and end systems.  Even once sufficient hardware was 
selected, issues with firmware implementations and bug fixes related to high-rate multicast 
processing had to be worked with various vendors.  It became clear that despite the fact that the 
capabilities of multicast were needed to achieve a high rate system like this, many products were 
fairly immature in this area because multicast transport is not as mainstream as typical unicast 
and broadcast network transport needed for general data transport applications.  Consequently, 
selection of appropriate network components became more critical to overall system 
performance than originally envisioned.   
 
The relative immaturity of the IEEE 1588 standard and, more importantly, the limited number of 
vendors of IEEE-1588 equipment at the start of this program also complicated the system 
development.  The low number of IEEE-1588 equipment vendors minimized the choice in 
selecting network switches.  Also, since these products were relatively new, a number of 
firmware issues were uncovered through system testing and had to be resolved in coordination 
with the vendor.  Basically, what was planned to be a drop in COTS component initially turned 
out to be another subsystem that was under development at the same time as the other pieces in 
the system.  This added additional integration complexity to the system development.  When 
considering inclusion of a new technology into a system, the maturity of the available products 
should be taken into account before making final design decisions.  Time, of course, heals some 
of this, and consequently, the use of IEEE 1588 in a system is much easier today than it was at 
the beginning of this program. 
 
 

FUTURE DIRECTIONS AND CONCLUSIONS 
 
The development of this large-scale system for commercial flight test has shown the real-world 
viability of network-centric approaches to telemetry systems.  The benefits of flexible system 
deployment, reduced cabling complexity, availability of higher data rates, and benefits of the 
reuse of existing IP tools and techniques will continue to push the demand and growth for 
network-centric systems.  Initiatives such as the integrated Network Enhanced Telemetry (iNET) 
program are continuing to put a focus on developing these technologies into day-to-day useful 
capabilities for the various DoD test ranges.  Some of the key future developments in this area 
currently being driven by the iNET program are development of sufficient but flexible 
architectures and standards to allow increased interoperability across various vendors’ equipment 
offerings.  These efforts have the potential to solidify network-centric approaches and make them 
legitimate successors to the venerable IRIG 106 Chapter 4 PCM approaches that have served the 
telemetry community well for decades. 
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As network-centric systems continue to become mainstream in the test and evaluation 
environment, several next steps are likely to evolve naturally from the network basis.  While 
wired network systems are the current prevalent approach within a test article, the growth of 
wireless sensor nodes in other applications will eventually lead to their inclusion in network 
telemetry systems.[3]  This will open up even more flexible ways to instrument test articles.  
Likewise, some other network technologies that have found success in enterprise networks, such 
as power over Ethernet, will eventually appear in network telemetry systems along with 
extensions to existing technologies, such as IEEE 1588 for wireless networks. 
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