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ABSTRACT 

 

High speed digital recorders have revolutionized the way Major Range and Test Facility Bases 

collect instrumentation data. One challenge facing these organizations is the need for a validated 

process for the separation of specific data channels and/or data from multiplexed recordings. 

Several organizations within Eglin Air Force Base have joined forces to establish the 

requirements and validate a software process compliant with the IRIG-106 Chapter 10 Digital 

Recording Standard (which defines allowable media access, data packetization, and error 

controls mechanics). This paper describes a roadmap to standardizing the process to produce this 

software process, Data Overwriting and Filtering Application (DOFA). 
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INTRODUCTION 

 

The implementation of high-speed solid state recorders that adhere to the IRIG-106 Chapter 10 

standard has allowed users to capture all of a platform’s data within a single recording. Data such 

as video/audio, MIL-STD-1553, radar data and instrumentation data are now contained within a 

single file. These multiple streams of data can have different security classifications, 

classification guidelines and/or proprietary data levels that vary from one test to the next. While 

multiplexing these data streams to a single stream has greatly improved data correlation, it has 

created a new problem of how to reliably: 

 

• Reduce the security classification level of recorded data. 

• Remove Proprietary or Competition sensitive data from recordings 

• Remove Cryptographic Data from recordings 

• Reduce file size  to manageable size for rapid transmission and analysis 

 

The test and operational communities’ recent acceptance of IRIG-106 Chapter 10 solid-state 

recorders has given the DoD an open recording standard that can be leveraged to validate any 

process that attempts to perform these requirements. The communities have both agreed that any 

process must be automatically configured (machine to machine interface), utilize a “Security-

First” approach and support file splitting and specific parameter overwriting. Unfortunately there 

is no widely accepted IRIG-106 Chapter 10 filtering and/or overwriting approach that meets 

these requirements. 

 

 

IRIG 106 CHAPTER 10 BACKGROUND 

 

IRIG 106 Chapter 10 is a digital recording standard developed by the Range Commanders 

Council (RCC) Telemetry Group (TG) that standardizes a broad range of test and operational 

community recording requirements.  Any filtering process can guarantee its operation with a 

high level of confidence by leveraging the following attributes of IRIG-106 Chapter 10: 

 

Standard File Interface 

 

IRIG 106 Chapter 10 defines the data download and electrical interface for Removable Memory 

Modules (RMMs).  The mandated electrical interface is 1394B interface.  The media within the 

RMM must be presented as a STANAG 4575 compliant file system to the host processing 

system. This platform independent file system allows interoperable access to the data on the 

RMM. 

 

Standard Data Packet Structure and Data Definition 

 

IRIG-106 Chapter 10 organizes all data into packets.  Every packet has a packet header, body 

and trailer. The packet header is a fixed header that contains details on the data and possible 

errors within the packet. The packet header also has its own checksum that insures its own 

fidelity. The standard defines the packet body format exactly for each data type it supports. The 

packet body contains a “Channel Specific Data Word” that further details the data within the 



 3 

packet and any possible errors encounter during the recording session. The packet trailer can 

contain an eight, sixteen, or thirty-two bit data checksum to guarantee the data within the packet 

is valid. 

 

Standard Recorder Setup Record 

 

The IRIG 106 Chapter 10 standard requires the recorder setup information be embedded within 

the recording itself. These attributes for the hardware, software, and each data channel are 

captured IAW the IRIG 106 Chapter 9 TMATS standard. The IRIG 106 Chapter 10 required use 

of specific TMATS attributes to describe each data type also provides interoperability between 

systems. The entire description is encapsulated within a separate setup record packet and is 

located at the beginning of every IRIG-106 Chapter 10 compliant file.  

 

 

DATA OVERWRITING AND FILTERING APPLICATION 

 

The Data Overwriting and Filtering Application (DOFA) is a software application that performs 

filtering and overwriting on locally stored IRIG-106 Chapter 10 data file or directly from an 

IRIG 106 Chapter 10 compliant RMM. A DOFA requirement is that it must be able to write its 

data product to local disk or a COTS SCSI tape device in accordance with IRIG-106 Chapter 10. 

DOFA utilizes the IRIG-106 Chapter 10 mandated 1394B interface to access data from the 

compliant RMM.   

 

 Process Error Management 

 

A DOFA relies on the Chapter 10 error reporting from the compliant recorder and performs a 

real time “on-the-fly” validity check of the Chapter 10 data being processed. All non-compliant 

data are overwritten. If any problems are detected in the overall stream, the DOFA takes a 

“Security-First” approach and stops processing. 

 

 Process Configuration 

 

Any DOFA must configure itself from the TMATS setup record in the beginning of each IRIG 

106 Chapter 10 compliant file. This satisfies the required machine to machine interface that 

allows no end-user involvement. It also leverages existing configuration control mechanisms for 

programming the flight recorders and permanently associates filtering and overwriting 

configuration with the data. 

 

Process Operation 

 

The DOFA must be able to remove specific data channels (filter) and/or overwrite selected data 

with “clean” data. DOFA must support two modes of overwriting: 

 

– Independent Mode 

• Specific selected “measurements” are overwritten from selected data 

streams. 
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• An Overwrite All selection, where all measurements are overwritten 

within a selected data channel. 

– Dependent Mode 

• Specific pre-defined “measurements” are overwritten based on the 

specified platform and installed equipment. 

 

 

STATEMENT OF WORK 

 

The 846
th

 Test Support Squadron, the 96
th

 Communications Group, and the 53
rd

 Wing (the 

“DOFA review team”) joined forces to establish requirements for an IRIG 106 Chapter 10 

compliant data overwriting and filtering application and validate a process to develop or acquire 

this type of application. 

 

The statement of work is simple and clear: Develop a process to review the quality and readiness 

of an IRIG 106 Chapter 10 Data Overwriting and Filtering Application (DOFA) for use in an 

operational environment within Eglin Air Force Base. However, this statement entails major 

tasks such as eliciting the stakeholder’s needs and creating technical requirements, translating the 

technical requirements into software requirements, implementing and verifying the requirements, 

developing a validation plan that demonstrates that the end product satisfies the stated 

requirements, and creating a Concept of Operations (CONOPS) describing the operational view 

of the application and the user’s tasks and capabilities using the application 
[1]

.   

 

There are many software development process models, such as Capability Maturity Model 

Integration for Development (CMMI-DEV) and Institute of Electrical & Electronic Engineers 

(IEEE) Software Engineering Standards, which can guide the realization of the statement of the 

work. They provide a set of proven best practices for producing world-wide quality software 

products.  

 

Quality is defined as a degree to which a work product exhibits a desired or required amount of 

needed characteristics. Quality must be measurable. Generally, software quality is measured as a 

product delivered on time, within budget with intended functionalities. However, every software 

project is unique and places emphasis on different quality metrics – for example, if a project is 

driven by schedule, the most important quality goal would be delivering a product on time by 

trading off certain functionalities if needed. However, if the correctness of a product is important, 

the quality can be measured by test coverage as well as defect detection and removal methods.  

 

Leveraging the experience the 96 CG possesses in the CMMI-DEV, we adopted the 96 CG’s 

software development processes and tailored them to meet the needs of this project.  

 

 

SOFTWARE DEVELOPMENT PROCESS MODEL 

 

The stakeholders identified the following Chapter 10 data types to be supported by DOFA: 

• MIL-STD-1553 Data: Format 1 (MIL-STD-1553B) and 2 (16PP194) 
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• PCM Data: Format 1 (IRIG 106 Chapter 4 PCM, IRIG 106 Chapter 8 PCM) and an 

extended version of IRIG 106 Chapter 8 PCM, which includes H009 and 16PP194 messages.  

• Video Data: Format 0 (MPEG-2/H.264 Video) 

• UART Data: Format 0 

 

However, it would be risky to develop an application supporting all data types using a waterfall 

model. With the overwriting of the Chapter 10 MIL-STD-1553 Data, Format 1 and filtering of 

Video Data, Format 0 having a higher priority, an incremental development approach was 

devised: Phase 1 includes overwriting of the Chapter 10 MIL-STD-1553 Data, Format 1, and 

filtering of the Video Data, Format 0; phase 2 supports the rest of the data types.  

 

The statement of work requires a process be developed, and the incremental model provides a 

means to produce a well defined process by allowing iterations of a chosen process. An 

incremental software development model is depicted in figure 1: 

 

 
Figure 1: Incremental Development Model 

 

The requirements management phase involves eliciting and analyzing the stakeholder’s technical 

and operational needs, translating them into software requirements, devising test strategies, 

creating test cases to validate each requirement, and receiving customer concurrence and 

commitment from affected individuals on the resources and deliverables. All of the artifacts 

required to perform project tracking and oversight activities are established during the 

requirements management phase since every activity is derived from requirements. The artifacts 

produced during this phase are denoted in figure 2. They are continuously updated, reviewed and 

controlled throughout the lifecycle: 
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Figure 2: Artifacts 

 

• Technical Requirements Document (TRD): Document defining the stakeholder’s 

technical and operational needs. 

• Software Requirements Specification (SRS): Document containing the analysis of the 

stakeholder’s needs and definition of what is to be developed (i.e., an agreement between the 

customer and the developer that ensures a common understanding of the requirements). 

• Test Plan (TP): Document defining the test strategy and test cases including testing 

environment and pass criteria. 

• Requirements Traceability Matrix (RTM): Document defining the bidirectional 

association or traceability of the technical requirements, software requirements, location 

where a requirement is implemented, and test case for validating requirements in order to 

ensure the right products are being built at each development phase. 

• Project Metrics Form (PMF): Metrics document for requirements volatility, number of 

defects found, and defect source (injection phase) for each technical review and testing.  

• Concept of Operations (CONOPS): A CONOPS document is based on the envisioned 

operational use of the end product. It involves documenting the steps from the beginning of 

use through to the end. A CONOPS document is useful to facilitate completeness of 

requirements, aids in identification of interface uses (human, physical or environmental), and 

provides a basis for establishing requirements traceability and a foundation for end product 

validation.  

• DOFA Analysis and Reporting Tool (DART): A software application developed by an 

independent organization to validate outputs from DOFA to ensure that DOFA operation is 

correct. 

 

Cost of rework or and post release defect correction increases tremendously when found late in 

the project. It is critical to capture complete, correct, unambiguous, testable and feasible 

requirements, as they are the foundation for building the right product.  

 

The DOFA review team has completed capturing software requirements and provided them to 

the independent organization (“developers”) to design and implement DOFA based on the 

requirements. The developers are responsible for executing the design through system test phases, 

therefore, this paper will not describe the purpose and activities of those lifecycle phases.  

 

The Implementation and Acceptance Testing phases are identified as critical milestones 

requiring the review team’s involvement in inspection and testing. A critical milestone is defined 

as a significant point in the development cycle of the project where the impact of the activities 

not being performed will have a negative affect on the project cost, schedule or quality.  

 

After the Implementation phase is complete, the developers are requested to (1) update the RTM 

to document the location that the source code for each requirement was implemented and (2) 

deliver the source code for inspection. The RTM is an essential for good requirements 

management and beneficial when analyzing the root cause of a defect. For example, if you found 

a defect in implementation is it a simple coding error or is the defect due to a misunderstood 

requirement? If the requirement is incorrect, what other work products are potentially impacted? 

Code inspection is a methodical examination of the source files to identify and remove potential 
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defects and vulnerability. Code inspections can be put into place quickly, and they pay enormous 

dividends 
[2]

.  

 

The purpose of Acceptance Testing is to demonstrate that a product or product component 

fulfills its intended use when placed in its intended environment. In addition, it is to enable the 

customer to determine whether or not to accept the product. For DOFA, three levels of testing 

are planned: 

• Validate Chapter 10 compliancy using an input file with known error conditions 

• Manually inspect the output files using small and known input test files 

• Validate the operation of DOFA using DART: It is impractical to manually inspect an 

output file when a real mission test file is used. DART reads input and output files from 

DOFA and compares packet by packet to ensure the operation is successful.  

 

Completion phase establishes and maintains the integrity of work products, and places all 

artifacts under Configuration Management (CM). The integrity of the work products is obtained 

when work products are evaluated against applicable process descriptions, standards and 

procedures 
[3]

. CM activities involve identifying and defining components in a system, 

controlling their release and change throughout the lifecycle, recording and reporting the status 

of components and change requests, and verifying completeness and correctness of system 

components 
[4]

. Once the Quality Assurance (QA) and CM activities are complete and an 

approved CONOPS is established, and products are released for operational use.  

 

 

CONCLUSION 

 

The Range Commanders Council exists to seek, preserve and enhance the nation's war fighting 

superiority by ensuring that affordable technical capability and capacity are available to test and 

operate the world’s most effective weapons systems and to train the war fighters who use them. 

In support of that vision, the Telemetry Group (TG) is involved with facilitating the transfer of 

telemetry data between users and test ranges and between ranges with the goal of fostering 

improvements in overall telemetry system performance and compatibility. The proposed 

software process addressed in this paper is a continuation of this vital mission. Proven and 

validated processes must be utilized to allow interoperability and provide quality of data.  This 

paper recognized the operational need of a Chapter 10 data overwriting and filtering capability 

and suggested different approaches to accomplish the capability. Adhering to a proven and 

structured process enables a project success, not a guarantee. Without the process, there is no 

insight into quantitative data to measure quality of a product. 
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