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ABSTRACT 

The direction of future data acquisition systems is rapidly moving toward a network-based 
architecture.  There is a handful of these network-based flight test systems already operating, and 
the current trend is catching on all over the flight test community.  As vendors are churning out a 
whole new product line for networking capabilities, system engineers are left asking, “What do I 
do with all of this non-networked, legacy equipment?”  Before overhauling an entire test system, 
one should look for a way to incorporate the legacy system components into the modern network 
architecture.  Finding a way to integrate the two generations of systems can provide substantial 
savings in both cost and application development time.  This paper discusses the advantages of 
integrating legacy equipment into a network-based architecture with examples from systems 
where this approach was utilized. 
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INTRODUCTION 

The direction of future data acquisition systems is rapidly moving toward a network-based 
architecture.  There is a handful of these network-based flight test systems already operating, and 
the current trend is catching on all over the flight test community, and for good reason.  
Networks have become a commodity in our high-tech society, from large corporations down to 
our own homes.  The prevalence of networks provides a large proving ground in which specific 
networking technologies can mature and provide a maximum benefit to meet specific system 
requirements.  By leveraging network technologies, a network-based system can provide 
powerful benefits beyond the capabilities of a traditional, non-networked legacy data acquisition 
system.  A few of the benefits include scalable data rates, dynamic data selection, multiplexing 
of diverse data types, commonality with industry standards, and reduced wiring. 
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While network-based data acquisition systems are the way of the future, the challenge facing 
system engineers is how to get there.  As vendors are churning out a whole new product line for 
networking capabilities, system engineers are left asking, “What do I do with all of this non-
networked, legacy equipment?”  One option would be to discard all legacy components and 
applications and purchase an entirely new network-based system.  However, there is another 
option that is worth considering, a solution that embraces both the newer network technologies 
and incorporates legacy hardware and existing data processing applications into the network.  
Before overhauling an entire test system, one should look for a way to incorporate the legacy 
system components into the modern network architecture.  Finding a way to integrate the two 
generations of systems can provide substantial savings in both cost and application development 
time.  This paper discusses the advantages of integrating legacy equipment into a network-based 
architecture with examples from systems where this approach was utilized.  Integration and 
system merging technologies will be discussed as well as challenges and solutions in merging 
multi-generational systems. 

EXAMPLES OF MERGED SYSTEMS 

The integrated Network Enhanced Telemetry (iNET) program has created standards for 
telemetry network systems (TmNS) for data acquisition.  The goal was to define standard 
interfaces for the different components that make up a TmNS instance.  Though much of the 
system centers on the network, provisions were made to ensure that legacy devices would still be 
able to be incorporated into the network by way of network proxies and adapters.   

A network proxy would be a device that contains all of the standard interfaces defined by the 
iNET standard for the device it is serving as proxy for, and it contains all the existing interfaces 
of the particular legacy device needed to communicate and exchange data with the legacy device.  
The proxy would serve as the middleman between the legacy device and the network.  Like any 
language translator, the proxy’s role would be to translate the network messages into a format 
that is understood by the legacy device.  This type of translation would exist for command and 
control messages, and it would also exist for translating data to and from the network.  The proxy 
itself would consume the metadata configuration file, parse it, and program the legacy device 
appropriately.  A network adapter operates the same as a network proxy with the additional 
capability to translate for multiple legacy devices simultaneously, thus keeping the increase in 
size, weight, and power to a minimum. 

While the iNET standards are new and the first iNET-compliant systems are yet to be deployed, 
there are proprietary commercial network-based flight test systems in operation today.  These 
existing flight test systems could be merged into an iNET system with a small amount of effort 
to adapt the interfaces between the existing system and the iNET standard.  Suppose that the 
current network-based flight test equipment is capable of producing the data messages, but the 
management interface of the proprietary system is an HTTP interface instead of Simple Network 
Management Protocol (SNMP).  An adapter can be used to translate the system-level SNMP 
management messages into the existing HTTP messages for the corresponding management 
query or command.   Similarly, the existing devices do not support the Metadata Description 
Language (MDL) defined in the iNET Metadata Standard, but they do support some notion of 
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metadata for configuration.  An adapter can be developed to convert an MDL instance document 
into the programming and configuration file format required by the existing device.  These types 
of adapters create an avenue for existing systems to be merged into the target system, be it an 
iNET-compliant network system or any other network-based system. 

Even in the recent commercial flight test systems built around networks, there was a need to 
utilize existing investments in non-network equipment as much as practical.  For example, the 
real-time data processing system had developed over many years and was a stable and known 
capability proven through many years of flight test.  One possibility would have been to change 
the core hardware and software functionality of the data processing system, but that would have 
required significant redesign which would have increased cost, schedule, and risk of the 
program.  Instead, risk and development effort were minimized by adding a separate processor 
inside the existing data processing chassis to focus on handling the network-based data.  This 
front end processor consumed the network packets containing acquired data from other parts of 
the network and reformatted and retimed the data in real time.  It then sent the resulting data to 
the existing processors of the data processing system using the same electrical interface and data 
format as used in the original data processing system.  Since the core data processing capability 
remained unchanged, both development and test time was reduced. 

The commercial flight test system also had an extensive investment in telemetry infrastructure.  
Replacing existing telemetry transmitters, receivers, bitsyncs, antennas, cabling and monitoring 
infrastructure, and frequency licenses would have added significantly to the cost and risk of the 
flight test program.  Using similar techniques to the ones described above for adapting between 
network and non-network components reduced cost and risk of the telemetry system 
significantly.  A telemetry transmit processor was developed that received the portion of network 
packets with telemetry data, extracted the specific data to be telemetered, and sent it to the 
existing telemetry transmitter using the same electrical interface and data format as used in the 
original telemetry system.  A similar telemetry receive processor was developed for the ground 
station that received the data from the telemetry receiver using the same electrical interface and 
data format as used in the original system, converted it into network packets, and sent the packets 
on the ground network for recording and processing by other portions of the system.  This 
approach allowed the flexibility of the network to be used both in the air and on the ground but 
did not require any changes to the existing telemetry infrastructure. 

Sometimes both of the systems to be merged use networks, and only their data formats or 
protocols need to be adapted.  The Test and Training Enabling Architecture (TENA) defines a 
common language, establishes a communication mechanism, and provides context that enables 
divergent systems to communicate via a middleware framework.  While the features of TENA 
seem like a good match for network-based data acquisition architectures like iNET’s TmNS, the 
realities of implementation cause some issues.  Specifically, the same flexibility and robustness 
of the TENA protocols that provide its benefit also can require more processing power or 
network bandwidth than is possible in the limited size, weight, and power (SWAP) environment 
of iNET.  To retain the capabilities of TENA without burdening the individual low-power data 
acquisition units (DAUs), a TENA gateway was developed that could adapt from standard 
network acquired data packets to TENA middleware communications.  The addition of this one 
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network node allowed all of the acquired data to be available to any TENA-compliant data 
consumer. 

In addition to flight test instrumentation systems, Southwest Research Institute (SwRI®) has also 
integrated non-networked devices into network systems for tactical vehicle platforms, such as 
Stryker and Family of Medium Tactical Vehicle (FMTV) military ground vehicle platforms.  
Many of the current Command, Control, Communications, Computers, Intelligence, 
Surveillance, Reconnaissance/Electronic Warfare (C4ISR/EW) equipment on Army ground 
vehicles are developed as proprietary standalone “Bolt On” systems that share only a common 
power source.  The fundamental purpose of this work is to develop the Vehicular Integration for 
C4ISR/EW Interoperability (VICTORY) architecture that integrates multiple data sources, 
communication systems, and display technologies for system operators within these vehicles to 
improve combat effectiveness and reduce workload during operations.  A key component of this 
effort is the integration of legacy pieces into the new system, thus requiring SwRI to develop 
capabilities for the legacy pieces to interface with the new network-based system architecture. 

TECHNOLOGIES FOR MERGING 

Generally speaking, the flexibility and scalability of network-based data acquisition systems 
allow them to be more complex than their predecessors.  Network-based systems are highly 
configurable and the general technology trends in data acquisition, transport, and storage have 
motivated an increase in the amount of data that can be gathered in a test environment.  
Accordingly, the transition to network-based systems can require expending a large amount of 
resources to build scalable test systems that can manage these growing complexities. 

One common approach to overcome these challenges has been the development and application 
of metadata.  Metadata establishes a common data model or language that allows the exchange of 
information between devices, applications, and users to support interoperability.   

As an awareness of metadata and its utility has spread, so too has its integration into data 
acquisition systems as supporting technologies have matured (e.g., XML and XML schema).  
Encouraging as this sounds, the use of vendor-specific metadata has become just as much of a 
challenge to large-scale interoperability as vendor-specific hardware, interfaces, and message 
formats.  Like any investment, convincing one vendor to throw away their custom-built 
technologies in order to adopt others is not a workable solution.   

SwRI has evaluated and demonstrated approaches to overcoming the obstacles to large-scale 
interoperability for diversified network-based data acquisition systems.  With experience in the 
development of commercial data-acquisition systems and standardized components (including 
metadata) for the iNET Program [1], SwRI has shown where the translation of data constructs 
between languages and implementations can effectively relieve some of the burdens of migrating 
to and operating network-based data acquisition systems. 
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Considering the high likelihood of multiple metadata-based languages in large-scale systems, 
one such approach tackles the challenge of translating from one metadata language to another 
(target) metadata language during the configuration (pre-test) phase of a system.  By gathering a 
comprehensive understanding of the languages of interest, SwRI can deliver the automated 
technologies that map the language constructs (i.e., the syntax and vocabulary) between the 
languages.  Many of the enabling technologies are common languages such as Python, C/C++, 
and XML; furthermore, SwRI’s background in modeling language development, transformation, 
and interpretation bolsters these capabilities.      

Similarly, the operational or under-test phase of a network-based data acquisition system 
presents its own data-centric challenges regarding interoperability.  One common challenge is 
the use of multiple and/or reconfigurable data formats across system components (hardware and 
software).  More specifically, how does one map the data content of a message/payload 
generated by a specific component (data source) to the expectations and constraints of the data 
consumer (data sink).  Using software-based solutions, SwRI has demonstrated the use of 
“adapters” to perform these data transformations during the operation of network-based data 
acquisition systems.  The “adapters” extract data from the source messages and generate delivery 
data messages based upon the determinations of implemented automata.  Furthermore, the logic 
that drives the data extraction, transformation, and generation processes is configurable by 
metadata and, therefore, can be dynamically updated. 

Lastly, some of the data analysis and system debugging needs of network-based data acquisition 
systems can be fulfilled by SwRI-developed technologies.  Wireshark [2], an open source 
network packet analyzer, provides an extensible framework for adding custom-built dissectors 
(plugins) that can disassemble network packets according to defined message formats and 
protocols.  SwRI implemented such a dissector for a specific network-based data acquisition 
system, and SwRI extended its capabilities by making the Wireshark dissector metadata-aware, 
i.e., reconfigurable.  The dissector is always capable of inspecting the static parts (e.g., header 
fields) of the custom message format and validating the messages against the custom protocol.  
Also, the dissector can be updated to inspect and extract the parts of the message payload (e.g., 
specific fields) that carry measurement data as specified by a unique metadata configuration file.   

SOLUTIONS TO CHALLENGES IN MERGING 

Reverse Engineering 

Accurate and thorough documentation plays an important role in any system integration task, yet 
experience beckons to point out that frequently documentation is not as complete or detailed as 
one would hope.  Sometimes the provided documentation is out of date and incorrect.  This leads 
to the need for some level of reverse engineering on the part of the system integrator.  Only after 
learning the way the interfaces are implemented in actuality can one begin to provide the “glue” 
needed to integrate devices into the system. 
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Vendor Support (or Non-Cooperation) 

Sometimes the challenge with integrating and merging systems is the non-cooperation from the 
equipment vendors.  Often vendors are not willing to spend their own dollars to accommodate 
the use of competitors’ equipment alongside their own.  Their reluctance to actively cooperate in 
such activities is not necessarily in their own best interest, but as a builder of systems, it may be 
in your best interest.  The goal in merging legacy equipment into a modern network-based 
system is to reuse as much of the existing hardware and software as possible.  Granted, there is a 
point at which the effort to merge a legacy device is greater than the cost to purchase a new, 
network-capable replacement.  For instance, if the amount of effort it will take to adapt or 
modify a piece of legacy equipment costs more than the amount to purchase a new device with 
those capabilities, then the better decision may be to purchase the new device.  It is important for 
the system integrator to know how to continually evaluate these cost tradeoffs as the system is 
developed and assumptions change to allow course corrections as needed. 

While certain network-based systems already exist, the iNET program has been championing the 
open standardization of network-based flight test systems.  The standards seek to utilize many of 
the existing open standards for network protocols.  The open standards will facilitate a common 
framework in which equipment from multiple vendors can be interoperable with one another.  
This type of interoperability should be one of the top goals of a system engineer seeking to 
morph a legacy system into a network-based system, to migrate from proprietary systems into 
open systems. 

Data Latency Management in Networks 

As technology moves forward to solve one set of challenges, it is not uncommon that it brings 
with it a new set of obstacles to overcome.  The introduction of Ethernet networks into flight test 
systems has provided numerous performance advantages - scalable data rates, dynamic data 
selection, and multiplexing of diverse data types, to name a few.  However, the non-deterministic 
nature of Ethernet networks does come with its own set of challenges.  Network switches buffer 
data packets as they store and forward them across the network.  The duration of the delay 
through a single switch will vary based on the amount of data in the buffer waiting to be 
transmitted.  Generally speaking, the higher the packet data rate through a switch, the longer the 
delay.  The variable delay through network switches and routers is something that must be dealt 
with in the system in order for the data processing applications to process the data appropriately.  

Another concern that arises from network based systems is that some data may arrive at the data 
processing device out of time order.   For instance, data acquired by one device, device A, at 
time tic 0 may not be transmitted onto the network until time tic 10 after more data has been 
collected and prepared for transmission.  A second device, device B, may acquire data at time tic 
3 and transmit it onto the network at time tic 5.  For the sake of argument, suppose the data 
processor receives both data packets, first receiving the packet from device B followed by the 
packet from device A about 5 time tics later.  Some of the data contained within the packet from 
device A was acquired before any of the data in the packet from device B was acquired.  The 
data processing application will require the ability to buffer and re-sort in time order the 
incoming data in order to properly analyze and correlate certain phenomena.  
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A key to overcoming these hurdles lies with how accurate and precise the internal clocks of the 
network devices can be synchronized with one master clock.  The IEEE 1588 standard for the 
Precision Time Protocol (PTP) has been used in data acquisition systems to synchronize all 
network nodes implementing the protocol to within sub-microsecond accuracy.  By achieving 
such precise synchronization at the data acquisition end nodes in the system, the encapsulated 
data can be easily sorted in time to reconstruct the test phenomenon captured by the data, even if 
the data arrives at the data processor out of order.   

Security 

Security is another issue that needs to be addressed in the network-based system.  Legacy 
systems contained some level of presumed security due to the proprietary nature of these 
systems.  By migrating to a system that follows an open standard, the internal protocols and 
mechanisms are no longer hidden.  The good news is that there are numerous security features 
and protocols that can be utilized in network-based systems because of the ubiquity of network 
technologies in the marketplace. 

Size and Power Increase 

As in the example cases described previously, adding an additional processor board to translate 
data between the network and a legacy data processing unit can be a big win in the battle to 
merge legacy equipment and their supporting data processing applications into a network-based 
system.  Such an approach is a great step forward, but there is a cost associated with such a 
modification, namely the size and power increases.  The translation processor can be a stand-
alone product that contains interfaces to both the network and the legacy processors.  The 
drawback is that there would be an additional physical box to mount and maintain in the test 
setup.  To avoid adding another box to the system, the additional processor board may be added 
to an existing chassis if there is a card slot available to house it.  This would remove the need to 
mount an additional box inside the test article where space may be limited.  This may be a viable 
option, as long as the power supply to the chassis can support the additional card.  Also, heat 
dissipation characteristics will change if a new card is added.  One must be careful not to 
overheat the chassis.  Otherwise, there is risk of damaging the processor cards inside the chassis. 

SUMMARY 

The current trend in flight test systems is moving toward a network-based system.  There is 
already a handful of network-based flight-test systems currently in use in the commercial arena, 
and government programs like iNET are paving the way for standardized network-based flight 
test systems.  This paper has discussed multiple ways to merge a legacy, non-network-based 
flight test system into a modern network system.  Instead of completely overhauling a legacy 
system, it may be practical and beneficial to slowly move into a network-based system by 
phasing out legacy devices one at a time.  Numerous examples have been provided to show how 
adding an additional processor to an existing legacy device to process and translate the network 
data into the legacy data format.  This approach allows for the system end users to continue using 
their existing data processing applications on the legacy systems, thus saving time not having to 
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develop new applications or train end users on a new application suite.  Integrating a legacy 
system into a network-based system is a great way to modernize a test system without losing the 
investment in equipment and applications.  With the right system integrator, a legacy test system 
can begin to evolve into the next generation of test systems. 
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