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Abstract 

 

The purpose of this paper is to explain the process to implementing a wireless sensor network in 

order to improve situational awareness in a dense urban environment. Utilizing a system of 

wireless nodes with Global Positioning System (GPS) and heart rate sensors, a system was 

created that was able to give both position and general health conditions.  By linking the nodes in 

a mesh network line of sight barriers were overcome to allow for operation even in an 

environment full of obstruction. 
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Introduction 

 

In order to provide accurate and reliable communication amongst a tactical team one must 

implement a situational awareness scheme that is easily maintainable as well as discrete.  Often, 

in-field situational awareness is achieved via verbal communication.  This method has been used 

for decades; however, due to ever changing environments, verbal communication can become 

cumbersome and misleading if the users are unable to understand each other.  In addition, in 

situations where absolute transparency is a must, verbal communication can be a damaging asset.  

Technological advances throughout the world now call for personnel discovery to be as capable 

as all other equipment and devices that are in use.  Without improvements to tactical situational 

awareness, mission failure can occur, which can lead to money wasted and lives lost.  Therefore, 

research in the field of wireless network communication coupled with GPS functionality 

potentially increases the accuracy of situational awareness applications.  The Situational 

Wireless Awareness Network Team (Team SWAN) was tasked to create an innovative solution 
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to this real world problem by implementing a wireless network using existing technology along 

with various types of sensors. Initial requirements for the system, developed by the team, are 

summarized as follows: Wireless communication and sensory data collection will be used to 

augment situational awareness of personnel in tactical settings.  The situational awareness 

wireless network will implement commercial, off-the-shelf, sensors and wireless modules within 

a dense urban area. GPS and heart rate sensors will be used to collect sensory data within the 

defined area. The wireless network, utilizing a mesh topology, will allow non-line-of-sight 

communication between all nodes and a base-station.  This will be accomplished using the 

popular Digi Xbee wireless modules with built-in Zigbee mesh networking protocol.  The 

sensors will be comprised of a Vinotech GPS module and a Polar heart rate sensor.  Data, along 

with multiple power measurements, will be collected by the microprocessor for telemetry 

interpretation.  This will then be transmitted to a base-station computer to allow for visual 

display and data logging.  The display will consist of a map indicating the locations of the 

wireless devices, the heart rate and power measurements for each device, as well as information 

about the user and the device’s address.  The visualization software will also allow for device 

configuration and management.  The software will be written in Python and feature the Nokia 

Graphical User Interface (GUI) development framework Qt.  Overall, the mission is to acquire 

and convey sensory data to a central base-station utilizing a wireless mesh topology network. 

 

 

Initial design 

 

The initial design of the application is intended to perform a few required functions. Wireless 

communication and sensory data collection will be used to augment situational awareness of 

personnel in tactical situations.  The situational awareness wireless network will implement 

commercial off-the-shelf sensors and wireless modules within a dense urban area. GPS and heart 

rate sensors will be used to collect situational data within the defined area. A wireless network 

utilizing a mesh topology will allow non-line-of-sight communication between all nodes and a 

base-station. The telemetry will then be transmitted to the base-station to allow for visual display 

and data logging.  

 

The result was comprised of two types of modules.  The first of which was a portable, battery 

powered unit that contained a wireless network device, microprocessor, and a series of sensors. 

This module is called a node and is to be worn by an individual.  Though this node is able to 

support many sensors, there are a minimum of two in order to illustrate data collection.  The first 

sensor was the GPS device that detected the node’s current geographical position.  The second 

sensor on the module was a heart rate monitor that determined the wearer’s current heart rate.  In 

the module, the microprocessor collected the data from the sensors, constructed a data packet to 

send and then sent the data to the base-station.   

 

The wireless node had two primary functions. The functions were to maintain a mesh network 

with all other modules and to send and receive data to and from specific modules on the network.  

The mesh network was in existence so that data could be conveyed to any module on the 

network without maintaining direct line-of-sight.   This was achieved by allowing other modules 

to pass data around within the mesh so that it was received by the base-station using the 

addressing of the modules. 



3 

 

 

The other device was a slightly larger less mobile unit called the base-station.  This device 

consists of a computer (laptop/PC/netbook) and the same wireless module used in the other 

network modules.  As data from the nodes was transmitted to the base-station via the wireless 

transmitter, special software running on the computer interpreted the data and presented it to an 

end user.  The software then logged the data and allowed for the possibility that the data could be 

viewed at a later time. 

 

Besides this, many different devices of each component were examined and compared.  This 

included three different variants of microcontrollers, GPS modules, wireless modules, and heart 

rate monitors.  Being that all components were off the shelf, they were all comparable in 

performance and quality.   

 

Node Design  

 

Power was an important necessity for each module to work as required. A lithium battery had 

some advantages that other types of batteries do not have. This included that it can be recharged. 

It has a longer life span, can work for several hours and has no memory effect. Voltage 

requirements for the designed system were 3.3 volts and 5.0 volts.  

 

A pulse width modulation (PWM) or switch mode charger was used in the design to charge the 

Li-ion battery. It includes a synchronous PWM controller and power field effect transistors 

(FET) for accurate voltage and current regulation. The 20 pin narrow shrink small outline 

package (SSOP) used was the Linear Technology IC (LTC) LTC4008. The charger also included 

a thermostat sensor input that shuts off the charging if an undesirable temperature condition was 

detected at the input so the batteries did not over charge and get damaged. At this condition the 

high temperature was indicated by the fault output pin. A flag pin was used to give an indication 

that charging current had decreased below ten percent of programmed current. The ICL pin 

indicates that the charging current is being reduced by input current limiting so that the charging 

algorithm would be adapted. 

 

A Gas Gauge IC was an extremely accurate and reliable solution for capacity monitoring and 

reporting. It monitored the charging and discharging activity of the battery by measuring the 

voltage drop across a small current sense resistor connected in series with the battery. It 

measured discharge and discharging rate and calculated the time to empty the battery to more 

accurately gauge the capacity.  The IC selected for this operation was the bq2052 IC 16pin 

narrow SOIC package. The IC provided a single wire serial interface that allowed an external 

device to read and write the status of its internal registers that included voltage, current, battery 

capacity, temperature and status. The purpose of this IC in the design was to read the status of 

battery discharge rate or display it visually. If the voltage battery dropped below minimum 

threshold a LED flashed on the display.  

 

There were two regulators used in the design for supplying power to the system. The two used 

were the UCC283-5 for 5 V output regulation and UCC283-3 for 3.3V output regulation. Both 

the regulators provided the line regulation of 5V to 9V.  TO-220 was the industry standard 
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package size for the regulators. The regulators had filter capacitors on both the input and output 

side in order to reduce noise. Filter capacitors remove the ripples and smooth the output voltage.  

 

The wireless communication was accomplished by a device called an ‘Xbee’ made by Digi 

International.  The device utilizes a modified Zigbee stack protocol and can be pre-configured to 

join a specific mesh network.  It allowed for encrypted data transfer as well as full network 

addressing, though in this application communication was limited between the node and base-

station.   

 

Two sensors were selected for the nodes, a GPS module and a heart rate sensor.  The particular 

GPS module selected was chosen for its small package size and robustness.  The device used was 

from Vincotech and had a fairly strong antenna pre-built on the module, which reduced size and 

cost.  The heart sensor was purchased from Polar as they offered an off the self sensor as well as 

a OEM IC for interfacing with it.   

 

The microcontroller utilized for the nodes was an Atmel 368 running a custom runtime language 

provided by the Arduino open source project.  The microcontroller interpreted the sensory data 

and packaged it for transmission.  In addition the microcontroller interfaced with a small display 

on the device to show important troubleshooting information. 

 

These devices where joined using a custom printed circuit board (PCB) and were contained in a 

single package.  Though for the prototype, they are not mounted as compactly as possible. Figure 

1 displays the final prototype of the node mounted on acrylic. 

 

 
    Figure 1: Final design showing the PCB as well as all other module components. 
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Base-Station Design 

 

The base-station device did not require as much hardware design as the node counterpart.  The 

hardware was essentially limited to a single Xbee device, while all other functionality was 

provided by software that was running on the computer hosting the Xbee device.   

 

The software had the duty to record all data that was sent to the base-station from the nodes via 

the Xbee wireless module.  Once the data had been logged, the software interpreted the data and 

presented it to the user so that it is graphical and easy to understand.  The software allowed the 

user to decide which nodes to monitor and to personalize the nodes with information such as 

occupant name, rank, etc.  In addition it can retrieve and ‘replay’ old data that has been 

previously logged. Figure 2 shows the basic model that the software utilized. 

 

The final design required the creation of unique software for the base-station component.  The 

software had the duty of recording all data sent to the base-station from the nodes via the Xbee 

wireless module.  Once the data has been logged, the software interpreted the data and presented 

it to the user.  The software displayed all the incoming data, grouped into labeled sections by 

Xbee address.  The node’s position was displayed on a map obtained via Google Maps. 

 

 
Figure 2: Software Basic Model 
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The model portion of the software handled the majority of back-end operations, primarily the 

interaction with the wireless module. The USB/RS232 data interpretation was completed with 

the Serial Monitor Thread.  This thread ran behind the program, monitoring the serial port for 

incoming data.  As data came in, the monitor would determine the source of the data, and inform 

the model of the new data.  The model portion would check the new Packet object for its source, 

and then update the Device/User object with the new information.  The model would then update 

the various GUI view components as shown in figure 3.  These portions included a map, which 

would be updated when data containing GPS coordinates was received.  In addition, the GPS 

data, along with any heart rate data, was displayed on the GUI in text form.  The raw data was 

also displayed in a terminal, with the source indicated.  

 

 
Figure 3: Device Management Panel 

 

The GUI itself allowed for configuration of the model, in that it would select the serial port to 

which the Xbee was attached.  The map portion was completely interactive, and contained zoom 

and pan functionality.  

 

An addition aspect of the design that was part of the software modeling was the structure of the 

data packet frame.  A universal frame format was used for all the transmission of data within the 



7 

 

network.  It is universal because the same format was used regardless of the device or sensor that 

was generating the data.   

 

  
Figure 4: Data Packet Frame 

 

Depending on the sensor, the frame was between 14 and 42 bytes long.  As shown in figure 4, 

the frame consisted of a start and end flag.  This was so the receiving device knows when one 

frame is completely received.  It also contained a unique device ID, which is also its address.  It 

was this address that was used to identify the node/user to which the data belongs.  There was 

also a sensor ID that is unique for each type.  Following the sensor ID, the sensory data contains 

all the actual sensor data.  The data format was specific to the sensor type. 

 

As whole frame was generated whenever new sensor data was being transmitted, there was a 

unique sensor ID associated with every type of sensor in the network.  Because the ID was 8 bits 

long, there could be a total of 256 sensors on each node.  Though only two sensors were 

required, it is possible to add more, as well as have different sensors on different nodes.  The 

nature of some sensors vary, thus the amount of data varied.  To minimize frame length, the data 

length could be scaled from 4 to 32 bytes. 

 

 

Conclusions and Recommendations 

 

A new innovation in situational awareness was produced.  Team SWAN was able to create a 

system that measures both GPS coordinates and heart rate, and sends the data over a wireless 

mesh network back to the base-station for analysis.  In this way the obstacle of line-of-sight 

requirement is overcome, allowing for the network to exist even in dense urban environments.  

The system is also easily adaptable to various sensing devices, therefore making future 

innovations in this area rich in possibilities. The functionality of a wireless sensor network 

makes numerous options available as far as expansion is concerned.  Situational awareness can 

take into effect many different factors.  A fire chief may wish to know the condition of his 

firefighters, or a coach may wish to know how his team is fairing.  The vast array of sensors on 

the market makes these and more easily adapted possibilities.  By placing CO2 and temperature 

sensors, the fire chief will better understand the conditions his firefighters are working in, and 

where to concentrate their work.  Similarly, by using the GPS and heart rate sensors along with a 

speedometer a bicycle team coach will know where his team is, and their current condition.  

Thus it can be said with confidence that the possibilities are limitless. 
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Appendix 

       

Acronym List: 

 
FET Field Effect Transistors  
GPS Global Positioning System 

GUI Graphical User Interface 

IC Integrated Circuit 

Li-Ion Lithium Ion 

LTC Linear Technology IC  
PCB Printed Circuit Board  

PWM Pulse Width Modulation  
SSOP shrink small Outline Package  
SWAN Situational Wireless Awareness Network 

V Volts 

 




