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ABSTRACT 

At the heart of many networked Flight Test Instrumentation (FTI) systems is the Network-

Recorder. The high data rates typical in networked FTI systems put increased demands on 

the Network-Recorder to support ever faster read and write rates.  However, thanks to the 

developments in CompactFlash and SATA technologies, such recording rates are 

achievable in the Network-Recorder. This paper discusses several ways in which the 

recorder can be optimized to improve the memory capacity usage, writing speed and 

relevance of the recorded data.  

 

1. INTRODUCTION 

In networked data acquisition systems, the Data Acquisition Unit (DAU) is a key component 

that interfaces to a wide variety of inputs including analog, digital, audio, video, GPS, Fiber 

channel, Firewire and avionics busses (Mil-Std-1553, Arinc-429 etc.). The data acquired by 

the DAU from this myriad of data sources is packetized by the DAU for transmission across 

the network to be either streamed to the ground via an RF link or recorded. The DAU must 

support several standards and technologies that allow it to operate in an Ethernet 

environment so that it can transmit the acquired data as Ethernet frames. By basing the data 

acquisition system on standard Ethernet technologies, there is greater reliability, flexibility 

and adaptability for networked DAUs to meet both the current and future needs of multi-

flight networked data acquisition and recording systems. In addition, The modularly 

designed DAU extends this flexibility and provides superior solutions to meet the individual 

system requirements since as new inputs, sensors and bus technologies are developed and 

deployed, the modular DAU provides a fast and effective solution to access the new 

technology as only a new module needs to be developed. 

Data recording is an important aspect of an aircrafts networked data acquisition system for 

both Flight Test and the continual monitoring and archival of data as part of the aircrafts 

Health and Usage Monitoring System (HUMS). With the adoption of Ethernet technology, 

networked data acquisition systems have sufficient capacity to carry 100Mbps over Fast 

Ethernet to 1000Mbps of data over Gigabit Ethernet links. During flight test the network 

data recorder allows for a superset of the acquired data to be recorded since it is not always 

possible to transmit all the data over bandwidth constrained PCM RF links.  

In relation to HUMS, the primary benefits of data recording and monitoring systems include 

reduced equipment costs, reduced maintenance costs and reduced service times, thereby 

extending an aircrafts lifetime. By adopting a networked-based data recording solution there 

is greater recording capacities, flexibility, scalability and inter-operability with the ground 

station infrastructure. For example, in the past using non-networked data acquisition and 

recording systems, in order to perform the recorder system checks and retrieval of archived 

data, an operator was required to manually remove the recording device from the aircraft, 

transfer the unit to the replay facility, replay the data, analyze the data and return the unit to 
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the aircraft. However, this is no longer necessary with the adoption of Ethernet based 

technologies as a common core communications infrastructure technology for data 

acquisition, recording and mining activities.  

The high data rates achievable in networked data acquisition systems put increased demands 

on the recorder to support ever faster read and write rates. Since the Network-Recorder 

records received Ethernet packets. The efficiency of the Network-Recorder is closely 

coupled to the transmission and packetization of the received data facilitating the recording 

of high rate wide-band analog signals and asynchronous avionics bus data. To ensure the 

recording efficiency, asynchronous bus data is packetized with two key goals, “No Transmit 

if Empty” and packetization timeouts in order to ensure the real-timeliness of the data.   In 

particular, the packetization and recording of asynchronous avionic bus data such as 

ARINC-429 and MIL-STD-1553 are addressed in this paper. An important aspect of the 

Network-Recorder is the ability to control what is recorded through the use of recording 

filters. Recording filters are used to determine which data should be recorded, for example, 

selectively recording data only from certain devices as identified by either their source or 

destination IP or MAC address. Key to the success of any Network-Recorder is the format in 

which the data is recorded. The data recording file format should be network-centric with a 

low processing overhead so as to enable fast read-while-write functions, particularly if 

operating on Fast Ethernet and Gigabit Ethernet links. Complex processing may potentially 

exhaust the recorders’ resources and result in recording gaps.  

The simplest solution to this is to record the data in their packetised form, that is, timestamp 

and record the IP packets as they arrive and write them quickly and reliably to file. 

Wireshark is one of the most popular network analyzer and packet sniffing utilities 

available. Wireshark allows packets on the network to be recorded to file using the Packet 

CAPture (PCAP) file format [1, 2]. The PCAP file format is a simple, lightweight, low-

header and low processing overhead network centric file format that was designed explicitly 

for the recording of Ethernet data. From a user perspective, it is an open-standard and simple 

file format that allows custom applications and software to be readily developed to post-

process the recorded data.  

The remainder of this paper is structured as follows: Section 2 lists the functional 

requirements of a Network-Recorder, the storage media, and the recommended file systems 

supported on the media. Section 3 describes the critical aspect of improving the Network-

Recorders’ storage efficiency by optimizing the format of the data that is received by and 

recorded on the Network-Recorder. Section 4 presents how new networking technologies 

can be used to provide ‘telecommand’, ‘telecontrol’, and read-while-write capabilities to the 

Network-Recorder.   

 

2. FTI NETWORK RECORDING OVERVIEW 

Since the telemetered data is transmitted as IP packets over the network, the recording 

device must also be IP-network centric. There are two types of Network-Recorder: a stand-

alone Network-Recorder that interfaces to the data acquisition network and records the 

received Ethernet frames as shown in Figure 1; a Network-Recorder with integrated data 

acquisition shown in Figure 2. In essence, this type of a device is a combined DAU and 

Network-Recorder and is a cockpit mountable multi-role stand-alone recorder.  The data 

acquired by the device is recorded to the storage media, but may also be transmitted across 

the network for real-time analysis.  
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Figure 1: Stand-alone Network Recorder 
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Figure 2: Multi-role network recorder with integrated data acquisition 

 

 

 

The features of a FTI Network-Recorder include:  

• Support Fast Ethernet and Gigabit Ethernet speeds 

• Support higher storage capacities, in particular for Gigabit links where high capacity 

storage media is a necessity.   

• Fast write rates to the storage media where incoming Ethernet frames are written to a 

Compact Flash (CF) card or SATA SSD with a FAT32 file system.  

• The recording media should be pre-formatted to eliminate the need to dynamically 

maintain FAT tables minimizing the effects of loss during brownouts.  

• Be synchronized using either GPS, IEEE 1588 PTP or IRIG-B since packets may be 

transmitted asynchronously and may experience variable delays in the network, it is 

necessary to timestamp the arrival or capture time of the packet in order to facilitate 

playback of the packet stream.  

• Control what is recorded either through I/O signals, multicast IGMP subscription or 

data filtering.  

• Support a low processing overhead and a network centric file format.  

• Use standard protocols and methods to perform read-while-write and milking of the 

data from the recorder.  
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2.1. STORAGE MEDIA AND FILE SYSTEM 

There have been many advances in Compact Flash (CF) and SATA solid-state memory over 

recent years that have propelled its popularity and application in both the consumer and 

industrial sectors. This trend can only increase with memory media supporting higher 

capacities and faster read/write speeds and with extended temperature range support. CF and 

SATA-SSD are suited to on-board data acquisition recording with the key benefit being that 

there are no moving parts and as such they are more robust than conventional disk drives. 

CF cards also have significantly reduced power consumption at around 5% that required by 

small disk drives, typically 3.3V or 5V. Industrial versions of flash memory cards can 

operate at a range of −45 to +85°C with Hi-G ratings of 1000G plus. Finally, there is 

flexibility and potential in using CF technology since it is compatible with IDE/ATA. With 

such an interface the CF card can be connected to PCI, IDE, and SATA enabling the card to 

act as a solid state drive.  

On the storage media itself, typically a FAT32 file system is required where the capacity 

exceeds 2GB. FAT32 file system is a widely supported industry standard that is simple and 

easy to implement. However, there are limitations to the use of FAT32 including: volume 

size limited to 2TB (512bytes/sector); file size limited to 4GB; seek is time consuming (FAT 

chain); and there is a slow directory operation. The solution is to pre-format the storage 

media. Pre-formatting the storage media means pre-allocating contiguous “space” files and 

directories where the “space” files are aligned to sector boundaries. By combining the use of 

CF and SATA-SSD technology with an efficient file format such as the PCAP file format, 

months of uninterrupted, continuous and multi-flight recording is possible.  

2.2. RECORDING FILE FORMATS 

An important aspect of recording data is choosing a suitable file format that facilitates fast 

read and write functions in real-time on high speed links. The simplest solution to this is to 

record the data in its packetized form, that is, timestamp and record the Ethernet frames as 

they arrive and write them quickly and reliably to the storage media. There are two 

predominant and popular recording standards that are suited to networked data acquisition 

systems: IRIG-106 Chapter 10 and the Win Packet CAPture (PCAP) file format.  

The IRIG-106 Chapter 10 [3] standard, developed by the Range Commanders Council 

(RCC), Inter-Range Instrumentation Group (IRIG), defines the physical interfaces and 

recording formats of incoming data. For on-board recorders, Chapter 10 specifies Ethernet 

as an optional interface and that it should use the iSCSI protocol. In contrast, for ground-

based recorders Ethernet is a required interface and additionally uses the Telnet protocol [4] 

to support the IRIG-106 Chapter 6 Command and Control set. The standard defines the 

format for different data types to be recorded including PCM, analog, video etc. Chapter 10 

also makes provisions for Ethernet data to be recorded. Recorded Ethernet frames stored 

contiguously and are prepended with an 8Byte intra-packet timestamp followed by a 12Byte 

intra-packet data header. The intra-packet data header contains various frame flags 

indicating frame errors, captured data content type, the Ethernet link speed, network 

interface identifier, and the Ethernet frame length. Chapter 10 data packets are stored in data 

files that are nested in a complex data hierarchy consisting of layers of directories and 

directory blocks.  

The Packet CAP (PCAP) file format, shown in Figure 3, defines a similar mechanism to 

record Ethernet frames to file [5]. The PCAP file format is a widely used file format in the 

networking domain and is most notably supported in the Wireshark application. Wireshark 

is the most popular network analysis tool that has millions of users and is used in many 

networking applications not limited to data acquisition systems. In the PCAP file format, 

Ethernet frames are recorded contiguously with a 16Byte intra-packet PCAP header 

prepended to each Ethernet frame. This PCAP packet header contains an 8Byte frame 
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capture timestamp and frame length field. The capture timestamp is beneficial for relaying 

the data during mission debrief. From a user perspective, an open-standard and simple file 

format allows custom applications and software to be easily developed to post-process the 

recorded data.  

Figure 3: PCAP file format  

In PCAP files, the network headers are also recorded. Recording the network headers does 

not significantly alter the recording efficiency of the PCAP file format. For example, 

Consider a packet with 500 samples of data to be recorded. The total size of the Ethernet 

frame that is transmitted across the network is 1082Bytes (i.e. 14Bytes Ethernet MAC + 

20Bytes IP + 8Bytes UDP + 24Bytes iNET header). The total size of the recorded Ethernet 

frame is 1098Bytes (i.e. 16Bytes PCAP header + 1082Bytes Ethernet frame). This results in 

a storage efficiency of 91% for a given packet with 500 samples of data. The additional 

packet header information may be useful for post-processing and analysis, for example, 

knowing the IP and MAC addresses of the source and destination devices in a particular 

configuration where these devices may be swapped in and out over time. 

2.3. RECORDING FILTERS 

There are a number of mechanisms by which the recorder can be controlled. Often, it is 

necessary only to record during a specific interval of time during a given mission or 

partition the recording for specific maneuvers. On/off recording, in this way can be 

controlled through the use of I/O start/stop signals or through network-based SNMP 

commands to the recorder. Additionally, often it is necessary to inject Event markers into 

the recording stream to identify and delineate key events. This can be accomplished by the 

generation of Event packets. Since the recording file format is network packet based, the 

event markers must also be packet based such that they can be viewed with Wireshark and 

be easily identified during playback. The Network-Recorder must have in-built recording 

filters as there are several protocols in the network that need not be recorded. These include 

the time synchronization protocol IEEE 1588 Precision Time Protocol (PTP), the routing 

protocol Rapid Spanning Tree Protocol (RSTP), Address Resolution Protocol (ARP), Ping 

and Simple Network Management Protocol (SNMP) to name just a few. The Network-

Recorder must be able to identify and filter these network packets.  

For finer granularity of recording, network based filtering techniques can be used. If the data 

is being transmitted as multicast, the Network-Recorder must subscribe to the multicast 

group associated with a given Stream Identifier. Multicast subscription can be dynamically 

initiated and controlled using Internet Group Management Protocol (IGMP). For example, 

SNMP can be used to dynamically edit the multicast subscription table in the Network-

Recorder. In this way, the Network-Recorder can dynamically subscribe to different 

multicast groups over time.  

 

3. OPTIMIZED TRANSMISSION FOR RECORDING 

Since the Network-Recorder is recording Ethernet traffic being transmitted by the DAUs, to 

fully exploit the efficiency of the Network-Recorder the data transmitted by the DAUs must 

be optimized. Telemetry data is packetized and prepared for transmission across an Ethernet 

network through a process known as encapsulation in the DAU. The Transport Layer of the 

network stack governs how the data is transmitted. Within this Transport layer there is an 

…..Ethernet FrameGlobal Header Pcap Pkt Hdr Ethernet FramePcap Pkt Hdr

24B 16B 16B
…..Ethernet FrameGlobal Header Pcap Pkt Hdr Ethernet FramePcap Pkt Hdr …..Ethernet FrameGlobal Header Pcap Pkt Hdr Ethernet FramePcap Pkt HdrEthernet FrameGlobal Header Pcap Pkt Hdr Ethernet FramePcap Pkt Hdr

24B 16B 16B
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important choice of two protocols that can be used: Transmission Control Protocol (TCP) 

and User Datagram Protocol (UDP). TCP guarantees the ordered, reliable, error-free 

delivery of packetized data between sending and receiving nodes. TCP data transfers are 

connection-oriented in that a connection must be first established between a single sending 

node and a single receiving node before any data is transferred. Once the connection has 

been established, TCP transfers the data providing retransmissions and recovery of lost 

packets. During the ensuing transfer and retransmission the data may experience significant 

delays and incur a time-varying throughput as the TCP protocol adapts to available network 

capacity. In contrast, UDP is a lightweight, connectionless “fire and forget” protocol that 

may transmit data from one-to-one or one-to-many nodes. UDP does not require any 

connection to be established prior to data transmission, nor does the protocol adapt to 

available bandwidth capacity. Due to the simplicity of the UDP protocol, there is no 

guarantee of delivery.  

 

In practice, UDP is the preferred protocol for Network Recording for the following reasons: 

 

• The fire-and-forget nature of UDP is suited to real-time systems where there is a 

strictly bounded end-to-end latency window during which the data must arrive for it 

to be considered real-time. In this case, it is considered an acceptable tradeoff to 

compromise the reliability of the data than for it to arrive too late. However, in a 

properly designed network the probability of loss is negligible in the on-board 

network. 

• UDP has a lower packet header overhead consuming less memory storage.  

• The overhead of multi-step handshake connection-establishment, acknowledgement 

and retransmission of “lost” or delayed data associated with TCP results in time-

varying throughput and end-to-end delays that impedes real-time processing, 

analysis, and display. Should any brownouts occur either with the Network-Recorder 

or the DAUs, the Network-Recorder needs to re-establish connections with all DAUs 

for which it is to record data, which incurs additional delays.  

• There is the additional complexity that the recorder needs to be able to filter non-data 

TCP traffic being written to the storage media, i.e. not record TCP ACKs.  

• Network playback of recorded TCP data is more complex. 

• TCP data is transmitted in a stream-oriented manner with a variable length segment 

size regulated by the sliding window. Any hardware buffering mechanisms in the 

Network-Recorder need to take consideration of the possible condition where 

multiple Maximum Segment Size packets are received.   

• UDP allows for data to be transmitted as one-to-one (unicast) or one-to-many 

(multicast) whereas TCP allows only for unicast data transfer. Multicast makes 

efficient use of the networking resources particularly for simultaneous recording and 

real-time analysis. In contrast to transfer data via TCP to multiple destinations, a 

connection would need to be established between the sender and each receiver, 

which creates an additional processing load on the sending DAU, and inefficiently 

uses network resources.  

 

3.1.APPLICATION LAYER 

UDP has insufficient metadata to adequately describe the sampled data payload. UDP does 

not contain sequence numbers, which prevents packet loss detection, nor does it contain 

timestamps to allow the sampling instant of the data to be known [6]. Moreover UDP is 

incapable of describing the payload (or packet contents) for parameter extraction and 

processing once the packet is received. For example, there are no fields in the UDP header 
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that allow the ground processing station to differentiate packetized analog data from video 

data. Therefore, an Application Layer protocol is required to run over UDP/IP to 

compensate for these limitations. At the Application Layer there are several design rules that 

can be used to improve the efficiency of the Network-Recorder.  

 

The following rules apply to Application Layer packetization: 

 

• No Application Layer fragmentation: The fragmentation and reassembly with 

application layer fragmented packets is unduly complex and complicates the 

recording process, for example, should the reassembled data be recorded, or just the 

fragment? In the case of the former, should a fragment be lost then the reassembly of 

the full datagram is not possible and this data would not be recorded.  

• Ethernet packets should be > 1kB if possible: In the interests of optimization and 

efficient use of bandwidth and memory storage, packets should be as large as 

possible but less than the link Maximum Transmission Unit (MTU). This reduces the 

packet-header overhead to payload ratio. In addition, the fewer packets that in the 

network, reduces the per-packet processing in the switches.  

• Data should not be delayed in source node by more than 50ms: This is to enable 

simultaneous real-time analysis and recording of the data.  

• Data is transmitted using multicast: This provides more efficient use of finite 

bandwidth resources where there may be more than one receiver for the same data 

set (carried in a packet stream as identified by the Stream Identifier). The Network-

Recorder subscribes to the multicast group for each Stream Id to be recorded.   

 

3.2.OPTIMIZATION FOR RECORDING ASYNCHRONOUS AVIONICS BUS TRAFFIC 

Since the DAU is acquiring data from a variety of avionics busses, many of which are 

asynchronous (e.g. ARINC-429, MIL-STD-1553), the DAU should optimally packetized the 

data to make efficient use of bandwidth and recording capacity in the Network-Recorder. 

For asynchronous busses, there are 3 cases that must be considered:   

 

1. No Data: There is no data on the bus, therefore no new data has been acquired and 

no packet should be transmitted by the DAU. This transmission characteristic is 

called “No Transmit if Empty” and results in aperiodic packet transmission.  

2. Low Data Rate: During periods of low data rate on an asynchronous variable bit-rate 

bus, the First In First Out (FIFO) fills at a low rate. In order to ensure real-time 

analysis and recording of the packetized data, the FIFO has an associated timeout. 

When the timeout expires, the DAU generates and transmits a packet with the 

contents of the FIFO regardless of whether the FIFO is full or not.  

3. High Data Rate: During periods of high data rate on an asynchronous variable bit-

rate bus, the FIFO may become full before the timeout occurs. When the FIFO is 

full, a packet is generated and transmitted to the Network-Recorder.   

Aperiodic packet transmission for asynchronous bus traffic greatly improves recording 

efficiency as shown in Figure 4.  
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Figure 4: Optimized Packet Generation for Recording 

 

4. FUTURE TECHNOLOGIES FOR FTI NETWORK RECORDERS 

By taking advantage of the emerging wireless technologies (for example WiMax IEEE 

802.16e [7] and Mobile Wireless Broadband Access, MBWA, IEEE 802.20 [8]), a new 

generation of network based FTI telecontrol services is possible. The Real-Time Streaming 

Protocol (RTSP) is a network protocol designed to facilitate data streaming [9]. RTSP is 

analogous to a TV remote control with standard PLAY, PAUSE, and time-based requests 

that allow the user to request and play back the desired data stream for any time window of 

interest if the data exists in the Network-Recorder. The RTSP protocol only describes the 

request-response mechanism between the client analysis station and the on-board RTSP 

server. RTSP is completely independent of the protocols used to transmit the requested data 

to the client. For example, consider a networked multi-flight data acquisition system with a 

packetized stream called 0xAAAA in which each packet contains N timestamped samples of 

the measurand left-wing vibration. RTSP can be used to request this data from the IP 

recorder for any time interval of interest including the current time. Moreover, RTSP allows 

for multiple requests to be transmitted in parallel since there is an RTSP server inside the IP 

recorder that handles all these. Using an RTSP server embedded in the Network-Recorder 

ensures the read-while-write functions are possible. Read-while-write is the ability of the 

Network-Recorder to continue recording and writing data whilst in parallel it can satisfy ad-

hoc asynchronous read-while-write requests. 

 

5. CONCLUSIONS 

In recent years there has been a shift from proprietary and closed solutions for Flight Test 

Instrumentation (FTI) networks towards more open standards-based systems using Ethernet 

technology. Ethernet technology offers many benefits to the FTI community including open 

standards-based technologies, greater vendor inter-operability, system design flexibility and 

simplicity. The key features of a networked recording solution are the support of high data 

rates, fast read/write rates, data filtering and an efficient network-centric file format, such as 

the Wireshark PCAP file format. This is a simple lightweight and open file format that 

allows for any files recorded in this PCAP format to be viewed and processed in the 

freeware Wireshark application or through custom built software tools. Moreover since the 

file format is network-oriented and lightweight it readily lends itself to recording systems. In 

particular, it facilitates ‘telecommand’ and read-while-write possibilities using standard 



9 

networking technologies such as RTSP. The benefits of networked multi-flight recording 

solutions are 1) standard Ethernet technologies can be used to seamlessly integrate the on-

board network with the data processing and analysis network, 2) data is recorded in its 

native packetized form reducing the processing required to perform read-while-write 

activities, 3) data mining is accomplished using standard IP based protocols 4) modifications 

to the DAUs configuration can be “telecommanded” using standard IP based protocols, and 

finally 5) asynchronous alerts and warnings can be programmed into the DAU generate 

recording events indicating critical events and states detected in the aircraft.   
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