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ABSTRACT 
 

In a quest to provide networked communication to test assets at all of the Major Range and Test Facility 
Bases (MRTFB), the integrated Network Enhanced Telemetry (iNET) Program was formed. A study 
was accomplished outlining five environments that encompass the work of these MRTFBs. The first of 
these environments to be advanced towards networked communication is the Aeronautical Environment. 
In order to develop these technologies, a test platform is proposed, realized, and tested.  This airborne 
test platform will be used for concept and product testing and validation of the three portions of the 
Telemetry Network System (TmNS); the vehicle network, vNET, the radio frequency network (RF), 
rfNET, and the interface to the ground network, gNET. This paper will present the baseline system 
configuration, describe its operation, and detail RF link testing results.    
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INTRODUCTION 
 

The iNET Team has assembled a Demonstration System to baseline existing technologies to support 
establishment of performance metrics for the RF network (rfNET) subsystem of the Telemetry Network 
System (TmNS) within the aeronautical test environment. In addition to creating opportunities for the 
test & evaluation (T&E) community to gain knowledge and experience with network technologies in a 
robust, aeronautical test environment, these activities will also provide the opportunity to demonstrate to 
potential iNET users the validity and benefits of adding a network connection to a test vehicle to view 
not only instrumented data but data recorded on an airborne data storage device. Coupled with the 
network link is the traditional serial streaming link providing transmission of time critical data.   



 
The iNET Program has identified four key components of this proposed system and has collectively 
labeled them the Telemetry Network System (TmNS). As Figure 1 illustrates, the four components are 
the vehicular network (vNET), the interface to the ground station (gNET), the RF link that ties the two 
networks together (rfNET), and the legacy serial streaming telemetry link. 
 

 
Figure 1 – Telemetry Network System 

 
In essence, rfNET is really connecting two distinct networks allowing them to function together. The 
serial streaming link is still utilized for it too has value for the transmission of time critical data.  

 
DEMONSTRATION SYSTEM DESCRIPTION 

 
The Demonstration System was assembled to realize the structure depicted in Figure 1 to assess the 
validity of an airborne network link and to demonstrate potential uses. A block diagram of the actual 
system is shown in Figure 2.  



 
 

Figure 2 – Demonstration System Block Diagram 
 
The rfNET portion of the system consists of a specially built Linux-based personal computer (PC), a 
Harris SecNet11+ (SN11+) network card, and a Tampa Microwave transverter. This three-piece 
assembly exists on both the test article and the ground station. The Linux PC’s main job is to bridge 
wired to wireless network connections though it also does real-time logging of network traffic statistics 
and RF channel conditions. The transverter is a very specific piece of equipment that acts as a 
transmit/receive switch and translates the industrial, scientific, and medical (ISM) band (2412MHz to 
2462MHz) to/from the SN11+ card into the upper L-Band telemetry band (1755MHz to 1850MHz). The 
transverter also has a power amplifier integral to the design providing power amplification to the 
+40dBm level. The SN11+ network cards operate very similar to “standard” IEEE 802.11b network 
cards but with the added capability for Type 1 National Security Agency (NSA) encryption to the Secret 
level. The card also has external access to its two antenna ports (antenna A and B). For this first series 
of lab and field testing, the encryption capability is not implemented though it is thought in future 
system revisions security would be implemented. One antenna port is connected directly to the 
transverter while the other is disabled in software and terminated. Though not directly compatible with 
IEEE 802.11b, the physical layer is identical with only slight media access (MAC) layer modifications 
needed for the encryption capability. Therefore, modulation schemes and data rates associated with 
IEEE 802.11b will be applicable [1]. The SN11+ cards have many settings, both standard IEEE 802.11b 
selections and SN11+ specific settings available to the user. The specific settings for these tests are:   
 



SN11+ Settings 
o Ad Hoc Mode  
o Fixed Data Rate at 11Mbps  
o High Power Setting 
o Long Range Enabled 
o Channel 5 
o Antenna A – Enabled (xmit/rcv), Antenna B – Disabled 
 

The selection of ad hoc mode was one of necessity. Through testing, it was found that when operating in 
infrastructure mode and the RF link was lost between nodes, the discovery algorithm searched all 11 
channels looking for all available nodes. While this may be acceptable within the ndustrial, scientific 
and medical (ISM) band, it certainly is not within an aeronautical telemetry band. Ad hoc mode assumes 
the node is still at the same channel and only retries communication on that channel. Also, since there 
are only two nodes operating, the network overhead associated with ad hoc mode is assumed to be 
minimal.  
 
The last component of rfNET, and for some applications the most important one, is the classic, one-way 
telemetry transmitter providing time critical, serial streaming telemetry to the ground station. Data for 
this link is generated within the airborne instrumentation multiplexer (AIM)/solid state recorder (SSR) 
assembly with the transmitter being one of the new generation multi-mode, variable bit rate offerings.    
 
The vehicular network (vNET) portion of the system consists of a router, a computer for the flight test 
engineer, the AIM/SSR assembly, a network time server (NTS), and a web camera. The router is used to 
provide the network connectivity for multiple network devices and allows the ability to expand the 
number of network nodes.  The AIM/SSR is a data acquisition unit/recorder pair that aggregates data 
from multiple possible data sources (PCM, Firewire, and Fibre Channel) and feeds that information to a 
data recorder with a Fibre Channel interface. This specific recorder has modifications for read-while-
write capability and the ability to externally interface to it through a web browser interface [2]. Also, the 
assembly has been modified to allow a means for indexing data to the SSR. The physical layer for vNET 
is twisted pair, Cat 5 cable with Ethernet and transmission transfer protocol/Internet protocol (TCP/IP). 
Though Ethernet and TCP/IP with Cat 5 cable providing the physical layer may not be the final choice 
for vNET, it certainly has wide proliferation easing system design and integration. The network time 
server derives time from global position system (GPS) satellites and provides time to the network for 
node synchronization.  
 
In order to test a complete system, a ground network (gNET) was created to complete the Demonstration 
System.  For the actual TmNS, existing ground station infrastructures will be leveraged and a 
connection to the TmNS will be provided. The gNET portion of the configuration consists of a router, a 
telemetry front-end system with custom software, a network time server, and streaming telemetry 
receiver and demodulator. As in vNET, the NTS provides network time to the nodes connected to 
gNET. The computer housing the telemetry front-end/custom software is the heart of the remote 
accessing of data residing in the SSR with custom applications for detecting serial telemetry dropouts 
and requesting data retransmission utilizing the network link [2].    
 
For a complete description of how vNET/rfNET/gNET are linked together, the actual networks 
themselves and other network related information, refer to [3]. 



SYSTEM TESTING 
 

Before the system could be flown, laboratory characterization was required. Some of the basic questions 
to be answered were: 

• Network throughput 
• RF link robustness 
• Network resynchronization time 

In order to perform these tests, both hardware and software tools were required that performed RF 
channel corruption/impairments, channel excitation, and performance monitoring. The RF channel was 
emulated with a TAS4500 channel emulator. See Figure 3 for a system block diagram. Choices for 
channel impairments were from prior aeronautical channel experiments and characterizations [4, 5]. 
Several open-source software tools were utilized with the notable ones listed below [3].    

 

 
 

Figure 3 – RF Channel Emulation 
 
Tools 
 iPERF – iPERF is a client/server application that was developed as a modern alternative for measuring 
TCP and UDP bandwidth performance. iPERF is a tool to measure maximum TCP bandwidth reporting 
bandwidth, delay jitter, and datagram losses. 
 
IPTraf - IPTraf is a console-based network statistics utility for Linux. It gathers a variety of figures such 
as TCP connection packet and byte counts, interface statistics and activity indicators, TCP/UDP traffic 
breakdowns, and LAN station packet and byte counts. 
 
Ethereal – A network protocol analyzer which can be used real-time and used to analyze captured data.  
 
Tests 
The tests performed can be broken down into three categories, throughput and throughput with channel 
impairments, network resynchronization, and simple PING utility measurements. These three tests were 
thought to give an indication of the utility of this particular waveform as a wireless airborne network 
link. If the link did not provide a useable throughput data rate, was not robust in a fading environment, 
or took a significant amount of time to resynchronize, it would not be useful in the aeronautical 
telemetry environment. iPERF was used for exciting the channel and monitoring throughput. IPTraf was 
also used for monitoring throughput and network traffic flow while Ethereal was used post test to verify 
correct traffic flow between nodes. The PING utility was used more to understand the relationship 



between response time and channel conditions as a precursor to using this utility during flight testing. 
The lab results will be presented for information purposes.  
  
The entire network was connected together through the channel emulator as depicted in Figure 3. It 
should be noted that the numbers presented are not just for the wireless link only but representative of 
the network from an end-to-end perspective.  If two computers were connected to the routers, one on 
vNET and one on gNET, this is the throughput they could expect to receive. Also, the link quality was 
monitored so as to operate the wireless link at a reasonable signal to noise ratio (S/N).  This ratio was 
determined though tests that basically calibrated the “signal quality” parameter taken from the wireless 
LAN tool within Linux. This number versus throughput and jitter analysis with iPERF were bounced 
against each other to determine an operating point that was maintained throughout the testing. With the 
emulator in-line, with cable losses, required attenuators, microwave components, etc., S/N was between 
30-40dB.  
 
The first test was network throughput and jitter analysis. User Datagram Protocol (UDP) was utilized 
within iPERF due to its jitter measurement capability and very low network overhead. It was thought 
that a true performance metric would be arrived at using UDP. The default length of 1470 bytes was 
used for the datagram length. In order to get baseline throughput numbers, the channel emulator was set 
to “pass-thru” and iPERF was used to excite the network and give network throughput numbers. iPERF 
defines “jitter” the same as Real-Time Transport Protocol (RTP) in RFC-1889 which basically computes 
the smoothed mean of the 64-bit timestamp difference in packet transmit times (server’s receive time 
minus client’s end time) between client and server. RF channel conditions were chosen to be 
representative of aeronautical conditions [4,5]. Frequency selective fading was accomplished with  
two-ray multipath scenarios with delays ranging between 10ns and 300ns attenuated between 0-3dB 
with static frequency offsets from the center frequency ranging between +5MHz.  
 
Flat fades, either due to short delay multipath, transmit antenna shadowing, or receiver antenna tracking 
error cause link outages in the serial streaming link. This too will be true of the network link so a test 
had to be constructed in order to assess network resynchronization time. The test was constructed with 
two independent methods. First, a diode detector was installed in the RF chain to sense RF power which 
was then sent to a high-speed analog-to-digital sampling card. A connected network could be assessed 
through continuous traffic over the RF link. Second, a custom PING program was written to give a 
good/bad indication of network status with an associated time stamp. In this application, a PING is sent 
continuously and as long as the PING is received within a given amount of time (nominally 1 second), 
the channel is presented as “good” with an associated time stamp. Once a link is dropped, i.e., the PING 
is not received, that time is logged and the difference is displayed once a successful PING is sent and 
received. One channel in the emulator was turned off which broke the network connection. The link was 
then turned on which was time stamped, and compared to the time in which RF traffic was noticed and a 
“good” indication through the PING program was identified. Both times were recorded. In the IEEE 
802.11b specification [1], if a connection is not established, a random back-off period is used before 
another try is attempted. In order to assess this, a “short” and “long” network outage, typical of 
resynchronization events in aeronautical telemetry, was simulated to determine affects of this random 
back-off period.   



TEST RESULTS 
 

The first test results presented are the network throughput numbers. During the test, the throughput 
number was arrived at comparing jitter and lost datagrams. The point at which datagrams began to be 
lost coupled with a typical jitter number for that channel condition was determined to be the throughput 
for that channel condition. It should be noted that even though the data rate was set at a fixed maximum 
value during the set up of the SN11+ cards, it was not known whether the modulation scheme (data rate) 
was adapting to the channel condition. Regardless, the throughput results are still valid and are shown in 
Figures 4 through 7.  

Network Throughput Testing
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Figure 4 – Throughput with 10ns Delay 

 

Network Throughput Testing
(50ns Delay)
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Figure 5 – Throughput with 50ns Delay 

 



Network Throughput Testing
(155ns Delay)
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Figure 6 – Throughput with 155ns Delay 

 

Network Throughput Testing
(300ns Delay)
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Figure 7 – Throughput with 300ns Delay 

 
The “long range” test (see Figure 4) simulated two nodes separated by approximately 22 miles (125µs). 
This was accomplished using the channel emulator by setting the channel delay to its maximum value of 
125µs. As can be seen, the link still functioned. Though the SN11+ cards are set to “long range”, it is yet 
to be determined how long this range actually is. This will be determined during the initial flight trials of 
the system. 
 
Reviewing the data reveals immunity to some channel conditions while others had adverse affects. The 
two most detrimental were 10ns and 300ns. Per Rice et. al. [4][5], the complete channel model is 
represented by a three ray model with the first reflected path characterized by a relative amplitude of 
70% to 96% of the direct path with a delay between 10ns to 80ns. This condition is represented in 
Figure 4. Though a 300ns delay has not been observed in prior channel modeling experiments, it is 



included here in order to show waveform susceptibility to that channel condition. For example spectrum 
and the effects that these multipath scenarios have, refer to Figure 8. 
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Figure 8 – Multipath Effects on Spectrum 

 
Jitter can also be an indication of a non-ideal channel condition. As the channel degrades, throughput 
decreases thus affecting delivery times, thus the product of throughput and jitter is nearly constant. Or, 
as throughput decreases, jitter increases. Figure 9 presents jitter under the most limiting channel 
condition.  
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Figure 9 – Jitter with 10ns Delay 

 
A key to the network link utility is resynchronization speed. Should the network take many seconds 
to resynchronize after a link outage, the utility or the link would be very limited for the telemetry 
channel condition. Figure 10 shows this not to be the case. The data labeled “PING” is the 



resynchronization time per the custom PING application as described above. The data labeled “RF” 
is the resynchronization time collected by monitoring RF link activity. The numbers along the 
bottom of Figures 10 and 11 refer to the test number. These tests were conducted at the same time 
using the same channel condition. As can be seen in Figure 10, there is good correlation between the 
two capture methods.    

 

Network Resynchronization Time
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Figure 10 – Network Resynchronization, Test Comparison 

 
During resynchronization testing, it was noted that the time varied with the duration of the link outage 
time. To better characterize this, a “short” and “long” outage time was used. The “short” time is defined 
to be <3 seconds, the “long” time is defined to be >10 seconds. (Note: Figure 10 has a mix of long and 
short outage times.) Referring to [2], this is indeed the case. The contention window (CW) parameter 
starts at a minimum value (CWmin) and increments with each unsuccessful retry to a maximum value 
(CWmax) at which it stays at that value until a successful transmission, at which time the CW is reset to 
CWmin. Figure 11 illustrates the results.  
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Figure 11 – Network Resynchronization, Link Outage Comparison 

 
The PING testing was done as a precursor to flight testing, but the results are presented here for 
reference (Figure 12). As was predicted, PING time can certainly not only be an indication of a 
functioning link but can also be an indication of link quality. As link quality decreases, PING time 
increases. It is also curious to note that during the long range test, the standard deviation was the largest 
of all the tests. After further investigation, during these PING tests every once in a while a “flyer” value 
occurred, sometimes 10 to 20 times larger than the average PING time. This of course throws off the 
standard deviation value which is what occurred during the long range test. Now, what causes that 
phenomenon? After considerable testing and analyzing network traffic with Ethereal, the problem was 
tracked down to the wireless cards having a failed IP address or name resolution calls. This is odd 
because there are only two nodes always operating without new nodes entering or leaving the network. 
At this time, the exact origin of the problem is not known.    
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Figure 12 – PING Testing 

 



CONCLUSIONS 
 

• The IEEE 802.11b physical layer was found to be a robust waveform when subjected to typical 
telemetry channel anomalies and is considered to be useable in the aeronautical environment. 

• Network resynchronization time was found to not be overly excessive, though the IEEE 802.11b 
MAC layer with its random back-off period and minimum and maximum contention window 
sizes are not ideal for an application in the telemetry community.  

• Due to testing constraints, the maximum distance between SN11+ cards was not established nor 
was the meaning of the long range parameter in the set up for the cards. These values will be 
determined during the initial flight testing of the system.  

• It is thought the custom PING utility will serve a dual purpose of channel connection condition 
and an initial RF channel condition during flight testing.  

• These tests are all “top level” tests without intimate knowledge of what the physical or MAC 
layers are encountering. In order to do a full assessment of a wireless network link for 
aeronautical telemetry, hooks into the physical and MAC layers are required to monitor such 
parameters as signal strength, signal quality, and current modulation scheme and control such 
parameters as contention window size, modulation scheme, etc.   
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