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ABSTRACT 
 

Recent advancements in IRIG 106 Chapter 10 recording systems allow the recording of 
all on board 1553 bus and PCM traffic to a single media. These advancements have also 
brought about the issue of extracting data with different levels of classification that was 
written to single location. Carrying GPS “smart” weapons further complicates this issue 
since the recording of GPS keys adds another level of classification to the mix. The 
ability to separate and/or remove higher level data from a data product is now required. 
This paper describes the design of a hardware device that will filter specified data from 
IRIG 106 Chapter 10 recorder memory modules (RMMs) to prevent the storage device or 
computer from becoming classified at the level of the specified data.  
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INTRODUCTION 
 

The Data Filtering Unit (DFU) is a hardware device installed inline between a host 
processing system and an IRIG 106 Chapter 10 compliant storage device.  When the 
IRIG 106 Chapter 10 compliant Removable Memory Module (RMM) or Solid State 
Recorder (SSR) attached to the DFU contains specific measurements or channels that are 
driving the security classification of the data to a higher level, the DFU is used to remove 
these values before the data is transferred to the host processing system.  The DFU does 
not store any user data in non-volatile memory, and therefore remains unclassified. 
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IRIG 106 CHAPTER 10 BACKGROUND 
 
The DFU operates on IRIG 106 Chapter 10 compliant data stored in IRIG 106 Chapter 10 
compliant storage devices.  In order to understand the operation of the DFU, a basic 
understanding of the IRIG 106 Chapter 10 standard is also required.  IRIG 106 Chapter 
10 provides standardization of Digital Recording.  The key areas related to the DFU in 
which IRIG 106 Chapter 10 provides standardization include the following … 
 

• Data download and electrical interface. 
• Recorder setup and recorded data format description. 
• Packet format. 
• Multiplexing of multiple streams. 

 
IRIG 106 Chapter 10 defines the data download and electrical interface to both the 
onboard digital recorder and the Removable Memory Module (RMM).  IRIG 106 
Chapter 10 allows either a 1394B interface or a Fibre Channel interface to the onboard 
digital recorder.  In the case of the RMM, the IRIG 106 Chapter 10 standard requires a 
1394B interface.  In either case, the recorder/media must present a STANAG 4575 
compliant file system to the host processing system. 
 
The key attributes of the STANAG 4575 file system required by IRIG 106 Chapter 10 
include … 
 

• Named Volumes (32 characters). 
• No practical limit on the number of files. 
• Named Files (56 characters). 
• No practical limit on the size of individual files. 
• File Creation Date, File Creation Time, and File Close Time. 
• Defined usage of all data fields in the file system; including padding and reserved 

fields. 
 
IRIG 106 Chapter 9 - Telemetry Attributes Transfer Standard (TMATS) provides a 
common definition and format for the description of telemetry attributes.  IRIG 106 
Chapter 10 requires the use of TMATS information to configure Chapter 10 compliant 
recorders.  In addition to the general requirement that TMATS information be used to 
configure the recorder, IRIG 106 Chapter 10 defines a minimum set of TMATS attributes 
which must be present for each channel type.  This requirement insures that the proper 
attributes are present for every enabled channel in every recording.  The IRIG 106 
Chapter 10 standard also requires the recorder to write the TMATS setup information as 
the first packet in each file.  This information is written as a Chapter 10 Computer 
Generated Format 1 packet.  By requiring this packet at the beginning of each file, the 
Chapter 10 standard is guaranteeing that the information required to process the file is 
permanently archived with the data. 
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The IRIG 106 Chapter 10 standard also specifies the exact format of the data in each 
Chapter 10 compliant file.  In IRIG 106 Chapter 10, all data is stored in packets.  The key 
attributes of Chapter 10 packets are … 
 

• Defined Packet Sync Pattern. 
• Unique Channel ID for each enable channel. 
• Utilization of both a Packet Length and a Data Length 
• Identification of the Data Type. 
• Utilization of a packet Sequence Number. 
• Utilization of a packet Header Checksum. 
• Utilization of a Channel Specific Data Word. 
• Utilization of a Data Checksum. 
• Defined values/use of all fields including filler and reserved bits. 
• Channel type specific status words. 
• Defined maximum allowed packet size and duration. 

  
Utilization of the Packet Sync Pattern and the Header Checksum fields allow 
identification of Chapter 10 packets with a high degree of confidence.  Utilization of the 
Channel ID and Data Type fields allow reliable association of packets with their 
corresponding channels.  The Sequence Number field allows for identification of missing 
or out-of-order packets.  The Packet Length, Data Length, and Data Checksum fields 
provide a reliable method to identify valid data associated with the packet. 
 
The IRIG 106 Chapter 10 standard also imposes requirements on the multiplexing 
behavior of the recorder.  The Chapter 10 standard requires that any data packet must be 
committed to the multiplexed stream within one second.  This requirement prevents 
recorders from buffering packets from individual channels indefinitely, then writing them 
to the multiplexed file in large blocks.  By imposing this requirement on the multiplexing 
behavior of the recorder, Chapter 10 greatly eases the processing (buffering) burden of 
any application that is simultaneously processing multiple streams of the recorded data. 
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DFU OPERATION 
 
The DFU is a hardware device installed inline between a host processing system and an 
IRIG 106 Chapter 10 compliant RMM or an IRIG 106 Chapter 10 compliant Solid State 
Recorder (SSR).  Figure 1 shows the typical installation of a DFU. 
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Figure 1 – Typical DFU Installation 
 
The DFU connection to the IRIG 106 Chapter 10 Storage Device can be either a 1394B 
interface or a Fibre Channel interface.  In the case of a Fibre Channel interface to a 
recorder, the DFU still provides a 1394B interface to the host computer.  In this case, the 
DFU is acting as a bridge between a Fibre Channel interface and a 1394B interface.  This 
is shown in Figure 2. 
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Figure 2 – Supported Interfaces 
The operation of the DFU is transparent to the host computer.  Any host processing 
application written to process IRIG 106 Chapter 10 compliant data on an IRIG 106 
Chapter 10 compliant storage device using a 1394B interface will be able to process 
filtered data without requiring any modifications.   The DFU presents a fully compliant 
IRIG 106 Chapter 10 1394B RMM interface to the host processing system. 
 
Another key aspect of transparent operation of the DFU is the support of non-sequential 
I/O by a host processing application.  Whenever a host requests data sectors in a non-
contiguous fashion, the DFU reads the lead-in sectors from the RMM/recorder that are 
required to establish the filtering context for the sector requested by the host processing 
system.  This allows the DFU to safely filter the sector requested by the host.    
 
 
 
 

DFU FILTERING 
 
As stated earlier, the purpose of the DFU is to remove specific data from IRIG 106 
Chapter 10 format files, thereby reducing the security classification level of the data 
provided to the host processing system.  However, it should be noted that the DFU does 
not literally remove data from the files; instead it overwrites specific raw data values with 
clean data values in the file.  In doing so, the size of the data packets, PCM minor frames, 
MIL-STD-1553 messages, etc. does not change.  It should also be noted that whenever 
the DFU overwrites raw data with filtered data, a correct checksum is calculated for the 
modified packet. 
 
The DFU supports two main filtering modes.  These are Independent Filtering Mode and 
Dependent Filtering Mode.  In Independent Filtering Mode, the DFU filters specific 
measurements from selected PCM and MIL-STD-1553 streams.  Independent Filtering 
Mode also allows filtering of the entire stream for all defined IRIG 106 Chapter 10 
channel types. 
 
When operating in Dependent Filtering Mode, the DFU performs the required filtering 
for a specific Aircraft Type, Aircraft OFP Version, Weapon Type, and Weapon OFP 
Version.  Specification of the individual measurements to be filtered is not required in 
Dependent Filtering Mode.  Dependent Filtering Mode also supports more complex 
algorithms for locating the data to be filtered.  This includes situations where data values 
in a current packet trigger the filtering of values in a preceding packet.     
 
The filtering mode of the DFU (Independent vs. Dependent) is specified per channel.  
Some channels of the DFU can be operating in Independent Filtering Mode, while others 
are operating in the Dependent Filtering Mode. 
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DFU CONFIGURATION 
 
A key reliability and data safeguarding feature of the DFU is that it requires no operator 
configuration.  The operator processing data from a Chapter 10 compliant storage device 
through a DFU has absolutely no responsibilities related to configuring the filtering 
process.  
 
Instead, the configuration of the DFU is done via the TMATS setup information used to 
configure the recorder.  IRIG 106 Chapter 10 REQUIRES the use of TMATS to 
configure the Chapter 10 recorder.  Furthermore, the Chapter 10 standard REQUIRES 
that the first packet of each file be a TMATS setup record.     
 
Vendor specific TMATS attributes have been defined to configure the main filtering 
mode of the DFU.  For Independent Filtering Mode, vendor specific attributes have also 
been defined to identify the specific measurements to be filtered.  Note that the 
measurements to be filtered are identified by name, with standard TMATS attributes 
being used to describe the details of the measurement.  For Dependent Filtering Mode, 
vendor specific attributes have been defined to identify the aircraft type, the aircraft OFP 
version, the weapon type, and the weapon OFP version.   
 
There are several benefits to embedding the DFU filter configuration information in the 
TMATS setup record of each file.  As stated above, perhaps the most important benefit is 
that the operator is not responsible for configuring the filter process each time data is 
transferred.  Implementing a configuration management system whereby an operator 
could reliably configure the filter is a difficult problem.  When allowances are made for 
recorder configuration changes, aircraft OFP changes, and weapon OFP changes, making 
the operator responsible for the configuration of the filtering process is extremely risky.  
By having the DFU setup information embedded in the TMATS record used to program 
the recorder, the configuration management of the filter setup is handled by the same 
process used to manage the configuration of the recorder itself.  Another key benefit of 
embedding the filter configuration in the TMATS record is that this information is 
permanently archived with the data.    Should a non-filtered file be processed at a later 
date, the filtering instructions are still present.  Also, anytime a filtered file is processed at 
a later date, the information describing how the file was filtered is present in the file.   
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DFU ERROR MANAGEMENT 
 
IRIG 106 Chapter 10 succinctly defines the format of the data.  This standard also 
provides extensive error control mechanisms for the data.  Examples of such mechanisms 
include the Synchronization Patterns, Channel IDs, Channel Types, Header and Data 
Checksums, Channel Specific Data Words, etc.  Chapter 10 also defines channel type 
specific control mechanisms.  Examples include the Block Status Word for MIL-STD-
1553 messages and the lock status bits for PCM channels. 
 
One of the key elements of the DFU design is that it utilizes the available Chapter 10 
error control mechanisms and performs an extensive real-time validation for Chapter 10 
compliance.  Any non-compliant data is filtered.  Errors related to a specific MIL-STD-
1553 message cause that message to be filtered.  Errors related to a specific packet cause 
the data field of the offending packet to be filtered.  Other more global errors can cause 
packets from multiple streams to be filtered until a known good context can be re-
established in the data.   
 
As another safeguard, should the DFU encounter a data file that does not have filtering 
enabled (via the embedded TMATS setup information), the DFU will not pass any bytes 
of this file to the host. 
 

DFU NSA APPROVAL 
 
The primary document governing the handling of GPS cryptovariable keys is entitled 
“Operational Security Doctrine for the NAVSTAR Global Positioning System (GPS) 
Precise Positioning Service (PPS) User Segment Equipment” or NSTISSI No. 3006. This 
document outlines the procedures for handling GPS keys using approved fill devices and 
on AIS equipment. 
 
One of the key elements to obtaining NSA approval is the concept of operations or 
CONOPS document. This document must outline how the cryptovariable keys will be 
handled and the procedures for overwriting any storage media, both volatile and non-
volatile.  
 
NSA has approved in the past a software-based procedure although it was on a case-by-
case basis. Each computer system that would be used for processing or filtering out the 
cryptovariable keys had to have an approved computer security plan with an addendum 
describing the procedures for handling crypto media. 
 

 CONCLUSION 
 
Advanced recording systems that perform total bus recording are currently in use.  These 
systems can record data with different levels of classification in different channels.  
When these systems are used on platforms carrying GPS “smart” weapons, GPS crypto-
variable keys are also recorded in the data sets.  The presence of multiple levels of 
classification, plus the presence of GPS crypto-variable keys in the recorded data greatly 
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complicates the processing, storage, archive, and distribution of this data.  The DFU 
solves this problem, by providing a standalone hardware device which is capable of 
filtering selective data from the source data stream before it is passed to a host computing 
system. 
 
The IRIG 106 Chapter 10 standard is a key element in the design of the DFU.  This 
standard governs the format of the source data, and therefore allows the DFU to process 
data from multiple vendors.  Additionally, the IRIG 106 Chapter 10 standard dictates the 
manner in which anomalous data should be recorded and reported, thus allowing the DFU 
to safely process this data.  Finally, the IRIG 106 Chapter 10 standard provides a 
mechanism by which the instructions required to perform the filtering are embedded in 
the data recording itself, thus greatly reducing the possibility of operator error during the 
filtering process. 
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