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Abstract:
     
The size of the range at White Sands means multiple acquisition sites are needed to properly 

cover a typical vehicle trajectory.  As vehicle complexity increase, the need for robust acquisition 

grows.  Multiple acquisition sites are needed to provide as complete coverage as practical.  Space 

Diversity combining  would provide a single composite source for all the displays and recording, 

but this is not practical due to the large distances between acquisition sites. Instead a composite 

is made from the various sites by correlation on non-encrypted (or decrypted) data.  The 

previous best source selector, a frame synch histogrammer, could produce  encrypted and 

decrypted composites.  Some of our customers have missed the encrypted composites, hence the 

subject is revisited to encourage development.

This paper reviews post decryption correlation and then focuses on correlating on encrypted 

data.  The encryption serves to eliminate the ambiguities that are inherent in decrypted (non-

encrypted) signals.  So, it may be possible to accomplish this with a small correlator.  The 

expected performance would be similar to that of correlated composites on decrypted or 

unencrypted data.  The typical configuration would be considerably smaller as well since only 

two decrypters would be needed.  One decrypter alone would be insufficient and could not 

resolve the case where only one site has data and the remaining sites have noise.  When there is 

no correlation the correct site cannot be resolved.  Testing these compositing methods is also 

discussed, as a good test method also provides insight on how the compositor should work.

Background 

One of the drudgeries of the post test data reduction is the reconstruction.  Individual site 

recordings are reduced separately.  Key parameters of the data are correlated in order to resolve 

the delta latencies exhibited by each acquisition site and its associated relay equipment.  The site 

containing the least degradations is designated as the best source.  Each drop out in this best 

source is replaced with data from any alternate site that has good data.  Any remaining drops can 

usually be interpolated out.  It is this method that we try to capitalize on in real time.



Instrumented vehicles transmit amazing quantities of information such as their systems health 

status prior to launch and performance data throughout the flight.  An extensive effort must be 

made to provide adequate acquisition over the entire flight including prelaunch acquisition.  

Multiple acquisition systems are needed and a method of providing the best information as well.  

Modern best source selectors like the Correlating Source Selector made by NetAcquire Corp 

actually normalize the arrival time of each sites signal, and as in the hand reduction discussed 

above, corrupted bits are corrected by substitution.
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White Sands Missile Range (WSMR) spans 

approximately 100 miles north to south and 40 

miles across and is depicted on Figure 1.

Several Telemetry tracking and receiving stations 

actually operate off the range.  The field sites, as 

shown, span large distances.  These Sites all forward 

the telemetry signals they acquire to the Cox Range 

Control Center (CRCC).

The goal is to deliver leading edge multiple system 

compositing at White Sands, that not only provides 

the Test Customer the best quality data possible, 

and in real time.  Mission Data displays will be 

subject to minimal glitches or perturbations reducing 

risks to missions and reducing some of the 

associated costs of testing.

Figure 1  Typical Field Acquisition Assignments

Our test data indicates approximately 3 dB of system improvement when tested with Bit Error 

Rate Test signals containing randomly distributed errors.  The TDC has integrated the units and 

placed them in operation, providing mission support for all telemetered missions at White Sands 

Missile Range.  No longer is it necessary to reconstruct a composite by manually merging 

individually processed site data.
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The end result of the exercise is a high quality data composite.  The majority vote algorithm is 

applied on all of the data in the frame.  The TDC has fielded the first of these types of units 

called the Correlating Source Selector (CSS), manufactured by the NetAcquire Corporation.

System Testing - Decrypted Case

Each of the four CSS’s at White Sands can support up to eight decrypters. The configuration  in 

figure 2 depicts a TDC processing system for a nominal 6 channel case.   The CSS receives the 

decrypted signals via an Apogee Labs Interfacer and generates a composite.  Testing the 

compositing is relatively simple.  A six channel (or six separate units) Bit Error Rate Tester is 

connected to the system decrypters, and these are placed in the bypass mode.  In this fashion 

there is no decryption, it isnt required for the test.  Each BER channel is commanded to randomly 

insert errors into the BER test stream at an error rate of one in 100,000 bits.  Since these errors 

occur pseudo- randomly the CSS is able to correct most of the errors.  The resultant error rate 

measured at the composite output is one in 100,000,000 bits, three decades of improvement.
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Figure 2  CSS Configuration

In order to do this test, the CSS must be configured for a frame length of 2047 bits and a frame 

synchronization pattern must be defined.  Any 32 bit subsequence of the 2047 bit P/N sequence 

will work.  The CSS offers little additional improvement when operating on two stations, since a 

third station is unvailable to break a tie disabling the majority vote logic.  This affects the 

configuration of an encrypted data correlator as well.
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Correlation on Encrypted Data

Why not perform the compositing on encrypted data.  Since the data is encrypted, the frame 

characteristics are hidden, the synchronization pattern and frame length cannot be detected.  It 

isnt needed anyway, in fact, the correlator needs no configuration.   

An encrypter may be likened to an IRIG Randomizer, as it works like a network of registers that 

“Randomizes” data.  Unlike an encrypter, the randomizer shift register is short (11 bits).  So, it 

generates a sequence which repeats periodically (every 2047 bits).  An encrypter  sequence is 

much longer, so there are no ambiguities to resolve, unlike decrypted data that may contain long 

sequences of frames that contain the same data.  So only a small correlator is required, it need not 

be any more complex than that.  Performing the compositing on the encrypted signals corrects bit 

errors prior to the decrypter, thus improving performance at threshold.  Otherwise, post 

decryption correlation is probably as effective, but not any better.   Another striking advantage 

along with zero configuration requirements is the reduced equipment requirements.  Shown in 

Figure 5 is a TDC processor configuration intended to support encrypted correlation.  

Remarkably, the configuration requires only two decrypters and has the potential for providing 

equivalent performance to the six or eight decryptor system.

3D 

Rendering

Digital

Media

Digital 

Strip

charts

INTERFACER

INTERFACER

INTERFACER

INTERFACER

INTERFACER

INTERFACER

RECORDER

DATA

CLOCK

EMR 8350

DAC 

PCM 

Out

ENCRYPTED

SOURCE

 SELECTOR

EMR 8715 

Processor

RECORDER

DECRYPTER

DECRYPTER

CORRELATING

SOURCE

 SELECTOR

Figure 3 Encrypted Correlator Configuration

As discussed before the correlation algorithm is constrained when there are only two stations in 

the solution.  In this case, there may be only one station with good data at any given time.  There 

is no correlation and noise is as valid as data to the correlator.  So the two decrypter configuration 
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makes better sense and eliminates a single point vulnerability as well.  There are various scenarios 

that should be tested against the two decrypter configuration.

System Testing -  Encrypted Case

The test method for this configuration is essentially the same technique as used previously.  

There is a subtle difference, the 11 bit prn code is too short and results in lots of ambiguities.  

Most Bit Error Rate testers can generate the 23 bit PRN code that allows for an 8,388607 bit 

sequence.  With some constraints, the 23 bit BER code provides a reasonable test.  What must be 

considered is the correlation window length.  At White Sands the nominal difference in latency of 

any two sites may be as much 15 msec.  The correlator must have a window at least 15 msec, and 

additional time is needed to verify correlation.  50 msec is a popular setting at White Sands.  

What this means is that the test bitrate must be constrained so that 23 bit PRN sequence is longer 

than 50 msec.  This turns out not to be much of a constraint.  At 1 Mbit/sec the sequence is 

better than 8 seconds long, hence the ambiguities do not corrupt the test.  In a similar fashion 

each BER stream will have errors inserted as before and the final error rate is measured at the 

composite output.  This simple test should demonstrate a similar improvement for the same 

number of channels.

Two Station Case

The two station scenario is the most problematic for correlation.  When there is data on both 

stations they will correlate and the delta arrival time maybe resolved.  This is important, so that 

switching between sources will be seamless.  But what criteria should one use to select the best 

source?  The old (tried but true) frame synchronization pattern histogram is a definite contender 

and should work well.  But the data quality estimate is made only on the bits that constitute the 

frame synchronization pattern and this pattern may be observed only after decryption.  The 

following describes an untried algorithm we call “Forward Correlation”.  Starting with any 

arbitary number of bits a correlation score is compiled from the next group of bits (same number) 

and for each subsequent group after that.  The correlation score will fundamentally be the count 

of the number of bits that are unchanged.  The second channel will also accumulate correlation 

scores for the same groups of bits.  Remember the two channels are correlated so this should be 

achievable.  The channel with the highest correlation score should be the Best Source.  The 

reasoning goes like this; If both channels are noise free, consecutive groups of bits should both 

have the same score.  However, the channel affected with noise will reflect a lower score since a 

noise affected bit will constitute a changed value.  This method should prove to be more sensitive 

than the frame synchronization histogrammer where only the bits in the frame synchronization 

pattern are evaluated.
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Conclusion

The correlation of encrypted signals is very different than that of the decrypted signals.  

Obviously the data from the compositor is still encrypted, hence will not be frame nor byte 

aligned.  The reduced configuration is very appealing, only two decrypters.  If it was certain that 

at least two stations would have good data reliably then reducing the configuration further, to one 

decrypter is viable.

There are other methods of generating a best source.  In the product literature one can find best 

source selectors that use a bit synchronizer estimate of  Signal to Noise Ratio (SNR) and select 

the best on that basis.  Others are quite elaborate, armed with geographic profiles of the vehicle 

flight, topograpic profiles and acquisition site locations.  Sophisticated criteria is then used to 

select the best source.  Although these methods work, they can’t adjust for malfunctioning 

subsystems nor do they achieve any noise cancellation or error correction.  Correlation provides 

these advantages at a reasonable cost requiring relatively modest training investment.

The first of these units were fielded at White Sands over a year ago and the results can be seen in 

the data displays.  Feedback from flight safety officers and project analysts confirm that our  

goals, noise free data recordings and the rock solid displays are realized.  There is of course no 

free lunch, there is a latency penalty associated with using correlators.
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