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ABSTRACT  
CTEIP has launched the integrated Network Enhanced Telemetry (iNET) project to foster 
advances in networking and telemetry technology to meet emerging needs of major test programs 
as well as within the Major Range and Test Facility Base’s.  This paper describes one objective of 
the vNET concept demonstration to provide a test vehicle instrumentation network architecture 
that can support additional capabilities for data access to the test vehicle.  Specifically, this paper 
addresses the expansion of the current concept demonstration with the incorporation of the IEEE-
1588 standard as the basis for a network time distribution mechanism.  Near-term network-based 
data acquisition systems will likely consist of a mix of standard IRIG 106 timekeeping and IEEE-
1588 timekeeping; in this paper we will examine the ramifications of using the two approaches 
with the same test vehicle instrumentation system. 
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PROGRAM BACKGROUND 
The Central Test and Evaluation Investment Program (CTEIP) has launched the integrated 
Network Enhanced Telemetry (iNET) project to foster advances in networking and telemetry 
technology to meet emerging needs of major test programs as well as within the Major Range and 
Test Facility Base’s.  However, before a decision was made to start the iNET execution program, 
an iNET study was performed to determine the feasibly and maturity of implementing network-
based technologies in a test environment.  This study defined a Telemetry Network System 
(TmNS) that would utilize traditional telemetry links in conjunction with a network-based 
telemetry link.  This basic approach allows for the integration of network-based systems without 
significantly affecting traditional telemetry systems.  The Telemetry Network System (Figure 1) is 
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divided into three focus areas; the Radio Frequency Network (rfNET), the test Vehicle Network 
(vNET), and the Ground Network Interface (gNET).  In order to advance existing efforts and 
respond to the need to gain insight into existing technologies relative to the Telemetry Network 
System, a concept demonstration utilizing Commercial Off The Self (COTS) equipment is being 
implemented.  The iNET project plans to demonstrate a baseline of existing technologies to show 
potential users the validity and benefits of adding a two-way data connection to the test vehicle.  A 
legacy serial streaming link will be implemented along with a burst-type multi-access network link 
for system control and data transmission.  The project objectives are to show the test community 
that a hybrid, networked/streaming telemetry system can provide a level of increased performance 
and decreased spectral utilization. 

 

TmNS Encompasses: 

•Vehicle Network (vNET) 

•RF Network (rfNET) 

•Ground Network Interface (gNET)

•Serial Streaming Tm Link
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Figure 1:  Telemetry Network System 

INTRODUCTION 
The objective of the vNET concept demonstration is to provide a test vehicle instrumentation 
network architecture that can support additional functionality for ground-based test users of the test 
vehicle.  The first phase of the concept demonstration demonstrated three specific iNET system 
needs: Data Mining, Gapless Telemetry, and Error Free Data Delivery.  Data Mining is the real-
time ability to recall and transmit data parameters present in the on-board recorder that may not be 
contained in the telemetry stream.  Lossless Telemetry is a real-time technique to recover lost 
telemetry frames at the ground station by transmitting commands to the test vehicle to locate the 
missing frames in the on-board instrumentation recorder and retransmit them over the networked 
data link.  Error-Free Data Delivery provides for reliable delivery of error sensitive data, such as 
high-resolution video images. The original concept demonstration [1] was based on modifying one 
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of the elements of the JSF high-speed instrumentation components: the AIM-2004.  This 
multiplexer/recorder [2] was enhanced to provide an external 100Base-T Ethernet interface and its 
software was augmented to provide real-time external control of the recording media and real-time 
data extraction independent of its normal recording process.  Additionally, the AIM-2004 was 
extended to support an exploratory communications protocol to facilitate real-time communication 
with airborne flight test instrumentation from mission support stations. 

In the first phase of the concept demonstration, IRIG time was utilized as an external time source.  
In the second phase, IEEE-1588 Network Time Grandmaster will also be utilized to distribute 
time.  So in this phase, time distribution will be accomplished via the network utilizing IEEE-1588 
and traditional IRIG B.  The network time grandmaster being utilized provides timing that 
synchronizes IRIG B with the IEEE-1588.  This demonstration will attempt to demonstrate time 
synchronization between the IEEE-1588 and traditional PCM based telemetry system.  This paper 
will discuss the need for time distribution, time synchronization, and time correlation in a 
traditional data acquisition environment.  Additionally, a short overview of the principles of IEEE 
1588 and how its works will be presented.  Finally, an overview of the enhanced overall concept 
demonstration with the addition of 1588-based time distribution is reviewed. 

TIMING 
The following definitions attempt to express idealized examples of some of the timing concepts.  
This is done in an attempt to avoid obscuring the important points.  In any “real” situation there 
would be physical tolerances associated with concepts like “simultaneous”. 

Asynchronous:  the time of acquisition of a sample occurs unpredictably in relationship to a timing 
reference clock. 

Isochronous:  the interval of acquisition of a sample occurs at a periodic rate 

Simultaneous Sampling:  the time of acquisition for multiple samples in multiple nodes occur 
synchronous with a single timing reference point. 

Synchronous:  the time of acquisition of a sample occurs precisely in phase with a timing reference 
clock. 

Time Alignment:  the process of evaluating, adjusting or calculating the phase relationship of two 
or more measurement groups relative to a timing reference clock. 

Time Correlation:  the relationship between the occurrence of events and a timing reference clock. 

Time Determinism:  the ability to predict the future occurrence of an event based on a timing 
reference clock. 

Time Distribution:  making available a single timing reference clock at multiple physical locations. 

Time Synchronization:  creating multiple local copies of a single timing reference clock that 
maintain the same phase relationship. 

BACKGROUND 
Most major flight test programs around the world use PCM-based data acquisition systems.  These 
systems are based on a Time Division Multiplexing (TDM) scheme and are highly deterministic in 



 4

nature.  PCM systems are relatively small and use a simple design to execute and generate a PCM 
data stream.  The system may include a single unit or a group of units that form a distributed data 
acquisition system.  In most cases, a distributed system is synchronous by way of hardwired 
synchronization signals or through the use of a bus such as CAIS (Common Airborne 
Instrumentation Bus).  The format that controls the parameter acquisition sequence is generally 
located in the PCM/acquisition controller, and sometimes (based on the system manufacturer) a 
copy of that format or subset of that format may also reside in the remote acquisition units.  The 
format is executed in a time correlated way by simple state machines. 

The format consists of fixed instruction commands operating at a highly precise PCM word rate.  
Each command instruction within the format is transmitted in the system to the appropriate channel 
for data sampling.  Data is sampled synchronously to the overall PCM word rate and format 
sequence.  Data arrival at the PCM output is pipelined with a fixed delay for all channels in order 
to provide a PCM output channel sequence identical to the user input format sequence. 

Format Instruction
Sequence A B C K L M N

A B C K L M N

Channel Sample

PCM Output

Fix delay Instruction
Fech to Channel

sample

Fix delay Channel
sample to PCM output

Figure 2:  Synchronous PCM Format 

Time distribution is done separately from the data path in a PCM data acquisition system.  In 
general, units operating in a distributed data acquisition system require external time wiring.  The 
time is used to time tag asynchronous avionic bus data and other acquired asynchronous events.  
Time is also used for time tagging each PCM minor frame.  Time distribution units may be 
required when a very large data acquisition system is used.  In most cases, this requires additional 
wiring to distribute IRIG time (A/B/G modulated or DC time) for each unit requiring time.  IRIG 
time is further refined by the acquisition units to provide a typical time tagging uncertainty within 
10 microseconds and a resolution of 1 microsecond. 

PCM data acquisition systems provide a high level of accuracy for global timing synchronization.  
This is due to the time division multiplex nature of the system, and the distribution of the PCM 
controller’s clocks to all units in the system.  Although such a system is highly synchronized, 
designers and users make several synchronization assumptions that should be understood.  These 
assumptions include: 

• Zero time delay in system wiring between data acquisition units operating in a distributed 
architecture 
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• All synchronization signals are part of the communication busses between data acquisition 
units 

• Data samples are controlled and sequenced by a single PCM controller or multiple 
synchronized controllers 

 

The zero-time-delay-in-wiring assumption should always be reevaluated when simultaneous 
sampling is used within a distributed system.  This is because it is common to find 1 to 200 feet of 
wiring between remote data acquisition units.  If one looks at the standard CAIS Bus cable (Mil-C-
17/176-00002) it has an electrical signaling delay of 1.5 nanosecond/foot, the propagation delay 
between multiple units can be as much as 6 nanoseconds (4 feet) to 225 nanoseconds (150 feet).  
Therefore, two units receiving simultaneous sample signals may see the signal at a slightly 
different time.  This time can be over 200 nanoseconds for 125 feet separation.  Another example 
is Category 5 cable, which has propagation delay of 1.7 nanosecond/foot.  At the maximum 
100BaseTx cable length, which is 328 feet, the time difference can be over 500 nanoseconds. 

Inherently, while packet networks offer many advantages over a traditional PCM architecture, they 
suffer from at least one significant shortcoming: timing accuracy.  Accurate time distribution 
within a packet network has been difficult to accomplish to date.  Some of the possible approaches 
to achieving time synchronization in a packet network include those listed in  table 1 below.  
However, of the approaches described table 1, IEEE 1588 seems to hold the most promise in the 
near term. 

 SNTP GPS IRIG 1588 

Application Area Global Global 10’s of feet 100’s of feet 

Communication Internet Satellite Cabling LAN 

Accuracy Few mS < uS Few uS < uS 

Administration Configured N/A Configured Self 

Special Hardware No Receiver FPGA FPGA 

Table 1:  Network Timing Distribution 

A LITTLE ABOUT 1588 

[3]Measurement and control systems are widely used in traditional test and measurement 
applications and many other areas of modern technology.  The timing requirements placed on 
measurement control systems are becoming increasingly stringent.  Traditionally these 
measurement control systems have been implemented in a centralized architecture (star topology) 
in which the timing constraints are controlled through careful attention to communication 
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technologies with deterministic latency.  In a distributed communication network architecture it 
typically has a less stringent timing specifications than the more specialized technologies utilized 
today.  In particular, Ethernet communications are becoming more common in measurement 
applications.  This has led to alternate means for enforcing the timing requirements in such 
systems.  One such technique is the use of system components that contain real-time clocks, all of 
which are synchronized to each other within the system, which is very common in the computing 
industry.  When these computers interact via Local Area Networks or the Internet the most widely 
used technique for synchronizing the clocks is the Network Time Protocol, NTP, or the related 
SNTP.  Measurement control systems have a number of requirements that must be met by a clock 
synchronization technology.  Some these include; timing uncertainties within the microsecond 
range, synchronization of samples, minimum timing errors due to spatial separation, minimize 
setup of timing control, low cost implementation, and minimal utilization of resources. 

IEEE 1588 addresses the clock synchronization requirements of measurement and control systems.  
The objective of IEEE 1588 standard [4] is to define a protocol enabling precise synchronization of 
clocks in measurement and control systems implemented with technologies such as network 
communication, local computing and distributed objects.  The protocol will be applicable to 
systems communicating by local area networks supporting multicast messaging including but not 
limited to Ethernet.  The protocol will enable heterogeneous systems that include clocks of various 
inherent precision, resolution and stability to synchronize.  The protocol will support system-wide 
synchronization accuracy in the sub-microsecond range with minimal network and local clock 
computing resources.  The default behavior of the protocol will allow simple systems to be 
installed and operated without requiring the administrative attention of users. 

The standard was approved in 2002 and it has been demonstrated to be able to achieve accuracies 
in the range of 100-300 nanoseconds across real-world local area networks.  The standard works 
on the simple principle of clock adjustment.  A master node on the network whose clock has been 
determined to be the most accurate (see the 1588 standard for a discussion of how this is done) 
sends its time to a slave node.  If the transfer of time were simultaneous, then the two clocks on the 
network would be synchronized.  This is false as there are many sources of delay in sending an IP 
message from one network node to another.  If we knew the delay caused by the transmission of 
the message, we could add that to the received clock time and easily synchronize the clock in the 
slave to that in the master.  There are two sources to the delay in transfer; that caused by the 
software IP stack and operating system and that caused by the network itself.  See Figure 3 below: 

Messages sent and received by the software are affected by a constant process (number of lines of 
code needing to be executed, distance between nodes on the network) and by a varying process 
(task switching, memory management, caching, interrupt latency, bus arbitration, packet queuing, 
switching, etc…) which result in a constant latency (delay) and a varying latency (delay variation 
or jitter).  IEEE 1588 achieves its high accuracy by inserting hardware time stamping units in the 
network physical transport layer to order to eliminate the impact of these processes (delay and 
jitter) on the time synchronization of clocks between two nodes in the network.  The time stamping 
units are inserted between the Ethernet PHY and MAC devices on the MII bus and monitor all 
packets being sent and received between the node and any other device on the network.  Packets 
being sent by the Precision Time Protocol (PTP) (a component of the IEEE 1588 standard) are 
recognized and time stamped as they are sent and received and those times are made available to 
both the master and slave nodes for use in computing the delay and jitter found in the system. 
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Figure 3 IEEE 1588 Delay and Jitter 

The PTP protocol makes use of 4 messages to compute the offset (the difference between the 
master clock and the slave clock’s absolute value) and the delay (the transit time of messages thru 
the system between the master and slave nodes).  These messages are called Sync, Follow_Up, 
Delay_Req, and Delay_Resp.  By making use of the hardware time stamping units to record the 
precise send and receive times for the Sync and Delay_Req messages, the slave node can precisely 
align its local clock to track the value maintained in the master node.  A graphical overview of this 
process is illustrated below.  For more detail of the mathematics behind this algorithm, see the 
IEEE 1588 specification. 

Figure 4:  Synchronization Process 
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Once multiple data acquisition nodes have synchronized their local clocks to the global master 
clock, simultaneous sampling of distributed parameters becomes possible.  However, the principal 
on which this process operates is very different from an IRIG synchronized system.  A PCM-based 
data acquisition system triggers simultaneous sampling via reception of a global signal transmitted 
either in-band or out-of-band of the timing reference source.  The accuracy of this operation 
depends upon the timing skew introduced by the transmission of the signal over the wiring 
between the individual units.  In a 1588-based data acquisition system, the sampling is triggered by 
all units reaching a previously agreed upon timing marker.  The accuracy of this operation depends 
upon the overall system time determinism.  The timing skew is dependent upon the overall 
accuracy of the unit’s local clock, whereas the skew is independent of any signal path propagation 
delays within the network during operation. 

VEHICLE NETWORK CONCEPT DEMONSTRATION 

Phase One 

The test Vehicle Network (vNET) is the network internal to the test article that interconnects the 
Data Acquisition, Archive, Sensors, and Onboard Processing systems.  In the aircraft segment of 
the phase one concept demonstration, the key element of the vNET portion is the AIM-2004 [2] 
with its associated solid-state drive.  This airborne multiplexer is designed to accept inputs various 
high speed data sources, including PCM and Ethernet data.  In addition to providing data 
multiplexing and recording services, this unit can operate as a CAIS remote data acquisition node 
that provides selected data from the I/O cards and unit status information for transmission.  For 
purposes of the phase one concept demonstration, the software on the AIM-2004 had been 
modified to allow the Ethernet card to function as a two-way communication channel to the system 
rather than a data acquisition interface.  In order to service IP packets sent to and from this 
interface, a HTTP web server has been added to the AIM-2004 system software firmware.  This 
server provides a back-end interface to the standard data acquisition and switch software that 
manages the multiplexer.  On the ground, the gNET portion of the network consists of a general-
purpose computer that contains a user application that communicates over TCP/IP with the HTTP 
server on the aircraft.  The application provides the link between the Omega Data Processing 
station [5] that manages the incoming telemetry data and the aircraft portion of vNET.  The 
application translates requests for missing PCM frames from the Processing Station into the 
communications protocol [6] for transmission over the rfNET to the aircraft. 

Phase Two 
In the phase two concept demonstration, several additions have been made to the existing 
functionality implemented in phase one.  First, the overall system has been made network-centric 
thru the addition of an Ethernet switch and network-based data acquisition units.  The AIM-2004 
itself has been extended with the addition of an ETN-304E card that interfaces with the network 
switch.  In addition to its function of allowing a remote user to perform data mining, the AIM-2004 
has been enhanced to allow for recording of IP packets received from this card.  Therefore, any 
PCM data received directly on the AIM-2004 using its PCI-304 card or IP packets containing PCM 
data received over the network can be recorded and mined.  The switch used for this demonstration 
is a specially developed airborne 10/100/1000 Ethernet switch with built-in support for IEEE 1588.  
Its primary function is to switch IP packets between nodes within the network and distribute 1588 
or IRIG time from its built-in GPS receiver. 
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Additionally, two other data acquisition nodes have been added to the system: a video acquisition 
unit and a PCM gateway unit.  The video acquisition unit provides single analog video and audio 
inputs that are compressed using the MPEG-2 standard and transmitted as IP packets using the 
IRIG Chapter 10 specification.  All video and audio parameters are HTTP programmable via the 
network fabric for data rate, resolution, data source (Composite, RGB, etc.), time insertion 
ON/OFF, location of time in the picture frame, video format, etc.  The PCM-to-Network Gateway 
unit facilitates the connection of legacy PCM-based systems to a networked system.  The gateway 
accepts PCM clock and data and provides a major/minor frame correlator; timestamps minor 
frames using the network IEEE-1588 time, and packetizes data in Chapter 10 format for 
transmission on the network.  The source of data for the PCM gateway is the MCDAU, the same 
PCM source being used for input to the AIM-2004.  Using the same PCM stream for both the 
AIM-2004 and the PCM gateway allows us to compare the relationship and accuracy of using a 
mixed IRIG and 1588 based data acquisition system by comparing and analyzing the timestamps 
recorded in each synchronous data stream.  The complete phase two concept demonstration is 
shown in Figure 5.  The elements of the phase one demonstration system are shown enclosed in 
dotted lines. 

Figure 5:  vNET Concept Démonstration Phase 2 
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CONCLUSION 
A PCM-based data acquisition timing methodology is fundamentally different than any 
Network-based data acquisition timing methodology.  The reasons for these differences have 
been discussed throughout this paper.  The power and flexibility of network-centric data 
acquisition architectures make them attractive as a migration path for future avionics acquisition 
systems.  However, in order for a network-centric architecture to succeed, communication of 
timing must be an intrinsic function of behavior as is communication of data.  The development 
of the IEEE 1588 standard and its accuracy makes it an attractive solution for communication of 
timing in an IP network.  Any proposed network data acquisition-based system implementation 
will need to follow an evolutionary approach rather than a revolutionary one, as the need to 
maintain some form of compatibility with existing test infrastructure is required.  The phase two 
concept demonstration is a step in this direction by allowing us to extend the existing IRIG based 
implementation by adding a 1588-based timing implementation and recording data collected by 
both systems simultaneously.  The implementation of the phase two concept demonstration is 
expected to be complete the summer of 2006 with results being presented at ITC 2006. 
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