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ABSTRACT 
 
Power line communications (PLC)-based transceivers provide an alternative to establishing 
dedicated aircraft Ethernet networks.  Adding new aircraft functionality or installing special 
purpose instrumentation often requires significant engineering and aircraft down time to 
complete.  PLC-based networks can reduce project cost and schedule by enabling localized 
aircraft modifications and leveraging existing aircraft wiring for the Ethernet medium.  PLC 
standards continue to evolve and achieve greater throughput rates and noise mitigation.  Ethernet 
communications have been tested over AC and DC power busses, data busses, and discrete 
wiring.  PLC networks have been successfully demonstrated in avionics test beds and aircraft 
(including live video transfers) without causing interference to the basic systems or the 
underlying wiring functionality.  PLC transceivers provide a cost effective solution to the adding 
Ethernet capabilities or Ethernet-based subsystems to existing aircraft. 
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INTRODUCTION 
 
Today’s technology requires increasingly high bandwidth data transfers.  However, different 
technologies evolve on vastly different time scales.  In the aerospace industry, new aircraft are 
developed over 5 - 10 years and then are operated for 30 years or more.  Commercial computer 
technology, on the other hand, changes dramatically with 10x improvements considered routine 
within a 5-year period.  With a few exceptions, aircraft in use today were developed with what 
the commercial industry would consider obsolete technology.  Many new systems, especially 
video-oriented systems, are prohibitively expensive to install on legacy aircraft because of the 
lack of network infrastructure in place and the complexity and cost of re-wiring the airplane. 
 
Modern aircraft platforms feature network “backbones” that many systems share and that allow 
for simple additions to and removals from the overall network.  As an example, the state-of-the-
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art Joint Strike Fighter (JSF) aircraft is wired with 1000 BASE-T Ethernet using fiber optic and 
Category 6 cable.  This allows any number of new systems and associated components to be 
added to the aircraft simply by connecting them to the existing network.  That is not the case 
with an A-10 or F-16 that have a limited 1Mbps 1553B network on board.  Installing a new 
system like the Advanced Tactical Data Link (ATDL) or state-of-the-art targeting pods (e.g. 
Northrop Grumman’s LITENING) requires a significant increase in a legacy aircraft platform’s 
Intercommunication Data Rate (IDR).  The traditional method for accomplishing such 
integrations is to retrofit the legacy platform with networking cables or fiber.  However, this is 
often not practical due to cost, time out of active service (i.e. depot time); and also size, weight, 
and power considerations.   
 
A cost effective and sustainable solution to the IDR challenge is to leverage commercial Power 
Line Communications (PLC) technology.  This technology, developed to provide digital 
communications over power lines in a home or small office environment, has advanced 
significantly over the last decade to include major increases in bandwidth, reliability, and noise 
immunity.  PLC technology can be adapted to permanent and temporary system installations for 
both commercial and military aircraft environments, resulting in increased IDR over the existing 
aircraft wiring.   
 
 
PLC TECHNOLOGY HISTORY 
 
PLC technology transmits data via the electrical supply network, thereby extending an existing 
local area network or sharing an existing Internet connection through electrical outlets with the 
installation of specific units.  PLC devices encode the data to be transmitted onto multiple Radio 
Frequency (RF) carriers spread across a wide spectrum (e.g. 2 - 100 MegaHertz (MHz)).  The 
carriers are modulated and superimposed onto the transmission medium (i.e. existing wiring).  
These secondary signals are transmitted via the power infrastructure and are received and 
decoded remotely, reproducing the original bitstream.  This architecture enables PLC signal 
reception by any PLC receiver located on the same electrical network. 
 
Basic narrowband power line communications followed the widespread use of high-tension 
power lines in the 1920’s for long range telemetry purposes.  Narrowband PLC injects low 
frequency (e.g. 3 – 500 kiloHertz) signals onto the electric network and achieves data rates up to 
100’s of kilobytes per second.  Narrowband development continues to this day, focusing on 
smart meter reading and grid control.  Medium-speed (0.1 – 1.0 Megabits per second (Mbps)) 
narrowband technology continues to evolve and focuses on intelligent, long-range meter reading 
capabilities. 
 
High speed, broadband PLC has been adopted for residential use, where wireless operations are 
not sufficient and remodeling to add network cabling is impractical.  Broadband PLC operates at 
higher frequencies (e.g. 1 - 250MHz) and supports data rates in the 100’s of Mbps.  Unlike 
narrowband PLC, which can operate at a range of several kilometers, broadband PLC is intended 
for much shorter distances (e.g. 100’s of feet).  Many United States and European standards have 
evolved from the PLC technology to cover broadband development, including Institute of 
Electrical and Electronics Engineers (IEEE) 1901, HomePlug, and the International Telegraph 
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Union Telecommunication Standardization Sector (ITU-T) G.hn.  These technologies continue to 
evolve, especially in the area of interference mitigation, resulting in ever-increasing transmission 
rates and data integrity. 
 
 
AIRCRAFT APPLICATION RESEARCH 
 
The United States Air Force (USAF) operates a fleet of aircraft and aircraft types that were 
developed with varying ranges of technological capability.  Due to budget constraints, USAF 
(and foreign air forces) generally modernizes existing aircraft instead of indiscriminately 
replacing older platforms with new, state-of-the-art aircraft and avionics.  In 2009, novel and 
innovative approaches were sought for upgrading older aircraft with, for example, the Joint 
Helmet Mounted Cueing System (JHMCS).  This led to a request for proposals under Small 
Business Innovation Research (SBIR) topic AF093-035 [1] to provide 16Mbps (threshold) and 
100Mbps of data throughput.  In 2014, USAF requested new SBIR proposals (topic AF141-035 
[2]) with greater throughput requirements – 100Mbps (threshold) and 1000Mbps (objective).  
USAF awarded 5-D Systems a Phase I and a Phase II contract for both of the above referenced 
SBIR topics. 
 
As part of the SBIR research activities, test configurations and simulation environments were 
developed to mimic a military aircraft electrical environment.  This included 115 Volts 
Alternating Current (VAC), 400 Hertz (Hz) power, 28 Volt Direct Current (VDC) power, 
MIL-STD-1553 bus wiring, and generic signal wiring.  Noise sources and simulated loads were 
also added to the simulation environment to replicate dynamic aircraft conditions.   
 
The initial research focused on adapting commercially available HomePlug AV (HPAV) 
modules modified for aircraft environment usage.  Although there are considerable differences 
between residential/commercial Alternating Current (AC) power systems and aircraft power and 
wiring systems, the HPAV technology incorporated several key features that are beneficial to 
both environments.  Home power systems often include various appliances, lighting, and other 
equipment that induces significant noise on the AC lines.  In addition, these lines are susceptible 
to frequent voltage spikes and fluctuations.  To overcome these issues, HPAV operates across a 
wide frequency range from 2 - 30 MHz and employs windowed Orthogonal Frequency Division 
Multiplexing (OFDM) and Turbo Convolutional Code (TCC).  The windowed OFDM provides a 
flexible spectrum notching capability that can be used to block especially noisy frequencies, and 
as an added benefit in the aircraft environment, can be utilized to avoid frequencies and 
harmonics where induced interference cannot be tolerated (e.g. UHF/VHF radio systems).  The 
TCC provides advanced Forward Error Correction (FEC) to minimize the need to retransmit data 
packets that are partially corrupted.  Other features include the capability to utilize multiple 
modulation schemes ranging from Bi-Phase Shift Keying (BPSK) to 1024 Quadrature Amplitude 
Modulation (QAM), which carries 10 bits of information per symbol.  These modulation 
schemes are selected independently for each of the HPAV’s 1155 channels utilized across the 
frequency range to maximize the collective bandwidth.  All of these features enable HPAV 
technology to be successfully utilized in aircraft implementations.   
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Subsequent research focused on adapting HPAV2 and G.hn technologies for the aircraft 
environment.  Both technologies have features similar to HPAV.  G.hn also provides 
Neighboring Domain Interference Mitigation (NDIM), an interference mitigating mechanism 
between adjacent power line networks (ground or airborne). A key performance difference 
between HPAV and HPAV2 is the available frequency bandwidth.  HPAV modulates the data 
onto carriers in the range of 2 – 28MHz, whereas HPAV2 has carriers from 2 - 86MHz.  This 
additional bandwidth enables HPAV2 to provide greater throughput than HPAV.  Similarly, 
G.hn has multiple operating modes (or profiles) with frequency ranges of 2 – 80MHz and also 2 - 
100MHz. 
 
 
LABORATORY TESTING 
The respective technologies were evaluated by assessing their User Datagram Protocol (UDP) 
and Transmission Control Protocol (TCP) throughput and the capability to stream video, which 
is the primary objective of the first SBIR.   
 
The UDP testing measured the maximum non-deterministic bandwidth available with the various 
test configurations.  The UDP protocol does not guarantee packet arrival or that packets will 
arrive in the order they were sent, but is useful for transferring live data feeds such as 
surveillance video and/or audio, or real-time sensor data where the only relevant data is the most 
current.  Testing was conducted with minimum and maximum sized packets to illustrate the 
protocol overhead impact.  Real world throughput will depend on the application and likely fall 
somewhere within the measured test values shown in Table 1 below.  The average throughput for 
the non-115VAC, 60Hz configurations was 56.4Mbps, far exceeding the SBIR threshold of 
16Mbps. 
 

Table 1.  HPAV UDP Throughput Measurements 

Test Scenario 
Throughput  

(Mbps) 

1 byte 63 Kbyte 
Baseline (pre-modification) 2.8 67.0 
115VAC, 60 Hz 2.8 73.3 
28VDC 2.8 64.0 
28VDC w/Noise 2.8 62.0 
Control Line (28 VDC) 2.8 63.3 
115VAC, 400Hz 2.9 51.0 
115VAC, 400Hz w/Noise 2.9 56.6 
Shielded wire 2.7 55.3 
Shielded, twisted pair 2.8 49.0 
MIL-STD-1553 (inactive) 3.0 53.8 
MIL-STD-1553 (active) 2.8 52.4 
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The TCP testing measured the maximum bandwidth available with guaranteed data payload 
delivery.  This ensured that the data sent was received uncorrupted.  Since TCP requires an 
acknowledgement of packet receipt, the largest packet size (1500 bytes) was used to minimize 
the impact from the protocol overhead. The TCP throughput measurements are shown in Table 2 
with an average TCP throughput of 32.5Mbps, also exceeding the SBIR minimum threshold of 
16Mbps.  As a reference point, recommended connection speeds for High Definition (HD) 
quality video is 5Mbps and is 25Mbps for Ultra HD. 
 

Table 2.  HPAV TCP Throughput Measurements 

Test Scenario Throughput 
(Mbps) 

28 VDC 34.2 
28 VDC w/Noise 17.7 
Control Line 28 VDC 33.7 
115 VAC 400 Hz 33.9 
115 VAC 400 Hz w/Noise 30.4 
Shielded wire 36.2 
Shielded, twisted pair 34.3 
MIL-STD-1553 (inactive) 35.8 
MIL-STD-1553 (active) 36.0 

 
For the video streaming tests, an Arecont Vision ARE-AV1305 IP camera was used to evaluate 
the HPAV video transmission capabilities.  The camera captured full color video (1280x1024 
resolution) of a rotating globe, compressed it using the H.264 algorithm, and then packetized and 
streamed the data using the modified HPAV hardware over the simulated aircraft wiring.  The 
manufacturer supplied software was used to remotely configure/control the camera and receive 
and display the video.  The average measured frame rate was 31-33 frames per second across all 
test scenarios.  As the measured rate matches the maximum camera frame rate, no conclusive 
performance differences were detectable amongst the test scenarios. 
 
Prototype units based on HPAV and HPAV2 architectures were manufactured and tested.  The 
HPAV-based prototype (nicknamed “BOA”) test results mirrored the proof of concept test 
results.  The HPAV2-based prototype (nicknamed “BOAe”) was purpose-built to communicate 
over MIL-STD-1553 cabling and demonstrated UDP throughput ranging from 150 – 160Mbps 
over a temperature range of -40° Celsius (C) to +70°C.  In addition to temperature testing, the 
test article was subjected to a suite of MIL-STD-810 environmental and MIL-STD-461 
electromagnetic compatibility tests, including altitude, humidity, shock, vibration, and 
radiated/conducted emissions/susceptibility.  The BOAe’s sustained 2X throughput increase over 
BOA is a direct result of HPAV2’s additional bandwidth and carriers. 
 
Similar to the HPAV research, the G.hn research leveraged commercially available G.hn 
modules that were modified for aircraft environment usage.  The HPAV testing was restricted to 
a single, active transmission medium.  The G.hn testing initially assessed single medium 
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performance and later evaluated performance using multiple, parallel transmission mediums.  
The G.hn device under test supports multiple profiles to maximize performance for a particular 
system installation.  The baseline measurements in Table 3 depict the observed single stream and 
multiple stream throughput in a standard 115VAC, 60Hz environment.  Using a non-energized 
wire pair configuration, the multiple stream impact on throughput was evaluated using laptop 
computers with varying hardware capabilities.  Table 4 lists the multiple stream throughput 
improvements using the PLC100MHz profile.  Table 5 provides similar data for the 
Coaz100MHz profile.  The G.hn modules were also evaluated using different transmission 
mediums with Table 6 summarizing the single stream results using the Coax100MHz profile. 
 

Table 3.  G.hn Baseline Throughput 

Profile 
Single stream 
Ethernet TCP 

(Mbps) 

Multiple stream 
Ethernet TCP 

(Mbps) 
PLC100MHz 121 250 
PLC50MHz 121 180 

Coax100MHz 280 450 
Phone100MHz 149 350 

PLC50Mhz w/MIMO (disabled) 69 250 
 

Table 4.  Multiple Streams using PLC100MHz 

Computer 1 Stream 
(Mbps) 

2 Streams 
(Mbps) 

4 Streams 
(Mbps) 

6 Streams 
(Mbps) 

A 139 187 (+34%) 241 (+73%) 265 (+90%) 
B 133 182 (+36%) 238 (+78%) 264 (+98%) 
C 131 176 (+34%) 227 (+73%) 244 (+86%) 

 
Table 5.  Multiple Streams using Coax100MHz 

Computer 1 Stream 
(Mbps) 

2 Streams 
(Mbps) 

4 Streams 
(Mbps) 

6 Streams 
(Mbps) 

A 216 285 (+31%) 383 (+77%) 427 (+97%) 
B 242 304 (+25%) 396 (+63%) 437 (+80%) 
C 235 303 (+28%) 381 (+62%) 422 (+79%) 

 
Table 6.  Coax100MHz TCP Throughput with Different Mediums 

Communication Medium Single Stream Throughput 
(Mbps) 

Baseline (Wire Pair) 272 
28 VDC 268 
28 VDC with motor load 211 
120 VAC 240 
120 VAC with motor load 220 
MIL-STD-1553 270 
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In addition to the in-house laboratory testing, a helicopter Systems Integration Laboratory (SIL) 
was used to evaluate G.hn compatibility with helicopter avionics.  Four G.hn channels were 
interfaced with the SIL’s redundant MIL-STD-1553 bus.  These tests verified the prior single 
channel performance and also evaluated G.hn’s neighboring network (or NDIM) capabilities.  
Table 7 and Figure 1 provide the effective throughput using the Coax100MHz profile and four 
independent channels with staggered starts and stops.  This testing proved NDIM’s ability to 
adapt to dynamic conditions and continue reliable communications, but at the expense of 
individual channel throughput. 
 

Table 7.  Aggregate Channel Throughput using MIL-STD-1553 
 1 Stream (Mbps) 
Channel 0, Bus A 240 179 122 94 0 0 0 
Channel 0, Bus B 0 133 92 70 92 0 0 
Channel 1, Bus A 0 0 128 98 124 150 0 
Channel 1, Bus B 0 0 0 98 128 163 250 

Total: 240 312 343 360 344 313 250 
 

 
Figure 1.  Multi-Channel Throughput using MIL-STD-1553 

 
 
AIRCRAFT TESTING 
 
The BOA transceivers were ground tested on an F-4 Phantom II, where the transceiver pairs 
were interfaced to the left and right wing pylon station.  Communications were verified using the 
aircraft’s three 115VAC, 400Hz phase references and with the aircraft 28VDC power bus.  The 
HPAV technology’s ability to inductively couple across wires was also evaluated.  Table 8 
summarizes the measured throughput for the various power sources and demonstrates throughput 
is not affected by inductive coupling. 
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Table 8.  HPAV Throughput on F-4 Phantom 
Left Wing 

Station 
Right Wing 

Station 
Throughput 

(Mbps) 
Phase A Phase A 63.5 
Phase A Phase B 65.9 
Phase A Phase C 63.8 
28 VDC 28 VDC 65.5 
Phase A 28 VDC 64.2 
Phase B Phase B 64.9 
Phase B Phase C 64.1 
Phase C Phase C 64.2 

 
Aircraft ground testing has also been performed on an A-10 Thunderbolt II using the modified, 
commercially available G.hn modules.  The test configuration was a multi-channel, 
multi-medium setup with one channel for 115VAC, 400Hz power, one for 28VDC power, and 
one channel each for MIL-STD-1553 Bus A and B.  A staggered single stream, start/stop test 
similar to the one in the avionics SIL was performed (see Figure 2).  Once again, active NDIM is 
observed by the throughput reduction on the DC bus when the AC bus activity is started.  At the 
conclusion of DC bus activity, NDIM detected reduced interference and autonomously increased 
the AC bus data rate from 30Mbps to approximately 100Mbps.   
 

 
Figure 2.  Multi-Channel Throughput using Multiple Mediums 

 
 
EXAMPLE ARCHITECTURES 
 
Laboratory and ground testing has proven the viability of an aircraft-based PLC network in a 
point-to-point configuration, multi-drop configuration (multiple transceivers on a single 
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medium), and independent channels on independent mediums.  The first two architectural 
implementations can be implemented using HPAV, HPAV2, or G.hn.  The third architecture 
should be reserved for G.hn due to its interference mitigation capabilities.   
 
The point-to-point configuration is appropriate for single client / single server architectures.  By 
extension, the multi-drop configuration is appropriate for distributed systems and multi-client / 
multi-server architectures.  These are the most probable implementations for a legacy aircraft 
upgrade or a special purpose, temporary installation (e.g. proof of concept flight).  As a 
representative example, Figure 3 depicts a fictitious client/server upgrade to the F-4 to add a 
camera payload.  In this example, the wiring modifications are limited to the wing pylon and the 
avionics bay – the aircraft power busses are used as the communications medium. 
 

 
Figure 3.  Multi-Channel Throughput using Multiple Mediums 

 
 
CONCLUSION 
Although conceived for residential and commercial use, PLC technology has proven to be 
readily adaptable to aircraft environments.  This technology enables new mission equipment to 
be integrated onto existing aircraft without significant aircraft retrofit or down time.  Initial 
research and testing demonstrated PLC’s ability to provide more than sufficient bandwidth for 
video streaming using both UDP and TCP protocols.  Preliminary assumptions that 
multi-channel, multi-medium configurations can provide greater aggregate bandwidth were 
disproven.  Testing proved crosstalk effects can be minimized in multi-channel implementations, 
but with a reduction in throughput.  Aircraft testing also demonstrated that a single transceiver 
pair on, for example, MIL-STD-1553 cabling effectively provided the same throughput as the 
multi-channel, multi-medium configuration.  PLC-based transceiver implementations are an 
effective alternative when integrating a modern, network-based subsystem enhancement for a 
legacy aircraft system. 
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